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Chapter 1

Overview
The TRADOC Guide for the Publicly Accessible Web is primarily for Web-content providers, Web-content
reviewers, and Web-content managers, to enable them to “survive” the sheer amount of federal, Department of
Defense (DoD), and Department of the Army (DA) Web-content policy — policy that sometimes presents
“landmines” because it doesn’t seem to agree. The Guide’s major target audience is Public Affairs personnel who
support U.S. Army Training and Doctrine Command (TRADOC) centers of excellence (CoE) and individual
schools, but other professional disciplines are included to bring together all the various policies and guidance on the
Web portion of the public domain, to synchronize it and clarify it where possible, and to provide tools for Public
Affairs Offices (PAOs) and TRADOC content providers / content reviewers to use. The Guide stresses “how to do”
something as well as discusses content prohibitions to help guide PAOs in their decision-making during their
content review and approval processes. The Guide also can be used to establish best practices and benchmarks.

It’s important to understand from the outset that the Guide is a user guide — it isn’t directive — but the policy it cites
is directive and sometimes punitive, as in the case of non-compliance to Army Regulation (AR) 530-1, AR 25-1, or
AR 25-2. So an important secondary aim of the Guide — in addition to policy synchronization and assistance with
tools — is simply awareness.

Some “admin” notes for users of the Guide:

o Citations of references are provided via footnotes throughout the Guide. These references, and other
federal, DoD, DA, and TRADOC policy and guidance touching on publicly accessible Websites /
Webpages, are listed in Appendix A.

¢ Important points, principles, concepts, and references will be highlighted throughout the Guide for
“scanners” of this information, to aid comprehension and speed of reading.

e Policy and guidance published subsequent to this Guide will be included in the Guide’s next version.*
Please send notification of any policy and guidance changes to lisa.alley@us.army.mil.

e Most references included in this Guide are available on-line (Web addresses where available are included
in Appendix A), and are also included in the Headquarters (HQ) TRADOC Web Content Working Group
(WCWG)’s portal on Army Knowledge On-line (AKO). If a user is not registered for the TRADOC
WCWG portal but wishes access, contact the portal administrator at lisa.alley@us.army.mil.

e TRADOC PAO is the publisher of this Guide as TRADOC’s Web Content Manager and Executor.?
TRADOC PAO recommends that you use this Guide in conjunction with TRADOC Regulation (TR) 25-1,
available on the TRADOC Website, http://www.tradoc.army.mil/tpubs/regndx.htm, to receive a clear
picture of the technical issues and requirements. Most technical requirements, except for access control
and the requirements for Section 508 compliance, are not within the scope of this Guide.

e Policy and guidance questions not addressed by this Guide may be brought to the attention of the
TRADOC Web Content Manager, lisa.alley@us.army.mil. Operations security (OPSEC) questions should
be referred to your organizational OPSEC officer.

THE PUBLIC DOMAIN AND DOD’S PRINCIPLES OF INFORMATION VS.
PROTECTION OF INFORMATION

We’ll start by reviewing some foundational concepts. First, we mentioned the “public domain” above — what is it
and how does it apply to the Web?

We’re not speaking here of “public domain” when that phrase is defined as intellectual property that isn’t owned or
controlled by anyone via copyright, trademark, or other methods, but belonging to all people in general — aka “the
public.” Nor are we speaking of public domain in terms of property or land. We are speaking of information in the
public domain. Since the public raises the military via constitutional provision, pays for its operation via taxes, and
therefore essentially “owns” it, all official information that DoD employees produce belongs to the public, unless the
information is specifically exempted from release into the public domain. DoD’s overarching framework for its
Websites must be likewise: to provide U.S. citizens information on the military entities they support with their taxes,

! An annual update cycle is currently planned.
2 TRADOC memorandum, “TRADOC Public Website Content Management,” June 11, 2009.
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and to support the democratic process as a whole. Federal-agency
public Websites are considered “information-dissemination
products” as defined by Office of Management and Budget (OMB)
Circular A-130, “Management of Federal Information Resources.”
Therefore TRADOC public Websites must be managed as an
information resource not primarily for the military, but for the
public. Federal Websites, including the military’s, are required by
law to follow the guidance in OMB Circular A-130, “Guidelines for
Ensuring and Maximizing the Quality, Objectivity, Utility, and
Integrity of Information Disseminated by Federal Agencies” (67
Code of Federal Regulations (CFR) 5365), OMB memorandum M-
05-04, and other information-policy issuances.

Sometimes this is hard for us to get our arms around, but our
commanders don’t actually “own” the Website. To reiterate, our
public Websites are actually owned by American taxpayers, so we
owe it to them to deliver the very best quality we can on the products we offer them on the Web — and, furthermore,
to offer Web products they’ll find relevant. This is why Public Affairs must take the lead on Web content: to
balance the public domain, strategic messages, an organization’s wishes, and the commander’s intent — this balance
is an art, not a strict interpretation of black-and-white policy.

Information as public property. The President’s approach is that information is a “national asset.”® As AR 25-1
states, information produced by Army employees is a shared resource and should be available to everyone except
where release of it is restricted for reasons of national security, privacy, sensitivity, or proprietary rights.> However,
there is also a limitation to AR 25-1’s conceptual framework in that it views information as a commodity to be
managed in terms of collection, processing, and storage — of course, a very net-centric viewpoint. And therefore its
definition of a public Website is framed completely by what sort of network security exists — to wit, AR 25-1 defines
a public (or publicly accessible) Website as an Army Website with access unrestricted by password or Public Key
Infrastructure (PK1) authorization,® while a non-public Website is an Army Website with access restricted by
password or PKI user authorization. In fact, the alternate term AR 25-1 uses to define a public Website (“publicly
accessible”) is very telling — the concept of a public Website is shaped by access control, or lack thereof. This
Guide offers a different conceptual framework: that of knowing what isn’t releasable so that everything else relevant
to the public is released. In fact, if the term publicly accessible “went away” and was replaced by a term like public-
facing — or, more simply, public — that would be more accurate and more in spirit with the actual reasons our
Internet Websites should exist.

A Website is one of the major tools Public Affairs has to meet its responsibilities, per AR 360-1, to fulfill the
Army’s obligation to keep the American people and the Army informed, and to help establish the conditions that
lead to confidence in America’s Army and its readiness to conduct full-spectrum operations.” An attitude of non-
transparency (as opposed to President Barack Obama’s commitment that the government will operate under “an
unprecedented level of openness™)® will not engender public confidence, nor will it aid the Army’s recruiting efforts.
Therefore we must educate ourselves to think in terms of releasing information unless the information strictly meets
the definition of “non-public” information.

It is strange that AR 25-1 — an information-technology (IT) regulation and not a Public Affairs one — contains the
Army’s only definition of “public domain” and its antithesis, the “non-public” domain. (See Paragraph 1-7, AR 25-
1.) For information to be exempt from release to the public — in other words, to be non-public information, the
information must meet one of these stipulations:

e  Personally identifiable and subject to the Privacy Act;
e Classified according to the National Security Act;

% See OMB memorandum M-05-04, “Policies for Federal Agency Public Websites,” Dec. 17, 2004.

4 “Transparency and Open Government” memo, Jan. 21, 2009.

® Paragraph 1-7, AR 25-1.

® Section 11 of glossary, AR 25-1. See also ALARACT “Website Security Policy Compliance,” Dec. 19, 2008.

" Paragraph 1-6, AR 360-1.

8 “Transparency and Open Government” memo. Per Obama’s memo, transparency will engender public trust, participation and
collaboration; strengthen the democracy; and promote accountability, efficiency, and effectiveness in government.
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e Subject to a Freedom of Information Act (FOIA)
exemption; or

e  Otherwise “sensitive.”

This Guide will include more details on these stipulations
in following chapters and will also discuss For Official Use
Only (FOUOQ) information, which is specifically defined as
information that comes under one of the FOIA-exempt
categories and is unclassified.’

Non-public information may be shared for official purposes
within DoD and with other government agencies affiliated
with DoD’s contracts or operations, keeping in mind any
stipulated access and release restrictions. Non-public,
official Army information may be posted for authorized
individuals to AKO™ or other approved controlled-access
Webserver — as discussed in Chapter 4, the controlled
access makes the Webserver, and the information thereon,
private. Private information requested by private-sector
individuals or organizations should be referred to the local
FOIA officer to determine whether it’s releasable.™

By contrast, public-domain information is not only
government-owned but is also not personally identifiable,
classified, subject to a FOIA or Privacy Act exemption, or
otherwise considered to be sensitive. The Army is bound to
either routinely make this information public or to provide
the information upon public request. Army personnel
should find reasons to release information rather than
reasons to not release information in the spirit of the FOIA
(see Paragraph 1-300, AR 25-55); in accordance with
(IAW) Paragraph 5-5b, AR 360-1, information that would
be released if requested under the FOIA anyway should be
released publicly when requested through Public Affairs
channels — this avoids invoking the FOIA and provides
timely information to the public.

In contrast to non-public information, public-domain Army
information may be posted on an Army public Website.

Recalling our statement that “we must educate ourselves to think in terms of releasing information unless the
information strictly meets the definition of ‘non-public’ information,” TRADOC PAO isn’t living in a “dream
world” regarding releasing information; quite the opposite — we know that management of Web content isn’t as cut-
and-dried as “release everything.” (The war on terrorism has made everyone so cautious that many organizations
approach Web content from the “zero-based” perspective — discussed in Chapter 4 — and so we’re advocating that
the Army as a whole begin a process of re-education to think in terms of “why not” release information rather than
“why” release information.) We emphasize that TRADOC public Websites' are critical in providing information to
various target audiences, but their use also incurs a significant responsibility for the information provider. (See
Chapter 2.) The Web’s popularity has grown exponentially because of its accessibility just about anywhere in the
world and the rapidity with which information can be released on it — and the Web’s popularity within DoD is
projected to continue. Experts estimate that, in the near future, most unit data exchange will be via Internet

® paragraph 1-7, AR 25-1.

10 See Paragraphs 6-7c(3) and 6-7d(1), AR 25-1. In fact, these references state that non-public, official Army information will be
posted on AKO, and that private Websites separate from AKO can be established only when AKO can’t support requirements.

! paragraph 1-7, AR 25-1.

12 A Website in which content is developed and maintained by, or at the request of, a TRADOC activity or subordinate
organization, as defined by TRADOC G-6 (email from TRADOC Webmaster Nov. 20, 2006).
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Websites.™® The Federal Web Managers Council estimates that there are
about 24,000 U.S. government Websites on-line (but caveats this by saying
that no one knows the exact number of Websites Uncle Sam has).™
However, the power of the Web creates a tension between the need to
disseminate information and the need to protect it. It creates tension
between DoD’s principles of information™® and DoD’s policy that an
individual’s privacy is a “personal and fundamental right that shall be
respected and protected,”® for instance. (See the discussion on personally
identifying information (PII) in Chapter 3.) The issue of PIl creates a sort
of schizophrenia in our practice of releasing information, as PIl involves
the heart of Public Affairs functions and activities — part of PAO’s mission
is to tell the Army’s story, and the Army is people.

The need to disseminate information. Our national leaders have
determined that sincere, direct communication is critical to our national
success. America is an open, democratic society. Our candid approach to
media coverage of military actions — in spite of the attendant danger of
sensitive-information release — is because media coverage, to a large
extent, will shape domestic and international public perception of the
national-security environment now and in the years ahead. Besides our
responsibility to the American public, we are responsible for informing our
own internal target audience. Commanders and their PAOs can use the
Web to tell the Army story and to correct disinformation / distortions as
quickly as possible.

The need to protect information. On the other hand, we give away too
much; this has been evident for several years. Irresponsible Web-content
postings during the last few years have put Soldiers at risk. As former
Secretary of Defense (SECDEF) Donald Rumsfeld said in a Jan. 14, 2003,
memorandum on Website OPSEC discrepancies, our adversaries avidly
glean information from our Websites: “An Al-Qaeda training manual
recovered in Afghanistan states, ‘Using public sources openly and without
resorting to illegal means, it is possible to gather at least 80 percent of information about the enemy.’ ... One must
conclude our enemies access DoD Websites on a regular basis. The fact that [FOUQ] and other sensitive
unclassified information ... continues to be found on public Websites indicates that too often data posted are
insufficiently reviewed for sensitivity and / or inadequately protected.” Further, while many of us understand that
plans and capabilities information is most likely FOUO, and posting this information to a public Website is most
likely an OPSEC violation, we all don’t understand that PII can be FOUO and an OPSEC violation, too — although
this was determined early in the war on terrorism.*’

'3 paragraph E-5, AR 380-5.

¥ putting Citizens First: Transforming On-line Government, Federal Web Managers Council whitepaper, November 2008.

%% The DoD principles of information are listed in Enclosure 2, DoDD 5122.5, and Appendix H, AR 360-1. Summarized here,
those principles are: “It is DoD policy to make available timely and accurate information so that the public, Congress, and the
news media may assess and understand the facts about national security and defense strategy. Information will be made fully and
readily available, consistent with the statutory requirements, unless its release is precluded by current and valid security
classification. The provisions of the [FOIA] will be supported in both letter and spirit. ... Information will be withheld only
when disclosure would adversely affect national security, threaten the safety or privacy of the men and women of the armed
forces, or if otherwise authorized by statute or regulation.” Also see Paragraph 4c, DoDD 5230.9: “The public release of official
DoD information is limited only as necessary to safeguard information requiring protection in the interest of national security or
other legitimate governmental interest.” And Paragraphs 4, 4.1, and 4.3, DoDD 5200.1: “It is DoD policy that national-security
information will be ... safeguarded, [TAW] national-level policy issuances. ... The volume of classified national-security
information will be reduced to the minimum necessary to meet operational requirements.”

18 paragraph 4, DoDD 5400.11.

Y7 Three DoD-level memorandums issued Oct. 18, 2001, Nov. 9, 2001, and Dec. 28, 2001, established this. The Oct. 18 memo
from the DEPSECDEF, “Operations Security Throughout the Department of Defense,” states that “[m]uch of the information we
use to conduct DoD’s operations must be withheld from public release because of its sensitivity.” The Nov. 9 memo from the
Director, Administration and Management, “Withholding of Personally Identifying Information Under the Freedom of
Information Act (FOIA),” cites the DEPSECDEF’s memo as emphasizing “the increased risks to U.S. military and civilian
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DoD policy is to provide accurate and timely information (“maximum disclosure with minimum delay’’) consistent
with the requirement to maintain OPSEC, protect intelligence information and sources, and protect the welfare and
privacy rights of Soldiers, patients, next-of-kin, and family members. All personnel, including PAQOs, are charged to
“practice security at the source.”

Beyond protecting information, DoD and Army policy require each Website / Webpage or publicly accessible portal
page to have a “verified valid mission” need to disseminate the information contained on the site / page.’®* Army
Chief Information Office (C10O) / G-6 guidance is that “[o]nly official Army information that is releasable and of
value to the public may be posted on Army public Websites.” These approaches are based on the “zero-based
content” conceptual framework, where information is released if it meets standards and exceptions, and is the
antithesis of Public Affairs practice and the spirit of the FOIA. However, zero-based content is a favorite practice
with, understandably, information-assurance (IA), IT, and OPSEC practitioners, and therefore Public Affairs must
be deeply involved in Web content to ensure that the public’s information is released to it, while information that
must be protected, is.

THE FOUNDATION OF THIS GUIDE: TRADOC WEB CONTENT REVIEW PROGRAM
There’s really only one solution to balance the “clash of cultures,” better manage risk, and ensure that Websites
provide quality information: a robust Web Content Review Program®® with an appointed Web-content manager and
Website coordinators. (The Web-content manager / Website coordinator will be discussed more in Chapter 4.) HQ
TRADOC’s content-review measures were recognized by Army G-3/5/7 as a “best practice” in 2005, but even our
current program could be enhanced IAW this user guide. Content review is not censorship,?’ as some organizations
view it; in the end, a strong review program will not only help protect our Soldiers but will also better provide top-
quality customer service to Website users.

TRADOC’s Web Content Review Program — established AW DoD policy and AR 25-1, and in response to a DoD
Inspector General (IG) report™ — is not only TRADOC’s response to DoD and Army requirements for a content-
review program as well as to the requirements of an Army at war, but it also balances the needs of dissemination vs.
protection of information, and is the foundation of the principles in this Guide.

personnel, DoD operational capabilities, facilities and resources”; says that the change in security posture affects DoD’s policies
for implementing the FOIA; and applies more restrictions for releasing PIl. The Dec. 28 memorandum from the ASD-C3l,
“Removal of Personally Identifying Information of DoD Personnel from Unclassified Websites,” builds on the Oct. 18 and Nov.
9 memos and states that PII “regarding all DoD personnel may be withheld by the [DoD] components under exemption (b)(6) of
the FOIA. ... This action makes the information which may be withheld FOUO and inappropriate for posting to most unclassified
DoD Websites.” This latter memo directs PII on all DoD personnel “now eligible to be withheld under the FOIA” per the Nov. 9
memo to be removed from publicly accessible Webpages and Webpages with access restricted only by domain or IP address,
applicable to unclassified DoD Websites regardless of domain or sponsoring organization. This memorandum, which is still in
effect, requires removal of “name, rank, email address, and other identifying information regarding DoD personnel, including
civilians, active-duty military, military family members, contractors, members of the National Guard and Reserves, and Coast
Guard personnel when the Coast Guard is operating as a service in the Navy.” See Chapter 3 for further discussion on PII,
including exceptions to this policy.

'8 Enclosure 5, DoD Manual 5205.02-M; SECDEF message, “Website OPSEC Discrepancies,” Jan. 14, 2003; Paragraph 6-7¢(3),
AR 25-1; ALARACT “Website Security Policy Compliance,” Dec. 19, 2008; Paragraph 5b(5)(a), TRADOC OPSEC Plan. Also
see Paragraph 3-5a(1), AR 360-1: a Public Affairs publication may be established only when a “valid mission requirement” exists
— although this traditionally applies to installation newspapers, Web publishing also comes under the definition for Public Affairs
publications.

1 DoD and Army policy very clearly require a deliberate process for reviewing and clearing Web content. See Pages 13-14 and
Chapter 3. Other policies are included in the Web-content review team chart. This Guide elaborates on the review program
established at HQ TRADOC in 2005 (and enhanced as subsequent DoD and Army policy and guidance has been issued) as the
Web-content oversight mechanism for the command.

2 gee Paragraph 6-7¢, AR 360-1.

21 The DoD IG’s report of June 5, 2002, in criticizing TRADOC’s Web-content review process, noted that “[t]he approval
process for posting information on Websites is necessary to ensure that only properly cleared information is released to the
general public on Army Websites. Although Web policy is the responsibility of the [G-6], the release of information is the
responsibility of the Chief of Public Affairs. Accordingly, the Chief of Public Affairs, in coordination with the [G-6], must
establish an oversight mechanism to monitor whether Army organizations are using consistent procedures for reviewing and
approving all information posted to Websites.”
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Chart 1-1. The Web Content Review Program team, which has mandated responsibilities and
requirements for Web-content screening and clearance.

The TRADOC Web Content Review Program rests on the principle that the primary triad of OPSEC, G-6, and PAO
experts®® work as a team to safeguard information, yet still ensure that “accurate and timely information is made
available to the public and the Congress to help the analysis and understanding of defense strategy, defense policy,
and national-security issues.”®® All team members fulfill DoD and Army mandates. (See illustration above.) All
team members seek a consensus that is mindful of the guidance contained in the Deputy Secretary of Defense’s
(DEPSECDEF) memorandum on information vulnerability and the Worldwide Web (WWW): “[Leaders] assume a
management responsibility that extends beyond general Public Affairs considerations regarding the release of
information into the realm of [OPSEC] and force protection, [and] ... must enforce the application of comprehensive
risk-management procedures to ensure that the considerable mission benefits gained by using the Web are carefully
balanced against the potential security and privacy risks created by having aggregated DoD information more
readily accessible to a worldwide audience.”?

TRADOC’s Web Content Review Program incorporates clearance-review procedures IAW DoDD 5230.9 and
Department of Defense Instruction (DoDI) 5230.29 for official DoD information.? (See Chapter 3 and Appendix
K.) The program also requires those who take part in it to be trained, knowledgeable experts such as OPSEC and

22 This idea of a “primary triad,” although implemented at HQ TRADOC in 2005, is supported by ALARACT “Website Security
Policy Compliance,” Dec. 19, 2008, which directs the personnel who “operate and review” Websites (PAOs, Webmasters /
maintainers, and OPSEC or IA specialists) to complete “mandatory” OPSEC training. The ALARACT’s operator / reviewer
categories square with the PAO, G-6 (Webmasters / maintainers), and OPSEC / IA divisions of the chart above.

2 paragraph 4a, DoDD 5230.9.

24 Memorandum from the DEPSECDEF, “Information Vulnerability and the Worldwide Web,” Sept. 24, 1998. Also quoted in
AR 380-5; see the Summary in this Guide.

% paragraph 3.5.1, Part I, DoD Website Administration Policy and Procedures (hereafter referred to as the DoD Web policy).
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security practitioners — familiar with the rules governing FOUO information as well as pertinent security
classification guides (SCGs) — and quality of information (QI) experts, IAW DoD Web policy. The OPSEC and
security experts should also be familiar with the aspects of their organization’s operations considered critical; their
organization’s vulnerabilities; and the pertinent threat so they can properly assess the nature of the risk associated
with posting specific information to public-domain Websites.?

You may be thinking, “That’s great for HQ TRADOC; I have other things to do besides deal with Web content.
And who / what says | must have a Web Content Review Program, and that | must do all this reviewing before
people post information to Websites, and that | must review information after it’s posted, too?”” Fair-enough
question; here’s the answer as to who / what:

Paragraph 3.5.1, Part I, DoD Web policy: “DoD components must establish, [IAW] [DoDD] 5230.9 and
[DoDI] 5230.29..., clearance-review procedures for official DoD information that is prepared by or for
DoD personnel and is proposed for posting to publicly accessible Websites.”

Paragraph 2, Part V, DoD Web policy: “All information proposed for posting to a publicly accessible
Website must be reviewed IAW the provisions of DoDD 5230.9 and DoDI 5230.29, and as described in
Paragraph 3, Part I1, of the DoD Web policy.” (A breakdown of DoDD 5230.9, DoDI 5230.29, and
Paragraph 3, Part Il, of the DoD Web policy is available in Appendix K.)

Paragraph 4b, DoDD 5230.9: “It is DoD policy that ... [a]ny official DoD information intended for public
release that pertains to military matters, national-security issues, or subjects of significant concern to [DoD]
shall be reviewed for clearance prior to release.”

Enclosure 5 (information-protection requirements), DoD Manual 5205.02-M: “This section supplements
guidance related to the release of information in DoDD 5230.09, [DoDI] 5230.29 and [the DoD Web
policy]. ... The OPSEC program manager or coordinator will work closely with [PAO], information
security, Web administrators and other officials. ... Commanders and directors are responsible for
ensuring ... that review procedures are implemented [and shall] develop, establish, and implement policies
and procedures to deny adversaries the opportunity to take advantage of publicly available information,
especially when aggregated.”

Paragraph 6-7a(11), AR 25-1 [specific to personal-privacy screening]: “Army organizations must observe
[flederal, [DoD], and Army policies for protecting personal privacy on official Army Websites and must
establish a documented process ... to screen their Websites quarterly to ensure compliance.”

Paragraph 6-7¢(3), AR 25-1: “Army commanders / organizational heads will ensure that the PAO and other
appropriate designee(s) (for example, command counsel, force protection, intelligence, and so on) review
and clear Web content and format prior to posting to the Internet. Information contained on publicly
accessible Websites is subject to the policies and clearance procedures prescribed in AR 360-1, Chapter 5,
for the release of information to the public.”

Paragraph 6-7c(4), AR 25-1: “The designated reviewer(s) will conduct routine reviews of Websites on a
quarterly basis to ensure that each Website is in compliance with the policies herein and that the content
remains relevant and appropriate. The use of Web-analysis software for reviews is encouraged but not
required.”

Paragraph 4-20g(11), AR 25-2: “Commanders and supervisors will comply with [f]ederal, [DoD], and DA
Website administration policies and implementing content-approval procedures that include OPSEC and
PAO reviews before updating or posting information on all Websites.”

Paragraph 5-1, AR 360-1: “[DoD] policy requires any official information intended for public release that
pertains to military matters, national security issues, or subjects of significant concern to the DoD be
cleared by appropriate security review and [Public Affairs] offices prior to release. This includes materials
placed on the Internet or released via similar electronic media.”

Paragraph 6-1b, AR 360-1: “Clearance, through security review and [Public Affairs] channels, is required
for all official ... writings that are presented or published in the civilian domain, to include materials placed
on the Internet or released via similar electronic media.”

DEPSECDEF memorandum, “Department of Defense (DoD) Website Security Policy Compliance,” Sept.
25, 2008: “Each [organization] is required to have processes in place that ensure all information posted to

% paragraph 3.5.2, Part |1, DoD Web policy.
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publicly accessible Websites is reviewed and approved prior to posting. This process includes review of
content for sensitivity, including specifically identifying [FOUQ] information, and appropriate distribution
/ release controls. Each [organization] is responsible for ensuring the process to accomplish these reviews
is consistently applied.”

e DEPSECDEF memo cited in All Army activities (ALARACT) message “Website Security Policy
Compliance,” Dec. 19, 2008: “[TThe DEPSECDEEF require[s] components to certify their implementation
of a review and approval process for all information posted to publicly accessible Websites. ... Army
policy requires all organizations to appoint qualified individuals ([PAOs] and / or others) to properly clear
information prior to posting it on their respective Websites and to conduct quarterly reviews of Website
content. The quarterly evaluation includes format, required content restrictions and inclusions, privacy, and
[OPSEC].”

e  The Secretary of the Army (SecArmy)’s executive-summary response to the DEPSECDEF’s tasking in
“Department of Defense (DoD) Website Security Policy Compliance”: “Army policy requires all
organizations to appoint qualified individuals ([PAQOs] and / or others) to properly clear information prior to
posting it on their respective Websites and to conduct quarterly reviews of Website content. The review
includes format, required content restrictions and inclusions, and privacy and [OPSEC] considerations per
the Website-management control checklist in AR 25-1 (Appendix C).”

e All DoD activities (ALDODACT) message 11/06, “Information Security / Website Alert,” Aug. 9, 2006

(referred to in DEPSECDEF memo of Sept. 25, 2008): “Effective immediately, no information may be
placed on Websites that are readily accessible to the
public unless it has been reviewed for security concerns
and approved [IAW] [DEPSECDEF] memorandum,
‘Website Policies and Procedures,” Dec. 7, 1998 [the
DoD Web policy’s cover memorandum] and, as
applicable, [DoDI] 5230.29, ‘Security and Policy Review
of DoD Information for Public Release.” Command
review procedures must also specifically address
identification of [FOUOQ] information and shall ensure all
information is reviewed by personnel trained in
[OPSEC].”

The clearance program must include multimedia and visual
information (V1), reviewed both before and after completion of
the product. For example:

e  Paragraphs 7-7a(6)(b)10, 12 and 18, AR 25-1: “The VI
production activity ... will obtain a legal review and
public-release clearance prior to production distribution.
(Legal review and public-clearance documents will be

maintained throughout the lifecycle of the production.) Prior to commitment of production funds for a

product whose intended audience is the public, a copy of the treatment or script will be submitted, with

legal determination, to Public Affairs requesting public exhibition authority. ... All VI productions will be
cleared for public release upon completion except when restricted by security classification, production, or
when the production contains copyrighted material.”

e  Paragraph 7-10b(4)k, AR 25-1: “The local [PAQO] ... will review all unclassified imagery for possible
public release unless otherwise directed by Office of the Chief, Public Affairs, or higher authority. All
multimedia / VI productions will be reviewed for public exhibition by the PAO prior to distribution. VI
products produced by the Army (whether in-house or by contract) and cleared for public exhibition become
part of the public domain.”

e Paragraph 7-10b(4)k(1), AR 25-1: “Public clearance must be granted for any VI product (such as still or
motion media productions, stock footage, or electronic images) prior to release to the public or placement
on a Website.”
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A Web Content Review Program is a method to cope, then, with all the review requirements (we might have missed
some references, but you get the idea) — primarily pre-dissemination but also post-dissemination (the quarterly
screening requirement). TRADOC’s comprehensive Web Content Review Program includes disparate functions and
organizations; considers all assigned roles IAW DoD Web policy; and provides a system whereby those reviews
mandated by law and policy may be accomplished before PAO approves release of the information into a public
forum. IAW AR 25-2, the OPSEC and PAQO reviews are the minimum mandated pre-dissemination reviews, but the
TRADOC Web Content Review Program offers a “best practice” that can be adapted for local use. And since CIO /
G-6 policy and guidance doesn’t always clearly outline that PAO must be one of the reviewers (because of the
Public Affairs profession’s role as the primary public-information release authority?’), PAOs should be proactive in
insisting on being both a pre-dissemination reviewer (IAW AR 25-2 et al) and a post-dissemination reviewer (IAW
AR 25-1 et al).

There is another critical “triad” within the TRADOC Web Content Review Program: the content provider, content
reviewer, and content manager / Website coordinator. This triad not only serves to safeguard information, as the
triad of OPSEC, G-6, and PAO does — the provider / reviewer / manager triad ensures that Web content is accurate,
relevant, and timely. Like with the OPSEC / G-6 / PAO triad, the provider / reviewer / manager triad also fulfills
DoD and Army mandates, and PAQ fits into this triad in all three roles of provider, reviewer, and manager.

The content-review process and the roles within it are
discussed in the next section and in subsequent chapters of this
Guide. Each of these roles is vital to the successful execution
of any Web Content Review Program.

ROLES: CONTENT PROVIDER, CONTENT

REVIEWER, CONTENT MANAGER

Content providers. As stated, organizational heads must
establish clearance-review procedures for official DoD
information that his / her Web-content provider prepares and
proposes to post to the organization’s publicly accessible
Website. That review process actually starts with the content
provider (see Chapter 2), who should be as trained and
knowledgeable about the review process as the content
reviewers and organizational Website coordinator / command
Web-content manager. Content providers should, for instance,
be familiar with the rules governing FOUO information.
Content providers should also be familiar with the aspects of
the organization’s operations considered critical. The content
provider should also take into account the form in which the
information is to be distributed — such as press releases, press
conferences, or publicly disseminated documents on the Web —
the susceptibility of the information to data-mining, and the
likelihood that the information could directly lead to the
discovery and presentment of knowledge that is otherwise
controlled (for example, classified information or FOUO
information). The content provider shares this latter
responsibility with the organizational OPSEC officer. Also to
be assessed is a specific risk to the Army’s credibility if
publicly released information is omitted and / or deleted from
the Web — this is determined by the command PAO, in
conference with the content provider and Website coordinator.

2 For an example of this authority, see Paragraph 2-3b(2), AR 380-10, which states that the proponent for disclosure of U.S.
Army public-domain information is Public Affairs. Also, Paragraph 2-4m in the new AR 360-1 is expected to specify that PAOs,
Army command (ACOM) level and below, are their commander’s designated review and approval authority for the release of
official information to the public.
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The organization’s content providers, content reviewers, and Website coordinators determine whether the
information is public or non-public as a first step.

Content reviewers. As illustrated previously in this chapter, a Web Content Review Program is mandated. Who is
expected to participate and what they review is covered in more detail
in Chapter 3. In short, content reviewers in a robust Web Content
Review Program are OPSEC, security (G-2), Ql, Staff Judge
Advocate (SJA), and PAO professionals. Both the TRADOC G-6 and
TRADOC PAO have mandated roles and responsibilities for
TRADOC’s publicly accessible Web content and share overall
monitoring responsibilities.?®

Every Army employee is an ad hoc content reviewer, as everyone
serves as a “first line of defense” in keeping information off the
Internet that could endanger Soldiers’ lives and / or affect mission
accomplishment. DoD and Army regulations and guidance make
each person individually responsible for safeguarding information.?

TRADOC mirrors DoD and Army Web-management structure in that
TRADOC PAO acts in concert with the Deputy Chief of Staff (DCS),
G-6, to provide oversight and control of content on TRADOC public
Websites.** However, other TRADOC agencies have mandated
responsibilities for Web content, such as for OPSEC,* security,*” and
information-quality reviews.*® The SJA advises on copyright,
conflict-of-interest, and endorsement issues. All serve as members of
the overall TRADOC Web Content Team, as do content providers and
leaders. As discussed previously, content-team members help make
sure that information of force-protection concern, as well as
information not complying with policy / guidance, is not disseminated
on the publicly accessible Web. Content-team members also help
ensure that their organizations adopt robust QI oversight.

% AR 25-1, DA PAM 25-1-1, and TR 25-1 describe G-6 functions. (Especially see Paragraph 5-5, TR 25-1, for Webmaster and
portal administrator functions and responsibilities.) These regulations also describe Public Affairs’ functions, but other
regulations and memoranda include PAO responsibilities: e.g., DoDD 5122.5, DoDI 5400.13, AR 530-1, AR 360-1, AR 25-1,
AR 25-2, OCPA memorandum “Required Public Affairs Review of Information Released Publicly via Army Headquarters
Websites” dated April 28, 2003, and the TRADOC OPSEC Plan. In essence, these references, in conjunction with the ones cited
on Pages 13-14, require Public Affairs’ involvement in publicly accessible Web content — both its review and management.

2 For example, see ALDODACT message 11/06; Paragraph 4-20g(7), AR 25-2; Paragraph 2-1, AR 530-1; Paragraph 1-9, AR
380-5; Paragraph 5-4a, AR 360-1; Paragraph 6a(9), TRADOC OPSEC Plan; OSD memo, “Withholding of Personally Identifying
Information Under the Freedom of Information Act (FOIA),” Nov. 9, 2001; ALARACT message 138/2006, “DoD Personnel
Responsibility for Safeguarding Personally Identifiable Information,” May 26, 2006; and Paragraph 5-5¢(1), TR 25-1.

% paragraph 2-9b, AR 25-1; and expected as Paragraphs 2-2c(15) and (16), new AR 360-1. This is carried over from DoD Web
policy (see Paragraphs 5.1 and 5.1.2, Part 1), which requires the DoD CIO and ASD-PA to coordinate on providing policy
oversight and guidance to ensure the “effective dissemination” of defense information via the Internet. “Effective dissemination”
includes what is not disseminated as well as what is.

31 OPSEC review prior to dissemination is required by DoDD 5205.2, AR 530-1, AR 360-1, AR 25-2, the TRADOC OPSEC
Plan, and TR 25-1, as well as guidance from the SECDEF (“Website OPSEC Discrepancies,” Jan. 14, 2003; also released as
ALDODACT 02/03) and a joint message from the DEPSECDEF / VCJCS (ALDODACT message 11/06, “Information Security /
Website Alert,” Aug. 9, 2006).

32 Security reviews, which are related but not the same as OPSEC reviews (see Paragraph 3, Enclosure A, of CJCSI 3213.01B,
and Paragraphs 1-6b and G-1 of AR 530-1 for contrasts between OPSEC and security), are required when information is
“intended for public release that pertains to military matters, national security issues, or subjects of significant concern to
[DoD],” IAW DoDD 5230.9, DoDI 5230.29, and ALDODACT message 11/06.

8 Information quality is a federal law (Section 515 of Public Law 106-554; H.R. 5658; Treasury and General Government
Appropriations Act for Fiscal Year 2001, or the Information Quality Law) and is outlined in the DEPSECDEF memorandum,
“Ensuring Quality of Information Disseminated to the Public by the Department of Defense,” Feb. 10, 2003, and HQ DA Letter
25-03-02, “Ensuring Quality of Information Disseminated to the Public by the Department of Defense,” Oct. 28, 2003. The
Army’s QI standards are also discussed in Paragraph 7-7 of DA PAM 25-1-1.
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Other important content-team members at HQ TRADOC are the working groups: the WCWG, OPSEC Working
Group (OWG), and Webmaster Working Group (WWG). Each working group focuses on different aspects of the
TRADOC Web Content Review Program. The WCWG works with Public Affairs; the WWG with G-6; and the
OWG with the TRADOC OPSEC officer. QI is a benchmark for all the working groups.

Website coordinators and Web-content managers. Another essential team member is the Website coordinator or
Web-content manager. The Website coordinator is a non-Public Affairs professional appointed at organizational
level when the organization is co-located with its HQ — such as at a
major subordinate organization (MSO) like Army Capabilities
Integration Center (ARCIC) or a DCS office co-located with HQ
TRADOC - or, at CoE, a school within the command — like the
Engineer School within the Maneuver Support Center (MANSCEN).
The Web-content manager is a Public Affairs professional appointed at
the HQ of an ACOM, MSO such as the U.S. Army Combined Arms
Center (USACAC), or CoE.* The Web-content manager exercises
ACOM-, MSO-, or CoE-wide responsibility. The Web-content
manager should be the “editor-in-chief” advocated by the Federal Web
Managers Council — more on this in Chapter 4.

All HQ TRADOC organizations should have a Website coordinator
appointed to assist his / her organization’s workforce in producing and
managing the organization’s Web-based products, and to coordinate
design (as needed) and clearance of those products with TRADOC
PAO. The Website coordinator should serve as a consultant
throughout the Web-product development process, providing guidance
and maintaining communication between his / her organization and
TRADOC PAO. More specific duties and responsibilities for the
Website coordinator are outlined in Chapter 4.

The Web-content manager at HQ TRADOC is TRADOC PAO. As part of those responsibilities, TRADOC PAO
reviews and releases all content intended for the public WWW and AKO’s unrestricted-content areas. Other Web-
content manager responsibilities are:

e Maintains HQ TRADOC-Ilevel content and monitors the maintenance of deputy commanding general
(DCG)- and DCS-level content;

e Manages TRADOC’s Web marketing and outreach efforts;

e Inconjunction with the TRADOC Strategic Communication Cell, researches and develops long-term and
annual strategies, goals, and objectives for TRADOC Web products;

e Incoordination with G-6, develops and organizes content while promoting a consistent look and feel on all
HQ TRADOC Web products;

e Establishes procedures and standards for Web products;

e Inconjunction with G-6, recommends and interprets federal, DoD, DA, and TRADOC Web-content
policies; and

e Provides direction, guidance, and training for content providers, content reviewers, and Website
coordinators via telephone, email, or the WCWG and WCWG portal.

Since AR 25-1 uses the terms “Web manager” and “Web maintainer” as synonyms for “Webmaster” — which is not
what we mean here at all — a quick digression is in order on how CIO / G-6 Web management differs from PAO
Web management, although this will be discussed more in Chapter 4.

CIO / G-6 maintains technical control (techcon)® of Websites, and provides overall policy and procedural guidance,
plus format conventions, regarding the establishment, operation, and maintenance of Army public Websites and

# Installation PAOs supporting TRADOC senior commanders are considered Web-content managers in TRADOC, IAW
Paragraph 1-5i(2), TR 25-1. If the draft of the new AR 360-1 remains unchanged at publication, this will also be true IAW
Paragraph 2-4n, which states that PAOs ACOM level and below are their command’s Web-content manager.

% paragraph 6-7a(13)(c), AR 25-1.
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services.* ClO / G-6 manages Webservers and other networks. In other words, C1O / G-6 Web management
heavily emphasizes the means of delivery of the content, and the format the content appears in. TRADOC G-6’s
roles are outlined in some detail in TR 25-1, but in essence the G-6 serves as the TRADOC Internet / Intranet
administrator (Webmaster) and, overall, is responsible for planning and directing the TRADOC WWW presence,
including promulgating TRADOC Web policies. G-6 also reviews Web content for compliance to policy, security
risks, and design deficiencies. G-6 chairs the TRADOC WWG and serves on the TRADOC WCWG and OWG.

On the other hand, PAO Web management is specific to content, including relationships with the public and
strategies for communicating with that public via Army public Websites. PAO Web-content management also helps
ensure relevant, quality information that adheres to the QI law. The Web not only allows an Army commander to
reach a wider audience,®” but to better serve most, if not all, the subgroups in his / her command.* Each subgroup
has some unique information needs that can be met with well-planned Web products. (The 18-24 year-olds,
especially, relate better to social media and Web products than, say, print or broadcast products.) PAOs assist in
formulating and releasing command messages™ that are relevant to those subgroups; supervise the preparation,
production, and distribution of Public Affairs Web information*’; and develop Web materials and products to meet
the command’s special Public Affairs needs.*!

Just as Public Affairs is an inherently governmental function requiring that official command spokespersons be
military or DoD / Army civilian employees, the function of communicating with both the public and internal
audiences is inherently a Public Affairs function. Public Affairs professionals are official command spokespersons,
designated by the commander and responsible for releasing information pertaining to their command.* (In fact,
paralleling DoDD 5122.5, Public Affairs is the sole release authority for official DoD information.) As command
spokespersons, PAOs provide unclassified information about the Army and its activities to the public with
maximum disclosure and minimum delay,*® and release unfavorable news with the same care and speed as favorable
news.** PAOs are charged to be candid with the American people® and ensure that all information provided to
internal or external audiences is accurate.*®

As previously stated, the Web is a powerful means of providing information to the public. Robust PAO Web-
content management can ensure that the command’s and subordinate organizations’ Webpages are treated as a core
business function and therefore focus on providing accurate, value-added information services and Web products to
organization users, customers, the Army, and the public by sharing relevant information. As a core business
function, TRADOC Webpages should also enhance execution of the command’s mission by saving resources
currently expended on traditional means of communication (e.g., print and broadcast), to ensure all organizations
fully leverage the WWW?’s capabilities in a manner that is efficient and resource-wise.

Content-review subjects are covered in more detail in Chapter 3, but there are two areas of special emphasis for
PAOs as Web-content managers: assessing information that needs to be protected, and avoiding endorsement.

PAOs must identify and not release information that would adversely affect national security, threaten the personal
safety, or invade the privacy of members of the armed forces*’ — and they must balance this against the FOIA.
PAOs must ensure that their own Web products, and other products generated at their commands, meet OPSEC
requiremer‘gs.48 And, of course, PAOs must protect information classified in the interest of national security under
AR 380-5.

% paragraph 5.1.1, Part I, DoD Web policy; Paragraphs 6-7a(1) and 6-7c(1), AR 25-1; ALARACT “Website Security Policy
Compliance,” Dec. 19, 2008.

% paragraph 5-6¢(4), AR 360-1.

% paragraph 5-6¢(6), AR 360-1.

% paragraph 2-4b, AR 360-1.

0 paragraph 2-4e, AR 360-1.

* paragraph 2-4k, AR 360-1.

%2 See Paragraph 2-3a(2), AR 360-1.
“3 paragraph 2-3d(5), AR 360-1.

* paragraph 2-3d(6), AR 360-1.

* |bid.

“ paragraph 2-3d(7), AR 360-1.

*7 paragraph 2-3d(5), AR 360-1.

“8 paragraph 5-6¢(4), AR 360-1.

9 paragraph 2-3d(10), AR 360-1.
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Another area that Web-content managers should keep a weather eye on is endorsement or “selective benefit” — and
information that is left out can imply endorsement as much as information that is present. The Army must not
selectively benefit, or appear to benefit, any person, group or corporation, whether profit or non-profit; religion, sect,
religious or sectarian sub-group, or quasi-religious or ideological movement; fraternal organization; political
organization; or commercial venture. Treatment of non-federal entities must be even-handed; Army commands or
organizations that provide support to non-federal entities must be willing to provide equal support — including via
Web content and links — to comparable non-federal entities. And, of course, Public Affairs must do likewise; PAO
is prohibited from supporting any event involving, or appearing to involve, the promotion, endorsement, or
sponsorship of any individual, civilian enterprise, religious or sectarian movement, organization, ideological
movement, or political campaign.®

A prime example of where robust Web-content management could have benefited a command was the situation of
Protestant Bible study guides posted by the post chaplain’s office on its Website. Deemed anti-Semitic, the study
guides were removed from the command Website after the Military Religious Freedom Foundation, a nonprofit
watchdog group that “encourages” the military to enforce separation of church and state, threatened a lawsuit. The
foundation said that the “subjective” Bible study guides shouldn’t have been allowed to be posted to a government
Website, according to an article by the Kansas City Star published June 14, 2007. The study guides were written by
a lay leader in the mid-1980s and had apparently been available on the chaplain’s Website for at least five years.

The Army lessons-learned perspective is that the study guides were subjective and did not meet the “no selective
benefit” standards. Posting the study guides, without posting like materials from other Christian denominations, or
even other religions, made it seem like the command was endorsing the religious viewpoint contained in the study
guides to the exclusion of other viewpoints. Therefore the command appeared to selectively benefit, via the
presence of the material on its official Website, a religion (Christianity) and, further, a religious group
(Protestantism) — and Public Affairs’ management of the command’s Web content made it seem like PAO was
endorsing a religion and a religious sect.

Vigilance in analyzing the repercussions of both absent and present content is a major responsibility of the Web-
content manager.

%0 paragraphs 3-2a and b(1), AR 360-1.
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Chapter 2
The content provider

As stated in Chapter 1, posting content to public Websites incurs a responsibility for the information provider. This
chapter explores the role and expectations of the Web-content provider in more detail.

THE CONTENT PROVIDER’S ROLE IN THE ORGANIZATIONAL WEBSITE

The Webmaster does much of the work involved in the organizational Website’s development and design, but the
content provider has an important role. Good design attracts visitors the first time; good content keeps them coming
back. Good design includes planning good content. And good content is obligatory, as TRADOC’s public Website
is a vital tool for communicating with the public, the rest of the Army, the media, and other important communities.
TRADOC’s “public face” offers a perfect opportunity to share information, lessons-learned, and topics of concern.
It’s important for content providers to recognize that the TRADOC public Website represents a critical viewpoint on
the command: a first impression by an American taxpayer, a resource for a congressional staffer, an on-line library
for U.S. allies, or a “reassurance” that TRADOC is developing the Army’s future leaders well. It’s important that
our visitors’ experience with our Websites be a positive one.

Good design is what your visitor sees first and what makes the content accessible to him or her. But good design is
nothing if your content is dull, outdated, or nonexistent. Content must be relevant, interesting, unique, accessible,
and current. Therefore the content provider’s role in the success of the organization’s Website — to create good
content — cannot be underestimated.

WRITING FOR THE WEB: IT'S A STRATEGY

To create good content, know the “10 Commandments for content providers”:

o Know the purpose of the organizational Website and the purpose of the Webpage. Refer to the Website’s
purpose statement and plan (see Chapter 4) with everything you write so that you include in the Website content
only the information that supports the Website’s purpose — nothing peripheral. Ensure that the purpose of the
Webpage is clear and unambiguous. What’s the purpose of the page? State it in the first paragraph. What does
the audience want to know about the subject? What do you need to tell them? Content must be relevant to the
Website’s topics and visitor’s information needs.

e Know the organization’s goals for the Website. Make a list of these goals, something the Website strives for,
and make sure the Website content does its part in meeting the organization’s goals. If the site doesn’t have
goals itself, you won’t know whether it’s working for you. What should the audience do after they read the
Webpage? Make sure it’s obvious — what are the next steps?

¢ Know your target audience, what matters to them, what they’re interested in, and tailor the content. Content
needs to offer Website visitors what they need and want. Who is your intended audience? What do they want
to know? What do you need to tell them? Does your content anticipate their obvious questions? Did you lead
them to related materials?

e Be mindful of and support the Website’s budget in time and money. A Website’s budget is the amount of
time and / or money the content provider, content reviewer, Web-content manager, and Webmaster can spend
on it. It’s safe to assume that available time to work on the Website is limited.

For example, if you want to use an imagemap as part of your Webpage’s content, ensure that your imagemap is
carefully designed and its use carefully considered. Imagemaps heighten a Webpage’s visual impact but can be
time-consuming to maintain, since when the coordinate structure changes, Webmasters must update the coordinates
in both the image and the map files. To help save time, Webmasters should use client-side instead of server-side
imagemaps except where the area cannot be defined by an available geometric shape.

e Understand technological and Website-visitor limitations. Technological limitations include connections —
e.g., not making a Webpage graphics-heavy if visitors come to the Website via dialup — and the size of the
visitor’s monitor. If most visitors’ monitors are small, for instance, think in terms of screens, not pages, and
write content in short blocks. The content provider must also consider the human limitations. Less than 10
percent of your first-time visitors will scroll beyond the top of your Webpage, so the top four inches of your
page are crucial. Content must make its point and portray its relevance to the visitor in those four inches. This
is a point that content providers must work on closely with the Web designer so that the top four inches aren’t
completely taken up by banners / logos and navigation elements. Content must be written and organized
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efficiently — people don’t like to read on the screen, so keep it short and sweet. Seventy-nine percent of Web
users scan, so use about 50 percent of the words you’d use in print publishing. A rule-of-thumb is to limit a
Webpage to two printed pages long if possible, or provide target tags to various sections of the document to
assist readers in finding content. (See “content must be accessible,” below.)

In case the Website visitor comes to the Website via dialup, graphics creators / editors should set graphics at a
resolution of no more than 72 dots per inch (dpi). (However, keep in mind that graphics created at lower resolutions
than 72 dpi have less chance of meeting QI standards.) Scanned images should also be set at 72 dpi. Graphics
creators / editors should reduce the number of colors in their color palette whenever possible.

e Closely related to the preceding “commandment” is that
content must be interesting. To make content interesting,
include illustrations or charts. Break up large blocks of text
into more manageable paragraphs and include art. Write as if
you were talking to someone face-to-face — use a conversational
tone and don’t use Army jargon or clichés. To make keywords
stand out, use highlighting (bold print). Highlight only key
information-carrying words; avoid highlighting entire sentences
or long phrases. Remember that bulleted and numbered lists
can draw attention to important points.

e Content must be unique, not available elsewhere. Of course
your site should provide links to other relevant sites, but it’s
your site’s unique content that will draw people back to it.
Avoid duplication and redundancy. (And by all means, make
sure content doesn't contradict other information on the site.)

e Content must be accessible — not in the sense of Section 508-
compliant here, but easily reached and searched. (Section 508
compliance is detailed in Appendix N.) Create internal links,
showing clear links to the main sections in your site and label
those links so it’s obvious what they contain. If your text
mentions items of interest, hyperlink your visitors by way of
words, phrases, or subheads. Create external links also — if

information already exists on another Website about the same subject or about subjects referenced on your

Webpage, link to that information. If you anticipate that your visitors will want to know something that's

beyond your scope, take them where they can find what they're looking for through links. When you link to

other sites, practice “deep linking” — work with your Webmaster to not merely link to the homepage and leave
visitors to their own devices, but link directly to the information you want your site visitor to see. Good, deep
links leave visitors with a favorable impression of you and will bring visitors back to your site. People should
be able to easily reach the useful information in your site. External links should add value and / or relate to
your Website. The words for the links should describe the link — no “click here” links. Ensure the Webmaster
has established a search function and that you work with him / her to provide suggested metatags®* and
keywords to aid site searchability.

e The content must be current. Update your content frequently, deleting outdated information and adding new
information. Provide the most current information available, with no dead or outdated external links. Visitors
who encounter links that don’t work and/or stale or wrong content most of the time don’t return to those sites
again.

e  Check your spelling, punctuation, and syntax (grammar, sentence structure, and language rules). Spelling
and punctuation must be accurate. Always proofread text before posting it on-line, even after others have
reviewed it for content. Spelling mistakes or typing errors are unprofessional and embarrassing, while factual
errors or misleading information can damage the reputation of both the content provider and the organization.*

5! See Paragraph 8-3b(9), DA PAM 25-1-1, for the Army’s metadata / metatag requirements, which must be included on all
homepages and major entry points. See Paragraph 5-3c, TR 25-1, for TRADOC’s metatag requirements.
52 This paragraph should be a baseline QI standard, part of every organization’s QI program.
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If you must use acronyms, use them only after you've spelled them out once. Present information using plain
language that considers the knowledge and literacy level of the typical Website visitor.>® The text must be gender-
neutral and accessible to persons who, as a result of national origin, are limited in their English proficiency.

Understandable language and content criteria should be included in the organization’s annual customer-satisfaction

survey.**

See Appendix M for more tips on writing for the Web.

WRITING FOR THE WEB: STYLE

It’s also a writing strategy, although not an obvious one, to use a conversational and consistent style. (Inconsistency
is jarring to the reader.) Army journalism style is conversational and should be the style used. This section outlines
the style a content provider should use, as well as common mistakes with words and usage.

Use the Associated Press Stylebook and Briefing on Media Law as the preferred style guide, and Webster's New
World Dictionary of the American Language, Second College Edition (or equivalent) as the preferred dictionary.*

Following are guidelines for some of the more frequently encountered aspects of Web-content style:
Acronyms — Spell out on first reference.
Capitalization —

@)

o

Don’t capitalize names of things unless the thing is unique, but capitalize the names of major
DoD, DA, or TRADOC programs if they’re the only ones of their kind.

Capitalize a person’s title if it is used before his / her name; do not capitalize a title if used as an
appositive (set off by commas) after a person’s name. Don’t capitalize commander or
commanding general — these should not be used before names, but only as appositives after
names.

Don’t capitalize words that refer to capitalized words but are used as standalone words, such as
command when referring to TRADOC or department when referring to DoD.

Soldier must be capitalized when referring to U.S. Soldiers.*

Dates and times should use the following guidelines:

o

@)

@)

o

Use civilian form of dates (e.g., March 13, 2008, not 13 Mar 08).
Use numerals without th, st, nd, or rd (e.g., Nov. 23 not Nov. 23rd).

Spell out the name of the month when using it with a year but without a day (e.g., November
2008).

When using a specific date, abbreviate the month. Do not abbreviate March, April, May, June, or
July.

Do not use the year unless it is not the current year.
Use lowercase for a.m. and p.m., and use periods.

Use an en dash with no spaces if time spans or dates are inclusive (e.g., 8-11 a.m. not 8 a.m. to 11
a.m.).

Use an en dash with no space if dates are inclusive (e.g., May 12-22 not May 12 to 22).

Dimensions — Use figures and spell out inches, feet, yards, etc., to indicate depth, height, length, and width.
Hyphenate adjectival forms before nouns. Use an apostrophe to indicate feet and quote marks to indicate
inches (e.g., 5°6”) only in very technical contexts. Examples:

He is 5 feet 6 inches tall.
The 5-foot-6-inch man
The 5-foot man

%8 This is a federal standard; refer to the “federal requirements” section of Chapter 4 (Page 135).

% paragraph 8-3b(3), DA PAM 25-1-1.

% paragraph 13-12a, AR 360-1.

% By order of Chief of Staff, Army (CSA). This will become written policy for command information (CI) products — for
example, expected as Paragraph 13-12b(4) when the new AR 360-1 is published.
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The basketball team signed a 7-footer.

The car is 17 feet long, 6 feet wide and 5 feet high.
The rug is 9 feet by 12 feet.

The 9-by-12 rug

The storm left 5 inches of snow.

e Name — Use only the last name in subsequent reference regardless of gender.57
e Numbers should use the following guidelines:
o Spell out a number if it is the first word in a sentence.
o Spell out numbers below 10. Use numerals for 10 and above.
o Use numerals exclusively in dimensions, ratios, proportions, military units, and dates.

e Phone and fax numbers should be written as follows: (555) 555-5555; DSN 555-5555. Commercial toll-
free numbers with DSN equivalents should be listed as (xxx) xxx-xxxx, DSN (zzz) zzz-zzzz.

e Punctuation — Do not use a comma before the conjunction in a series (e.g., Tom, Dick and Harry). Do use
a comma to close an appositive (further identifies or adds background information on a person, place, or
thing) or separate any other independent clause from the rest of the sentence (e.g., Col. Tom Martin,
commander of the 555" Training Brigade, said — “commander of the 555" Training Brigade” is the
appositive and is both preceded and closed by a comma).

e Rank-

o Refer to Soldiers by rank rather than by pay grade (for example, E-6 or O-5). Refer to pay grade
only in pay scales.*®
Omit a Soldier’s rank in sports and other competition stories.
o When using an Army rank before a name, use these rank abbreviations:

59

Rank Usage before a name
general Gen.
lieutenant general Lt. Gen.
major general Maj. Gen.
brigadier general Brig. Gen.
colonel Col.
lieutenant colonel Lt. Col.
major Maj.

captain Capt.

first lieutenant st Lt.
second lieutenant 2nd Lt.

chief warrant officer 5 CW5

chief warrant officer 4 Cw4

chief warrant officer 3 Cws3

chief warrant officer 2 Cw2
warrant officer 1 wo1
command sergeant major Command Sgt. Maj.
sergeant major Sgt. Maj.
first sergeant 1st Sgt.
master sergeant Master Sgt.
sergeant first class Sgt. 1st Class
staff sergeant Staff Sgt.
sergeant Sgt.

corporal Cpl.
specialist Spc.

private first class Pfc.

5" paragraph 13-12b(1), AR 360-1.
%8 paragraph 13-12b(2), AR 360-1.
% paragraph 13-12b(3), AR 360-1.
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private

Pvt.

Common mistakes with word usage include:

Affect, effect — Affect, as a verb, means to influence. Affect as a noun is best avoided; it’s occasionally
used in psychology but not in everyday language. Effect, as a verb, means to cause. Effect asa noun
means result.

Compose, comprise, constitute — Compose means to create or put together. It’s commonly used in both
active and passive voices. Comprise means to contain, to include all or embrace. Use only in active voice.
Constitute, in the sense of form or makeup, is used if neither compose nor comprise fit.

Email, e-mail — Use email, without the hyphen and no capitalization, unless it begins a sentence or is in a
headline.

Ensure, insure — Use ensure to mean guarantee. (Example: Steps were taken to ensure accuracy.) Use
insure only for references to insurance. (Example: The policy insures his life.)

Include — Use when what follows is part of the total. Do not use etc. at the sentence’s end. Example: My
job includes sizing photographs for the magazine layout. Not: My job includes sizing photographs, etc.

More than, over — Over is a physical position. When dealing with numbers, use more than — such as more
than 90 percent (not over 90 percent).

Online, on-line — Use on-line.

Set up, setup and log on, logon — Use set up and log on as verbs in instructions (e.g., set up the printer or
log on the network.) Setup and logon are adjectives or nouns (e.g., the setup program or your logon
password.) This rule goes for other similar pairs like back up and backup.

Who, that, which — When a phrase or clause refers to an animal with a name or to a human being,
introduce the phrase / clause with who or whom. (Do not use commas if the clause is essential to the
sentence’s meaning; use them if it isn’t.) That is the preferred pronoun to introduce clauses that refer to an
inanimate object or an animal without a name. Which is the only acceptable pronoun to introduce a non-
essential clause that refers to an inanimate object or an animal without a name. Which may occasionally be
substituted for that in introducing an essential clause that refers to an inanimate object or an animal without
aname. In general, this use of which should appear only when that is used as a conjunction to introduce
another clause in the same sentence: He said Monday that the part of the Army which suffered severe
casualties needs reinforcement. Follow this rule even if your word-processor’s spelling and grammar
check function prompts you to change your use of who, that or which in your writing.

WWW, www and Web, web — Use the Web or WWW in text and www in Uniform Resource Locators
(URLSs). If you're being formal, spell out Worldwide Web using initial capital letters. If you're writing
about aspects of the Web, use Webpage or Website. (In spite of how the regulations use Webpage, Website,
Webserver and like words, they are words portraying one idea and thus Web should not be spaced from the
rest of the word.)

CONTENT PROVIDERS AND THE REVIEW PROCESS

Once the content provider has prepared quality content, the next step is to staff the content through the review
process before it is posted (called pre-dissemination review). Content providers should know the requirements
before sending content through the review process.

Following are the requirements, functions, and expectations of organizational Web-content providers (denoted by
the symbol <+, with explanatory notes included).

®,
0.0

Content providers are expected to coordinate review of Web content through all steps (more information on
the steps of the review process is contained in the next chapter). For content the provider is responsible for,
coordinate for the OPSEC review,* security review if needed, SJA review if needed, and QI review before
submitting content to TRADOC PAO. Content providers serve as the organization’s responsible party to

€ paragraph 5-4, AR 360-1.
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the organization’s leadership® for the content. Content intended for posting to AKO / Defense Knowledge
On-line (DKO) unrestricted-content areas must also be cleared by all reviewers.®

Minor content changes (aka “pen-and-ink” changes such as those that once would have been done in pen on printed
pages — for Web-content purposes, these are slight changes that do not significantly affect the meaning or nuance of
the content, such as email or phone number updates, or change in date when an event is rescheduled) to existing
content on the Web do not require advance approval from TRADOC PAO or other approval authorities.

R/

+ Content providers are expected to help the organization make an initial determination on whether the level
of accessibility for the Web content will be public or limited (non-public).® As part of this determination,
the content provider takes into account the form in which the information will be distributed, the
susceptibility of the information to data-mining, and the likelihood the information could directly lead to
the discovery and dissemination of knowledge that is otherwise controlled (e.g., classified information or
FOUO information).** Provide input to Public Affairs on the risk to the organization’s credibility if
publicly released information is omitted and / or deleted from the Web.

Content providers should be involved in determining whether information is public or private as a first step because
there are review and posting procedures for AKO / DKO as well as for the publicly accessible Web, IAW AR 25-1.
Not only must organizations establish procedures (e.g., a review process) for content providers to place information
on AKO / DKO - same as the general-public Web — but also, AKO / DKO content and the organization’s posting
procedures must conform to DoD and Army Website policy. (Therefore posting to AKO / DKO isn’t an “escape”
from the review process mandated for the publicly accessible Web — AKO / DKO has much the same process unless
the content will be posted to an area that has a positive access control — for more on access controls, see Chapter 4.)
Organizations must also ensure that organizational Webmasters (Web administrators) assign security and access
controls that content providers request — it is part of the Webmaster’s job to set up mechanisms to protect sensitive
information from access by unauthorized individuals.® In short, whether the content is headed for the public or
non-public side, there’s some kind of review process.

Of note: there may be instances when PAO will review / clear content to be published on a non-public server. Three
general rules-of-thumb are:

e Content to be published to controlled-access Websites doesn’t require PAO review / approval but does
require OPSEC review. This doesn’t include the unrestricted-content areas of AKO / DKO, which do
require PAO review / approval — see below.

e However, content that offers formal presentation of an official TRADOC position / message destined for
publication on any Website — whether unclassified, controlled-access, or classified — must be reviewed /
approved by PAO.

e Ifcontent is to be posted to AKO / DKO as “unrestricted content” — that is, made available to all AKO /
DKO users and groups — it must be treated as publicly accessible content and must be reviewed by PAO.%

«+ Content providers must do their part to help ensure the quality, objectivity, utility, and integrity of
organizational information disseminated to the general public. Focus on providing value-added
information to the organization’s users, customers, the Army, and the public through accurate, timely, and
relevant information.”” Ensure information is accurate and adheres to published DoD and Army policies.®

+«+ Content providers should keep records of reviews, IAW Paragraph 7-7j of DA Pamphlet (DA PAM) 25-1-
1, Chapter 8 of AR 25-1, Paragraphs 1-13 and 4-15b of AR 380-5, and OMB memorandum M-05-04,
“Policies for Federal Agency Public Websites,” Dec. 17, 2004. (See Chapter 4 for a breakdown of the

®1 paragraph E-9, AR 380-5.

82 paragraph 6-7d(4), AR 25-1; Paragraph 2-3a(15), AR 530-1.

8 paragraph 5-3b, TR 25-1.

8 paragraph 3.5.2.2, Part |1, DoD Web policy.

% paragraph 6-7d(4), AR 25-1.

% paragraph 6-7d(4), AR 25-1. See also Paragraphs 6-7d(5) and 6-7d(7), AR 25-1: “All AKO / DKO account users are
responsible for the security of ... content they create on the portal. Users [who] fail to properly secure their AKO / DKO
credentials and content on the AKO / DKO portal will be subject to non-judicial or judicial action under the Uniform Code of
Military Justice (UCM]J).”

7 Memorandum from DISC4, “Guidance for Management of Publicly Accessible U.S. Army Websites,” Nov. 30, 1998.
®8 paragraph 5-4b, AR 360-1.
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federal requirements for Websites.) Content providers must manage Web records per OMB Circular A-130
and guidance from the National Archives and Records Administration (NARA) (see 36 CFR 1220-1238
and www.archives.gov/records_management/index.html).

¢+ Website content providers and administrators will support and participate in feedback reporting. (See
Appendix O.)

When content providers submit materials for pre-dissemination review / approval, they may use the checklist at the
end of this chapter to improve the coordination and review process. (See Chapter 3 for a breakdown of this
process.) PAOs supporting TRADOC CoE commanders / senior commanders® may adapt the checklist for local
use.

GENERAL MILITARY REQUIREMENTS

Beyond knowing what specific actions he / she should take within his / her organization regarding Web-content
review, the content provider should also have an overall idea of what the requirements are for military Websites,
since he / she will be directly or peripherally involved with those requirements. In general, DoD and Army policy
require each Website / Webpage or publicly accessible portal page™ to:

e Have a verified valid mission need to disseminate the information;"
e Go through proper management and TRADOC content-review procedures;

e  Comply with DoD Website administration policy, Army Website policy (AR 25-1), Army information-
resource management policy (DA PAM 25-1-1), TRADOC regulations, and guidance for official, publicly
accessible Websites, and any subsequent policies and guidance memorandums;

e Be reviewed for OPSEC and security according to current OPSEC methodology.” Information must be
protected according to its sensitivity, and details must be limited to what is necessary;

e Be Section 508 compliant IAW Section 1194.22 of the 508 standards; "

o Be reviewed and released by Public Affairs, as all information contained on publicly accessible Websites is
public information — even if intended for an internal audience — and is therefore subject to the policies and
clearance procedures prescribed in Chapter 5, AR 360-1, for release of information to the public;’

e Be reviewed every quarter for accuracy and timeliness of content;
e Beimplemented in such a way as to support the widest range of potential users and computing platforms;

e Use any of the Hypertext Markup Language (HTML) specifications recommended by the Worldwide Web
Consortium (W3C);" and

8 Usage of the term “senior commander” as defined by the new version of AR 600-20 (rapid-action revision dated Feb. 11, 2009,
to regulation dated March 18, 2008) here assumes that one individual is dual-hatted as both the senior commander and the
TRADOC senior mission commander. The “senior commander” is normally the senior general officer on an installation and is
designated by senior Army leadership (CSA and SecArmy), and thus derives his / her command authority over the installation by
direct delegation from the CSA and SecArmy. The senior commander is also the “senior mission commander” where that title is
mentioned in Army regulations (except for regulations involving operational duties and responsibilities — mission commanders
retain those duties and responsibilities). The senior commander’s responsibilities and authorities are installation-focused, while
the mission commander’s responsibilities and authorities are mission-focused — thus the dual hat. This Guide adds the adjective
“TRADOC?” in front of “senior commander” for specificity, in case the senior commander (who is also the installation
commander) is not the senior leader on the installation and thus is not dual-hatted as both senior commander and senior mission
commander — the senior commander could possibly be the senior leader of another tenant on the installation, for example. This
Guide only addresses TRADOC entities and the organizations that support TRADOC entities. The TRADOC senior
commander’s PAO, as used in this Guide, is the PAO responsible for supporting TRADOC’s senior leader on the installation.
For more information on the senior commander, mission commander, installation commander, and garrison commander roles, see
Paragraph 2-5b, AR 600-20.

" Not access-controlled beyond basic AKO authentication. See Chapter 3.

™ SECDEF message, “Website OPSEC Discrepancies,” Jan. 14, 2003; Paragraph 5b(5)(a), TRADOC OPSEC Plan.

2 SECDEF message, “Website OPSEC Discrepancies,” Jan. 14, 2003.

™ SECDEF message, “Website OPSEC Discrepancies,” Jan. 14, 2003; Paragraph 3-3i, AR 25-2; Paragraphs 5b(5)(b) and 6a(9),
TRADOC OPSEC Plan. See also Paragraph 4.3.1, DoDD 5205.02.

" paragraph 6-7a(14), AR 25-1.

" paragraph 6-7¢(3), AR 25-1; Paragraph 13-14, AR 360-1.
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e Bean official Army Website and be located on the army.mil domain — which is required of all Army public
and non-public Websites unless the CIO / G-6 waives the requirement.’’

GRAPHICS / IMAGES / MULTIMEDIA GUIDELINES

Images (e.g., graphic arts and photography) and multimedia / VI are Web content and have their own usage
requirements, outlined following. Official DoD imagery provided on publicly accessible TRADOC Websites must
both conform to DoDD 5040.5"® and be reviewed for OPSEC, just like text. Use of images on the Web must also
consider the content’s usability for Website visitors. (See Section 508 requirements, Appendix N).

As mentioned, images and multimedia undergo the review process as well. Images and multimedia should be
considered in the QI review process. Multimedia / VI must be validated by the functional proponent and cleared for
public release before being placed on a Website for viewing or downloading.” The procedures in the next chapter
and Appendix K can assist in the clearance process.

Following are general guidelines for using photographs and video on the WWW. Non-compliance to any of them
can put a “stopper” in obtaining permission to post content.

Altering DoD imagery. Although content providers will want to customize imagery for their own Websites, it is
DoD and Army policy that alteration of official DoD / Army imagery “by persons acting for or on behalf of” DoD /
the Army is prohibited. However, the following modifications are authorized:®

e  Photographic techniques common to traditional darkrooms and digital imaging stations (such as dodging,
burning, color balancing, spotting, and contrast adjustment) that are used to accurately record an event or
object are not considered alterations.

e Photographic and video image techniques for enhancing, exploiting, and simulating unique cartography;
topography; engineering; geodesy; intelligence; criminal investigation; medical; research, development,
test, and evaluation (RDT&E); scientific; and training requirements are authorized if they do not
misrepresent the subject of the original image.

e  Obviously masking portions of a photographic image for specific security, criminal-investigation, privacy,
or legal requirements is authorized.

¢ Cropping, editing, or enlarging to selectively isolate, link, or display a portion of a photographic or video
image is not considered alteration. Cropping, editing, or image enlargement that misrepresents the facts or
circumstances of the event or object as originally recorded constitutes a prohibited alteration.

o Digitally converting and compressing photographic and video imagery is authorized.

e Photographic and video post-production enhancements (including animation, digital simulation, graphics,
and special effects) used for dramatic or narrative effect in education, recruiting, safety, and training
illustrations, publications, or productions is authorized under either of the following conditions:

o  The enhancement does not misrepresent the subject of the original image; and

o ltisclearly and readily apparent from the context of the image or accompanying text that the
enhanced image is not intended to be an accurate representation of any actual event.®

" Addressed by AR 25-1 and the DoD Web policy. Although not “set in stone” by DoD or Army policy, DoD and the Army do
consider the W3C reliable. For instance, in Paragraph 4-14c¢(1), AR 25-1, data-standards producers are required to use W3C
technical specifications holding a “recommended” status to ensure maximum operability. (A W3C recommendation is a
technical report that is the end result of extensive consensus building about a particular technology or policy.) Further, Section
508 requirements in AR 25-1 are based on W3C recommendations. In Paragraph 10.1, Part 11, of the DoD Web policy, DoD
requires Website documents to conform to the approved technical specifications approved in the Joint Technical Architecture
(JTA), but where W3C’s work is more recent that the JTA’s, Web developers may use W3C recommendations or proposed
recommendations. Usage of W3C recommendations regarding HTML specifications ensures the widest range of utility for the
general public, including accessibility under Section 508.

" Paragraph 6-7a(5), AR 25-1.

"8 paragraph 8, Part 11, DoD Web policy.

™ paragraph 7-7a(6)(b)19, AR 25-1.

8 paragraph 4.4, DoDI 5040.5; Paragraph 13-4c, AR 360-1. See also Paragraph 7-7b(1)(b), AR 25-1: “The alteration of official
imagery by any means for any purposes other than to establish the image as the most accurate reproduction of a person, event, or
object is prohibited.”

8 paragraph 7-7b(1)(c), AR 25-1.
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Photograph quality. Photographs on the Web must support Public Affairs” goals, objectives, and principles. All
photographs should be of the highest photojournalistic quality. This means photographic reporting that visually
communicates information with a journalistic view of the subject or event.®?

Photos help bring your Web content to life. Ask a photographer to take photos for you. If you’re doing the
shooting, follow these tips to help obtain journalistic quality:

e  Fill the camera frame with the subject. Get in close.
e Avoid putting too many people in one shot, and make sure the subject is in focus.

e  Watch for objects in the background; they may be distracting. If someone looks like he / she has a flagpole
growing out of his / her head when you’re looking at him / her in your camera’s viewfinder, try to move
him / her to one side or the other.

e Try to shoot pictures that have people moving into the center of the photo, not out of it.

e  The best photos are those that show action. Avoid “grip-and-grins,” where one person hands something to
another one while shaking hands, and both stare at the camera. Get the subject doing his or her job.

e Ifyou can’t avoid a grip-and-grin, such as photographing an award presentation, at least try to get the
presenter and presentee close together. They won’t be comfortable standing close, but try and move them
so they’re almost head to head and both looking at the award. Otherwise, there will be “lotsa wall” — a gap
that will look huge in the resulting photograph. Again, it’s best to get the subject doing his or her job and
avoid this altogether. This is what will look more eye-catching to the Website visitor.

e Remember to gather complete information for the photo’s cutline. A photo cutline identifies the people,
equipment, or other subjects of the photo. The cutline should have the five Ws (who, what, when, where,
and why — see Appendix M, writing for the Web) in them. The cutline should also describe the action and
provide background information.

Public Affairs photography support. Official photography, television, audio, and graphic-art support to public-
information programs such as Army Websites is authorized, but recording and reproducing must be limited to the
minimum required to satisfy official needs® — there should be no gratuitous graphics that add Webpage “weight”
without content value. For most of these events, the content provider must request support from the local
Directorate of Information Management (DOIM)’s training-support center. Materials and requirements for
products, services, and capabilities meeting criteria for VI record documentation (e.g., promotion boards,
ceremonies, changes of command, or social events that aren’t newsworthy) must be processed according to AR 25-
1. Requests to alter VI products must also go to the local DOIM.®

It’s inappropriate to request a Public Affairs photographer for events that would be record documentation, as Public
Affairs is authorized to take news-related photographs only.® For VIP visits, Public Affairs coverage would be
restricted to photography and video that would meet the minimum essential requirements. %

Copyrighted material. Recording, duplicating, and / or using copyrighted material in the development of any VI
production is prohibited by law (Title 17 U.S. Code (USC), copyrights) unless prior permission from the copyright
owner is obtained in writing.®” (Evidence of this consent must also be maintained throughout the lifecycle of the
product.) If a person obtains written permission, his / her use, duplication, and electronic alteration of commercially
obtained electronic images must be IAW applicable copyrights and licenses.?® Content providers should consult the
SJA for guidance.

Content providers should not assume they can use pieces of copyrighted material as “fair use” — fair use rarely
applies to the military departments, so written permission must be obtained. Ownership or possession of
copyrighted material does not constitute permission to use or duplicate. The Army holds everyone responsible for
preventing copyright infringement; violators are subject to prosecution at all levels of involvement.®

8 paragraph 13-4b, AR 360-1.

8 paragraph 5-8, AR 360-1.

8 paragraph 3-7, AR 360-1.

% paragraph 5-8d, AR 360-1.

% paragraph 5-8b, AR 360-1.

8 paragraphs 7-7a(4) and 7-11d, AR 25-1. Also see Paragraph 7-12d, AR 25-1.
8 paragraph 7-7b(1)(d), AR 25-1.

8 paragraph 7-11d, AR 25-1.
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Organizationally sponsored videos. Army multimedia / VI productions may not be used to promote organizations
and commands; promote sales of commercial products or private industries; influence pending legislation; or
provide forums for opinions on broad subjects. (See DoDD 5040.3). Multimedia / VI-production content may not
be incompatible or inconsistent with Army policies / doctrine; discriminate against or stereotype individuals on the
basis of gender, race, disability, creed, nationality, age, religion, national origin, or sexual orientation; or weaken /
cast doubt on the Army’s or DoD’s credibility.*

Prohibited recordings and photographs. There are some items that are prohibited from photo-optical and
electronic recording (Title 18 USC, Chapter 25),” so content providers should not provide these items for requested
Web content, since offenders are subject to fines and punishment:

e Photographs of money — genuine or counterfeit, foreign or domestic, or any portion thereof;

o However, photographs of money are authorized in black-and-white for philatelic, numismatic,
educational, or historical purposes; for publicity in connection with sales and campaigns for U.S.
bonds; or for other newsworthy purposes (excludes advertising purposes) provided that such
photographs are less than three-quarters or more than 1 % the size (in linear dimension) of the
money photographed.

The negatives (original recording material) and plates used must be destroyed after final use.

o The term “money” here refers to notes, drafts, bonds, certificates, uncancelled stamps, and
monetary securities in any form (31 CFR, Subtitle B, Chapter 1V).

e Government transportation requests;
e Passport and immigration or citizenship documents;

e Abadge or identification card prescribed by agencies of the U.S. government for use by an officer or
employee (18 USC 701);

e  Selective Service registration card;
e Foreign government, bank, or corporation obligations; and
e  Property titles when regulated, restricted, or prohibited by the issuing state.

PAO AS CONTENT PROVIDER

Public Affairs is, or should be, a major Web-content provider. From the Public Affairs perspective, part of the
public is our own CI target audience. Whatever emphasis is given to releasing information to the external media, the
same (or greater) emphasis should be given to our internal media — which includes not only CI newspapers and
broadcast facilities, but also Army Websites; the Web is a Cl and public-communications tool rolled into one. The
Web, in fact, is an extraordinarily important Public Affairs tool due to its public access and its immediate
information-release capability. However, the Web is often overlooked as a Public Affairs tool.

Commanders and their PAOs can use the Web to tell the Army story and correct disinformation / distortions as
quickly as possible. In fact, a SECDEF / Chairman of the Joint Chiefs of Staff (CJCS) message issued to combatant
commanders regarding support of Public Affairs activities in potential future military operations charged
commanders to “approach these decisions [on Public Affairs support and releasing information] with ‘why not’
rather than ‘why’? ... The goal for moving both media products and images should be minutes or hours, not days.”

There are several responsibilities, roles, and expectations unique to Public Affairs as content providers to the public,
especially for Web content. Public Affairs is the commander’s principal adviser for newsmedia relations, public
liaison, internal communications, community relations, audiovisual matters, and Public Affairs and VI training.% In
this capacity, Public Affairs is:

e The sole release authority to newsmedia representatives for official DoD information and audiovisual
materials, as defined by DoDD 5230.09 — including, but not limited to, press releases. PAQO is responsible
for ensuring a free flow of general and military news and information — without censorship or propaganda —
to the newsmedia, general public, DoD’s internal audiences (e.g., the men and women of the armed forces
and their family members; civilian employees; contractors who work for DoD), and other applicable

% paragraph 7-11b, AR 25-1.
% paragraph 7-11c, AR 25-1.
92 paragraph 3 and Enclosure 2, DoDD 5122.05.
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forums, limited only by the security restraints in DoDD 5200.1 and any other applicable statutory mandates
or exemptions.

e  The principal spokesperson for the command. The PAO is the office responsible for formulating and
releasing command messages. The PAO may designate additional spokespersons as required.

e The official point-of-contact (POC) for the commanding general (CG)’s and DCG’s public and media
activities. The PAO is responsible for developing short- and long-range plans to communicate leaders’
policies and major programs — and to support execution of these plans, including advance programming
and event coordination with other government agencies and with private, public, and media organizations.

e The official POC for public release of the CG’s or DCG’s speeches, public statements, congressional
testimony, articles for publication, and other materials. As an Army obligation to the public, the sole
purpose of providing information about what leaders think, say, or write is to expedite the flow of
information about Army leaders’ policies to the public — propaganda and self-aggrandizement have no
place in Public Affairs operations.

e The official POC to receive, analyze, and reply to the general public’s inquiries on command policies,
programs, activities, news trends, and media coverage. PAO coordinates, prepares, and provides to the
referring office, as required, media-coverage analysis, data, and breaking news in reply to public inquiries.
Information about the command’s policies must be disseminated impartially and objectively.

e The responsible office to prepare, produce, and distribute printed and electronic (Website) Public Affairs
information. As mentioned in Chapter 1, Public Affairs develops materials and products to meet the
command’s special Public Affairs needs.

At installation level, Public Affairs is charged to develop, acquire, and / or produce timely news and information
programming, distributed through installation broadcast facilities. The command Website should provide
information on command-channel programming and post-newspaper coverage, linking the major news-and-
information distribution venues.

Public Affairs is also responsible for:*

e Watching over and ensuring that information is not classified or otherwise withheld to protect the
government from criticism or embarrassment; and

e  Ensuring that requests for information from organizations and private citizens are answered in a timely
manner.

To manage all these responsibilities, Public Affairs needs to proactively employ the Web and manage content. (See
Chapter 4.)

%3 paragraph 3 and Enclosure 2, DoDD 5122.05.
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TRADOC Pre-Dissemination Content Review Procedures Checklist

Subject of email submitting materials for review: “For content review [subject to be reviewed].”

Send to TRADOC PAOQO'’s content-review email address, monr.contentreview@monroe.army.mil, or to TRADOC
PAQO’s generic email address, tradocpao@monroe.army.mil. (TRADOC senior commanders’ PAOs should provide a
generic local email address for their supported personnel to contact or to submit material for review.)

Name and contact information of content provider (email and direct-line telephone number):

Department / organization submitting content to be reviewed:

Name of page author(s), if different from content provider:

Target date for information to be posted:

Determined to need password protection? Yes|[ ] No [ ]
If so, meets guidance for effective password protection? Yes|[ ] No [ ]
PKI-enabled? Yes|[ ] No [ ]
FOUO document? Yes [ ] (May not be posted | No[ ]

to the public Web without
formal OPSEC risk
assessment; alternate
means of posting should
be explored.)

Is page Section 508 compliant? Yes [ ] (Provide
organizational
Webmaster’s verification
summary / results
generation.)

No [ ] (Provide justification
on why document does not
have to meet Section 508
compliance. If justification
not provided or waiver of
Section 508 compliance
not granted, page must be
brought into compliance
before being posted.)

Has content been reviewed for OPSEC? Yes [ ] (Provide copy of
organizational OPSEC
reviewer’s assessment.)

No [ ] (Must be
accomplished before
submission to PAO.)

Has content been reviewed for classified information, Yes [ ] (Provide security
IAW DoDI 5230.297? reviewer’s assessment or
statement that none of the
content is classified or
classified by compilation.)

No [ ]

Has content been reviewed for Quality of Information Yes [ ] (Provide summary
(Qnz of what QI review(s) have
been performed.)

No [ ] (Accomplish before
submission to PAO.)
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Has content been reviewed by legal counsel?

Yes [ ] (Provide summary
of opinion, including name
and contact information, or
statement from counsel
that there are no legal
issues in this content.)

Nof[]

Will content need clearance higher than TRADOC, such
as by OSR (Paragraph 6.1, DoDI 5230.29) or OSD
(Paragraph 5-3, AR 360-1)? (See Appendix K.)

Yes [ ] (Explain and
provide recommendation
on releasability.)

No [ ]

Summary of content:

Website URL (intended or planned):

Check one: New page [ ] Revision [ ]

Major change [ ] (List and describe in the “Comments” section).

List of specific files / documents to be reviewed (list separately):

Information for Webmaster — list of planned metatags:
My keywords are:

My description is:

Comments:

The “keywords” metatag should convey the subject matter of the Webpage or resource. Keywords should be
expressed as words or phrases that describe the theme or content of the page or resource. Try to imagine the terms
someone outside your area would use in a search engine to find information on your Webpages.

The “description” metatag should contain a brief textual description of the content of the Webpage or resource. This
may include abstracts or summaries, or content descriptions. Use complete sentences and good grammar; some
search engines will use this summary in your displayed search results.
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Chapter 3
Content reviewers / the content review

This chapter is a continuously building narrative like the first two chapters, but it is also designed to “take apart” and
use in sections — for instance, the OPSEC reviewer could concentrate on the OPSEC-review section to the exclusion
of most of the rest of the chapter. The chapter primarily spells out what each type of reviewer, as named in Chapter

1, is responsible for reviewing.

In essence, it is the content reviewer’s job to screen for non-public, non-releasable information as defined by the
stipulations and principles in Chapter 1. To identify non-public information, check to see if the information is (if it
is, it shouldn’t be posted):

e  Personally identifiable and subject to the Privacy Act;
e Classified according to the National Security Act;
e Subject to a FOIA exemption; or

e  Otherwise “sensitive.”

PERSONALLY IDENTIFIABLE AND SUBJECT TO THE PRIVACY ACT

The Privacy Act of 1974 (5 USC 552a), implemented by AR 340-21, prohibits any Army member from publicly
releasing P11 — which is defined as any information that can be used to identify an individual® — without prior
written consent by that individual.*® The Army’s Privacy Act Program provides a comprehensive framework
regulating how DA collects, maintains, uses, or disseminates personal information on individuals; the program
provides balance between DA’s information requirements and the individual’s privacy interests and concerns.®
DoD Public Affairs organizations are required to comply with the requirements of DoDD 5400.11 (the DoD privacy
program) when their actions involve releasing PI1.%

Some key provisions of the Privacy Act/ AR 340-21:

e The act covers living citizens of the United States and aliens lawfully admitted for permanent residence — it
does not, however, confer any privacy rights on the dead.”

e The Privacy Act requires federal agencies to establish proper administrative, technical, and physical
safeguards to ensure the security and confidentiality of records, and to protect against any threats or hazards
to an individual’s security or integrity that could result in substantial harm, embarrassment, inconvenience,
or unfairness. (Also see OMB document M-07-16.)%

e Managers of systems of records'® must ensure that all personnel — including government contractors or
their employees who design, develop, operate, maintain, or control any system of records — are informed of
all requirements to protect the privacy of the individual whom the record concerns.’®*

% Definitions section, Part 111, DoD Web policy. See also the glossary of AR 340-21, where “personal information” — AR 340-
21 does not use the term “personally identifiable information” — is defined as “[i]nformation about an individual that is intimate
or private to the individual, as distinguished from information related solely to the individual's official functions or public life.”
% paragraph 5-15, AR 360-1; Paragraph 1-5, AR 340-21. Paragraph 3-1, AR 340-21; Appendix R, FM 3-61.1; Chapter 5, AR
360-1; and Appendix K, AR 360-1, list what is releasable on persons under the Privacy Act. Also see ALARACT message
138/2006, “DoD Personnel Responsibility for Safeguarding Personally Identifiable Information,” May 26, 2006: “In general, the
statutory and regulatory authority limits the ... dissemination of ... information except with the consent of the individual about
whom the information pertains or as otherwise may be authorized by one of the enumerated exceptions to the [Privacy] Act.”
Because PIl is FOUO (see FOIA section, this chapter), however, the provision of “consent” must be balanced with a formal
OPSEC assessment of the risk that releasing P11 on the publicly accessible Web incurs; security overrides “consent” and “general
Public Affairs considerations,” IAW guidance in the DEPSECDEF’s memo, “Information Vulnerability and the Worldwide
Web,” Sept. 24, 1998.

% paragraph 8-5h, AR 25-1.

%7 paragraph 3d, DoDD 5122.05. DoDD 5400.11 consists mostly of policy on disclosure from a system of records (Paragraph
4.6), as does AR 340-21, but does provide the foundational principles for releasing any PII.

% paragraph 1-5 and glossary, AR 340-21; Paragraph K-1, Appendix K, AR 360-1. Next-of-kin may not exercise any rights for
deceased family members. A parent or legal guardian may exercise Privacy Act rights for a minor or an incompetent individual.
% paragraph 4-4a, AR 340-21.

100 | AW AR 340-21, a system of records is “[a] group of records under the control of DA from which information is retrieved by
the individual's name or by some identifying number, symbol, or other identifying particular assigned to the individual.” A group
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e  Personal information is usually given at least the protection required for FOUO information. Privacy Act
data must be afforded reasonable safeguards to prevent inadvertent or unauthorized disclosure.'%

e A Soldier or DA employee may be found guilty of a misdemeanor and fined up to $5,000 for willfully
disclosing P11 to someone not entitled to it.**®

The term system of records is key in AR 340-21. The conceptual framework of the regulation is that, IAW
Paragraph 1-1, it sets policies and procedures governing personal information that DA keeps in systems of records,
therefore the reg applies to extraction of information from those systems of records. But there are exceptions for the
exceptions. For example, the 12 exceptions'™ to the Privacy Act’s “no disclosure without consent” rule permit the
release of certain PII without the individual’s consent; one of the exceptions to the Privacy Act’s must-have-consent
provisions is when the FOIA requires release of the record — the Privacy Act can’t prevent release of information if
the FOIA requires release. (See the FOIA section, next page.) Requires is a key word, as information must not be
discretionarily released under the FOIA if the information is subject to the Privacy Act’s “no disclosure without
consent” rule.

Obviously, the Privacy Act has an intertwining relationship with the FOIA. A Privacy Act request for access to
records must also be processed as a FOIA request. If the requester will be denied access to all or any part of the
requested PII, the PIl must be considered under the provisions of both the Privacy Act and the FOIA; withholding
any information must be justified with a legally applicable exemption in each act.'®®

So how do you apply the Privacy Act to decisions regarding release of PIl on the Web if that PII isn’t from a system
of records? It’s common-sense, since the principles are the same, to not release PIl — putting aside the issue of
whether it’s from a system of records or not — if it’s considered non-releasable by the Privacy Act. Therefore,
keeping the Privacy Act’s limitations in mind, content reviewers should screen for sensitive (non-releasable) PllI,
which includes:

e Individual — A person’s age, date of birth, place of birth, Social Security number (SSN), home of record,
home address, home telephone number, race / ethnic origin, religious affiliation, citizenship, identity (i.e.,
name) if the individual is a confidential informant / witness in a law-enforcement investigation;

e Education — Educational level, civilian-education degrees and major areas of study, school and year of
graduation, college grades;

e Family — Marital status, family members’ names / sexes / SSNs, legitimacy of children, details of family
fights / reputation / ordeals;

o Health — Type of leave taken, health / life insurance, medical details / conditions;

e Jobs/ assignments — Overseas assignments (present or future), office or unit mailing address if at a
sensitive station or outside the United States, duty phone of routinely deployable or sensitive units, outside
employment, performance ratings / evaluations, proposed reduction-in-force status, union affiliation,
almost anything about law-enforcement personnel;

e Conduct — Disciplinary actions, existence of investigations, most misconduct (especially lower mid-level
employees), criminal history, reason for termination, unsubstantiated allegations / accusations, sexual
inclinations and association;

e Financial — Financial status, financial statement(s); and
e Information that would otherwise be protected from mandatory disclosure under a FOIA exemption.*®

Content reviewers must also screen with an eye on recent guidance that has made what’s releasable more restrictive
because of risk to DoD personnel — see the FOIA and “special problems of PII” sections later in this chapter. For

or series of files arranged chronologically or subjectively, but not retrieved by individual identifier, is not a system of records,
even though a person’s information could be retrieved by an individual identifier via document-by-document search.

101 paragraph 4-8, AR 340-21.

102 paragraph 4-4c, AR 340-21.

103 paragraph 4-9b, AR 340-21.

104 See Paragraph 3-1, AR 340-21, for the 12 exceptions to the Privacy Act, or the privacy briefing at
https://www.rmda.army.mil/privacy/docs/pal974-overview.mht on the RMDA Website, Slide 48.

105 paragraph 2-3, AR 340-21.

106 Appendix K, AR 360-1; privacy briefing at https://www.rmda.army.mil/privacy/docs/pal974-overview.mht on the RMDA
Website, especially Slides 8 and 9.
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instance, the Office of the SECDEF’s (OSD) policy memorandum of October 2001 (see Footnote 133), provided
greater protection of DoD personnel in the aftermath of the terrorist attacks Sept. 11, 2001. OSD’s memo requires
information that personally identifies DoD personnel to be carefully scrutinized and limited. In general, DoD
requires that its components not release lists of names, duty addresses, present or past position titles, grades, salaries,
and performance standards of DoD military members and civilian employees.'”” On posted memoranda such as
command policy letters and delegations of authority, point-of-contact (POC) contact information listed in the memo
may include name, official title, organization, and office telephone number. No other information, including room
numbers, is to be included about these POCs. On the other hand, there are some items of Pl that may not be
withheld — see the FOIA section later in this chapter.

The “special problems of PII” section later in this chapter discusses, in some detail, the ins and outs of releasing PII.
Additionally, a checklist at the end of this chapter outlines what information, including PII, is definitely releasable,
what is conditionally releasable, and what isn’t releasable according to Army regulations. Appendix J has a
consolidated list of P1l according to recent guidance. Content reviewers should consider the policy and principles
contained in these tools in making their determination whether to clear content for release or not.

CLASSIFIED ACCORDING TO THE NATIONAL SECURITY ACT

The Army’s information-security (INFOSEC) program, implementing the National Security Act via AR 380-5,
applies to information 1) that requires protection to prevent damage to national security and 2) has been classified
IAW Executive Order (EO) 12958 or its predecessors. AR 380-5 delineates the Army’s policy for classifying,
downgrading, declassifying, transmitting, transporting, and safeguarding information requiring protection in the
interests of national security. The regulation primarily pertains to classified information but also addresses
controlled unclassified information (CUI), including FOUO and “sensitive but unclassified” (SBU).

Classified information also comes under Exemption 1 of the FOIA. (See the next section in this chapter.)

DoDD 5230.9 and DoDI 5230.29 require a security and policy review to be performed on “all official DoD
information intended for public release that pertains to military matters, national-security issues, or subjects of
significant concern to [DoD].”*%® In many cases, information that pertains to national-security issues may be
classified. See the definitions section in this Guide for more details on what “national security information” is.

Classified information, of course, is prohibited from release on a publicly accessible Website.**

SUBJECT TO A FOIA EXEMPTION

The FOIA is an information-disclosure federal statute that uses an exemption structure, discussed in the next
paragraph, to strike a balance between the competing interests of information disclosure and nondisclosure, with
emphasis on fullest responsible disclosure.*® The FOIA’s “core purpose” is to “shed light on an agency’s
performance of its statutory duties,”*** so disclosure should focus on information that supports how an agency
fulfills its duties. The Army’s FOIA program implements DoD’s FOIA policy requiring DoD activities to conduct
business in an open manner and to provide the public a maximum amount of accurate and timely information
concerning its activities, consistent with the legitimate public and private interests of the American people.**?

197 section 505.7, 32 CFR, The Army Privacy Program.

108 paragraph 4, DoDI 5230.29. Also see Paragraph 5-1, AR 360-1.

109 paragraph 6-7c(4)(b), AR 25-1. Not only is release of classified information a FOIA exemption and under the jurisdiction of
AR 380-5, but network-security policy also pertains. IAW Paragraphs 4-16b, 4-16g, and 4-20c(1), AR 25-2, transmission and
storage of classified content (which would involve a Webserver and the Webserver’s “calling” of documents) must be done on
secure systems, not on publicly accessible ones: “All Army personnel and contractors will mark, ship, store, process, and transmit
classified or sensitive information [IAW] AR 380-5"; “All Army personnel and contractors will not transmit classified
information over any communication system unless using approved security procedures and practices, including encryption,
secure networks, secure workstations, and ISs accredited at the appropriate classification level”; and “Supervisors and managers
will [e]nsure transmission of classified or sensitive information via applicable secure means.” AKO-SIPRNET can be used for
classified content, according to Paragraph 4, ALARACT 089/2008.

119 Department of Justice (DoJ)’s Freedom of Information Act Guide, 2007, http://www.usdoj.gov/oip/foia_guide07.htm. Dol
also has comprehensive information on its FOIA Website, http://www.usdoj.gov/oip/index.html, including case-law applications
and principles.

11 From the Supreme Court’s 1989 landmark FOIA decision in United States Department of Justice v. Reporters Committee for
Freedom of the Press, cited in the DoJ’s FOIA guide, http://www.usdoj.gov/oip/foia_guide07.htm.

112 paragraph 8-5g, AR 25-1.
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The FOIA, in essence, provides that any person has a right, enforceable in court, to obtain access to federal records —
except to the extent that these records, or parts of them, are protected from public disclosure by one of nine statutory
exemptions.'*® The FOIA’s exemption categories protect against disclosure of information that would harm national
defense or foreign policy, privacy of individuals, proprietary interests of business, the function of government,
etc." For example, the exemption concerning Pl is the personal-privacy exemption (Exemption 6), which provides
that personnel, medical, and “similar files,” which constitute a clearly unwarranted invasion of personal privacy, are
FOIA-exempt.'® (We’ll come back to Exemption 6 later in this section.)

CUI as described in AR 380-5 includes FOUO information as an overlapping category, but FOUO derives its
meaning from the FOIA: FOUO is specifically defined as unclassified information which is exempt from mandatory
release to the public under the FOIA.*® (By definition, information must be unclassified to be designated FOUO.
Therefore if information fits into one of the FOlIA-exempt categories — except Exemption 1, classified information —
the information is FOUQ.) Therefore content reviewers must be familiar with the FOIA exemptions in determining
whether content is FOUQO. Content reviewers should also be alert to the significant changes that the Open
Government Act of 2007 and the upcoming Open Government Directive (to be issued by OMB)*" have made / will
make to the FOIA.

13 Joint memo from the director of the Army Staff and the administrative assistant to the SecArmy, “Freedom of Information Act
(FOIA) Program,” Sept. 17, 2008.

114 Although federal agencies may make “discretionary disclosures™ of exempt information when they’re not specifically
prohibited from doing so, agencies are constrained from making discretionary disclosures for certain exemptions. This footnote
provides a synopsis of the exemptions and notes the nondiscretionary-exemption categories, but see Chapter 111, AR 25-55, for
details. The types of information covered by FOIA exemptions are:

1) Exemption 1, classified documents — these protect national defense or foreign policy. Includes classification by compilation.
As discussed in the previous section of this chapter, this exemption is nondiscretionary — this information may not be released.
2) Exemption 2, internal personnel rules and practices — involves matters related solely to an agency’s internal personnel rules
and practices. This category is discretionary. There are two separate classes in this category: trivial administrative matters of no
genuine public interest and internal manuals whose disclosure would risk circumvention of law or agency regulations.

3) Exemption 3, information exempt under other laws — covers other laws that restrict availability of information, such as the
provision in the tax code that prohibits public disclosure of tax returns and tax-return information. Nondiscretionary category.
There are some 48 applications of this exemption; in addition to prohibiting the release of tax-return information, other
prohibitions include grand-jury information, census data, information about the National Security Agency (NSA), financial and
media records, and national historic preservation, for example.

4) Exemption 4, confidential business information — protects trade secrets and proprietary information from disclosure. Also
exempt: privileged or confidential commercial or financial information obtained from a person. For the most part, Exemption 4
protects information about private commercial interests and is a nondiscretionary FOIA-disclosure category. Specifically, the
Trade Secrets Act, a criminal statute, prohibits the unauthorized disclosure of most, if not all, the information falling within
Exemption 4.

5) Exemption 5, internal government communications — intra-agency and interagency memorandums or letters are exempt from
disclosure. This is to safeguard the “deliberations” inherent in the policy-making process of government. For example,
correspondence between government departments regarding joint decisions does not have to be disclosed. However, this is a
discretionary category.

6) Exemption 6, personal privacy — personnel, medical and “similar files,” which constitute a clearly unwarranted invasion of
personal privacy, are FOIA exempt. This is a nondiscretionary category; however, a balancing of public-interest considerations
is built into the determination of whether the information is exempt in the first place. Personal information may also fall into the
protective coverage of the Privacy Act, discussed in an earlier section of this chapter.

7) Exemption 7, law enforcement — allows law-enforcement agencies to withhold records to protect the law-enforcement process
from interference. Discretionary category, per DoJ. There are six specific sub-exemptions that protect: an active investigation
from interference, individuals from being denied a fair trial, against the unwarranted invasion of personal privacy, the identity of
confidential sources, information that would reveal TTP or guidelines for law-enforcement investigations or prosecutions, and
information that could endanger an individual’s life or physical safety.

8) Exemption 8, financial institutions — this exemption protects information contained in or related to examination, operating or
condition reports prepared by or for a bank supervisory agency such as the Federal Deposit Insurance Corporation (FDIC),
Federal Reserve or similar agencies. Discretionary category.

9) Exemption 9, geological information — covers geological and geophysical information, data, and maps about wells.
Discretionary category.

115 paragraph 1-5a, AR 340-21, includes a similar requirement to protect the privacy of individuals from “unwarranted intrusion,”
as required by the Privacy Act.

116 paragraphs 5-2a and 5-2b, AR 380-5.

W7 «“Transparency and Open Government” presidential memo, Jan. 21, 2009,
http://www.whitehouse.gov/the_press_office/Transparency_and_Open_Government, and FOIA presidential memo, Jan. 21,
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In fact, twin memos issued by the President Jan. 21, 2009, on the FOIA and governmental transparency, both which
supplement the Open Government Act of 2007, are instructive: “A democracy requires accountability, and
accountability requires transparency. ... Inour democracy, the [FOIA], which encourages accountability through
transparency, is the most prominent expression of a profound national commitment to ensuring an open government.
... The [FOIA] should be administered with a clear presumption: in the face of doubt, openness prevails. The

government should not keep information confidential merely ... because of speculative or abstract fears. ... All
agencies should adopt a presumption in favor of disclosure ... to renew their commitment to the principles embodied
in the FOIA and to usher in a new era of open government. ... The presumption of disclosure also means that

agencies should take affirmative steps to make information public. They should not wait for specific requests from
the public. All agencies should use modern technology to inform citizens about what is known and done by their
government. Disclosure should be timely.”

A follow-up memo issued by the Attorney General March 19, 2009, on the FOIA, reiterated these principles and
said: “[A]n agency should not withhold information simply because it may do so legally. I strongly encourage
agencies to make discretionary disclosures of information. An agency should not withhold records merely because
it can demonstrate, as a technical matter, that the records fall within the scope of a FOIA exemption. [W]henever an
agency determines that it cannot make full disclosure of a requested record, it must consider whether it can make
partial disclosure. Agencies should always be mindful that the FOIA requires them to take reasonable steps to
segregate and release nonexempt information.”**®

DA is more restricted in its discretionary release, as much of the information listed in AR 25-1 as prohibited on
Army publicly accessible Websites is FOlA-exempt information**® — and information not authorized for a publicly
accessible Website is also not releasable in any other public forum.**® Per AR 25-1, Army organizations using the
Internet will not post the following types of information on the Army’s public Websites:

e FOIA-exempt — aka FOUO — information*** (for a more extensive list of FOUO, see Appendix G):

e Records related solely to internal personnel rules and practices that are not meant for public release
(Exemption 2 of the FOIA);

e Restricted- or limited-distribution information'??;

e Records protected by another law that specifically exempts the information from public release (Exemption
3 of the FOIA). This includes information protected by copyright;

e Trade secrets and commercial or financial information obtained from a private source which would cause

substantial competitive harm to the source if disclosed (Exemption 4 of the FOIA)*%;

e Internal records that are deliberative in nature and are part of the decision-making process that contain
opinions and recommendations (Exemption 5 of the FOIA). This exemption includes draft documents,
draft publications, or pre-decisional information of any kind;

e Records which, if released, would result in a clearly unwarranted invasion of personal privacy (Exemption
6 of the FOIA); and

e Investigatory records or information compiled for law-enforcement purposes (Exemption 7 of the FOIA).
Per AR 340-21, the following category is also prohibited from release under the FOIA:

o Release of emergency-recall rosters. Emergency recall rosters should only be shared with those who have
an “official need to know” the information, and they should be marked FOUO.***

2009, http://www.whitehouse.gov/the_press_office/Freedom_of _Information_Act. Also see FOIA Post on DoJ Website,
http://www.usdoj.gov/oip/foiapost/2009foiapost8.htm.

118 Memo available at http://Aww.usdoj.gov/ag/foia-memo-march2009.pdf. Also see FOIA Post,
http://www.usdoj.gov/oip/foiapost/2009foiapost5.htm.

119 paragraph 6-7c(4), AR 25-1. See Footnote 114 for a synopsis of the FOIA exemptions. Examples of FOUO are given in
Paragraphs 3.5.3, Part I, and Paragraphs 2.1, 2.2, 2.3, 2.4, 2.5, 2.6, and 2.7, Part VV, DoD Web policy; also Paragraphs 1-5, B-2,
Appendix C, and Appendix D, AR 530-1, and Paragraph 5-3b, TR 25-1.

120 paragraph 5-2d(3), AR 530-1.

121 Also see Paragraphs 1-5, B-2, Appendix C, and Appendix D, AR 530-1.

122 Also see Paragraphs 1-5, B-2, Appendix C, and Appendix D, AR 530-1.

128 Also see Paragraph 2.3, Part VV, DoD Web policy.

124 Section 505.7, 32 CFR, The Army Privacy Program.
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It has been our experience that Pl is one of the most difficult areas to analyze whether to release it or not, and so the
next section is devoted to “the special problem of PII.” Here we specifically discuss PII as Exemption 6 of the
FOIA. This exemption, as previously stated, permits the federal government to withhold information about
individuals contained in personnel and medical files and in “similar files” when disclosure of this information
“would constitute a clearly unwarranted invasion of personal privacy.” There are several principles to understand
before we go into the problematic area of releasing PII belonging to DoD’s military and civilian employees.

To be protected under Exemption 6, information must first meet what DoJ calls a “threshold requirement”: it must
fall within the category of “personnel and medical files and similar files.” “Personnel and medical files” are fairly
straightforward, but the meaning of the term “similar files” is more ambiguous, and therefore we must rely on the
1982 Supreme Court decision, in United States Department of State v. Washington Post Co., that Congress
intended the term to be interpreted broadly. The court said that protection of an individual’s privacy “surely was not
intended to turn upon the label of the file which contains the damaging information” and that all information that
“applies to a particular individual” meets the threshold requirement for Exemption 6 protection. According to the
DoJ, “This means, of course, that this threshold is met if the information applies to any particular, identifiable
individual — which makes it readily satisfied in all but the most unusual cases of questionable identifiability.”®

Once the threshold requirement is satisfied, the next key principle to consider is whether disclosing the information
constitutes a “clearly unwarranted” invasion of personal privacy. Determining this requires balancing the public’s
“right to know” against the individual’s right to privacy. First, ascertain whether a “protectable privacy interest”
exists that would be threatened by disclosure — if not, the information isn’t protected under Exemption 6. “If a
privacy interest is found to exist, the public interest in disclosure, if any, must be weighed against the privacy
interest in nondisclosure,” states the DoJ. “If no public interest exists, the information should be protected; as the
D.C. Circuit has observed, ‘Something, even a modest privacy interest, outweighs nothing every time.” Similarly, if
the privacy interest outweighs the public interest, the information should be withheld; if the opposite is found to be
the case, the information should be released.”'?

If there is a privacy interest, what will be the harm in disclosure? According to the Dol, “[a]ny consideration of
potential privacy invasions must include both what the requester might do with the information at hand and also
what any other requester, or ultimate recipient, might do with it as well. Indeed, it has explicitly been recognized by
the D.C. Circuit that ‘[w]here there is a substantial probability that disclosure will cause an interference with
personal privacy, it matters not that there may be two or three links in the causal chain.””**’

In some cases, disclosure of information may involve no invasion of privacy because no expectation of privacy
exists. For example, if the information at issue is particularly well known or is widely available within the public
domain, there generally is no expectation of privacy. Nor does an individual have any expectation of privacy with
respect to information that he himself has made public.

If determined that a personal-privacy interest is threatened by disclosure, the second step in the balancing process
comes into play: assessment of the public’s interest in disclosure. Not a voyeur’s interest, but legitimate public
interest in that disclosure involves personal information that directly reveals the operations or activities of the
federal government — the Supreme Court has repeatedly stressed that information not fitting this definition “falls
outside the ambit of the public interest that the FOIA was enacted to serve.” If “public interest” is found under this
standard, it must be accorded a measure of value so it can be weighed against the threat to privacy. As the Supreme
Court has emphasized, “The public interest sought to be advanced [must be] a significant one.” For example,
information that would inform the public of violations of the “public trust” has strong public interest and is given a
great deal of weight in the balancing process. As a general rule, demonstrated wrongdoing of a serious and
intentional nature by a high-level government official is of enough public interest to outweigh almost any privacy
interest of that official.

Once both the privacy interest at stake and the public interest in disclosure have been ascertained, the two competing
interests must be weighed against one another. Determine which is the greater result of disclosure: the harm to
personal privacy or the benefit to the public. “In balancing these interests, the ‘clearly unwarranted’ language of
Exemption 6 weights the scales in favor of disclosure, but if the public benefit is weaker than the threat to privacy,

125 DoJ FOIA guide, http://www.usdoj.gov/oip/foia_guide07.htm.
128 |pid,
127 pid.
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the latter will prevail and the information should be withheld. The threat to privacy need not be immediate or direct;
it need only outweigh the public interest,” according to the DoJ.**®

Courts regularly uphold the nondisclosure of information concerning marital status; legitimacy of children; welfare
payments; family fights and reputation; medical condition; date of birth; religious affiliation; citizenship data;
genealogical history establishing membership in a Native American tribe; SSNs; criminal history records;
incarceration of U.S. citizens in foreign prisons; sexual inclinations or associations; and financial status. Even
“favorable information,” such as details of an employee’s outstanding performance evaluation, can be protected on
the basis that it “may well embarrass an individual or incite jealousy” among co-workers. Moreover, release of such
information “reveals by omission the identities of employees who did not receive high ratings, creating an invasion
of their privacy.”

Some categories of Pll are generally not exempt from disclosure under the FOIA and therefore must be released to
the public if requested. These categories are also not considered sensitive / non-releasable under the Privacy Act.
(This doesn’t mean that all the following categories must automatically be released on the Web, and indeed, it may
not pass OPSEC-sense to do so.) In general, federal civilian employees may have no expectation of privacy
regarding their names, titles, grades, salaries, and duty stations, or regarding the parts of their successful
employment applications that show their qualifications for their jobs. DoD, historically in most circumstances and
as a matter of policy, disclosed the categories of P1I shown in the following list for its individual military personnel,
as well as comparable information concerning its individual civilian employees. By regulation, DA discloses
substantially the same information concerning its military and civilian personnel. However, in light of worldwide
terrorism, DoD now regularly withholds PII about all military and civilian employees if disclosure will “raise
security or privacy concerns” (and invokes Exemption 6, citing that harm to personal privacy outweighs public
benefit), a subject we’ll come back to in the “special problem of PII” section.

If there are no security or privacy concerns, examples of the PII categories that must be released to the public if
requested are:

o Military personnel: name; rank; date of rank; gross salary; present and past duty assignments; officially
established future assignments; office / unit name; duty address and phone number; source of commission;
promotion sequence number; awards and decorations; professional military education; civilian-education
level if used to qualify for position; non-government position used to qualify for government position; duty
status at any given time; separation or retirement dates; military-occupational specialty (MOS); active-duty
official attendance at technical, scientific, or professional meetings; and biographies and photos of key
personnel. (Caveat: Army policy requires withholding of biographies / photos unless the person is a
command spokesperson or a general officer (GO) / Senior Executive Service (SES) due to OPSEC
concerns, and even then, names of key leaders aggregated across Webpages must be evaluated.)**®

o Federal civilian employees: name; present and past position titles; occupational series and grade; present
and past annual-salary rates (including performance awards or bonuses, incentive awards, merit-pay
amount, meritorious or distinguished executive ranks, and allowances and differentials); present and past
duty stations; non-government position used to qualify for government position; office / duty telephone
number; position descriptions; identification of job elements; and performance standards (but not actual
performance appraisals). Performance elements and standards (or work expectations) may be withheld
when they are so intertwined with performance appraisals that the disclosure would reveal an individual’s
performance appraisal.**

128 DoJ FOIA guide, http://www.usdoj.gov/oip/foia_guide07.htm.

129 paragraph 3-3a(1), AR 340-21; Section 505.7, 32 CFR, The Army Privacy Program. However, IAW AR 340-21, lists or
compilations of unit / office addresses or telephone numbers of military personnel may not released when the requester's main
purpose in seeking the information is to use it for commercial solicitation.

130 paragraph 3-3b(1), AR 340-21; Section 505.7, 32 CFR, The Army Privacy Program. Disclosure of this information,
however, may not be made when the FOIA request is a list of present or past position titles, grades, salaries, and / or duty stations
and 1) is selected to constitute a clearly unwarranted invasion of personal privacy (for example, the nature of the request calls for
a response that would reveal more about the employee than the items listed above); or 2) would be protected from mandatory
disclosure under a FOIA exemption. Also of note, in addition to the information categories listed, this information can be
released to a prospective employer of a current or former Army employee: 1) tenure of employment; 2) civil-service status; 3)
length of service in the Army and the government; and 4) date and reason for separation shown on the Standard Form 50
(natification of personnel action).
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Again, release of this PIlI must be considered in light of security concerns. PII is protected when personnel are
assigned to sensitive, routinely deployable units or stations in foreign territories. Therefore readers who are paying
attention realize there could be a mismatch in the following areas between what the Privacy Act says in non-
releasable P11 and what must be released under the FOIA if requested: military and civilian employees’ titles,
grades, salaries, duty addresses, and performance standards (see Page 34); civilian-education degrees and level; and
present and past assignments, especially if they’re overseas. Also, if a Soldier is overseas, just releasing his / her
office / unit mailing address is problematic, especially his / her duty phone if he / she is assigned to a routinely
deployable or sensitive unit. (See Pl section, below.) We recommend that you consult your local FOIA and
Privacy Act subject-matter experts (SMESs) in your G-6 for help in knowing whether to recommend release of these
P11 categories on the publicly accessible Web.

OTHERWISE “SENSITIVE”

Although what is FOlIA-exempt can be a slippery slope, “sensitive” information may actually be the hardest
category to define. For instance, beyond designation as FOUQ, PII may also be considered sensitive information
and thus exempt from public disclosure under those provisions; see Paragraph 1-5, AR 530-1.

“Sensitive” is another overlapping category, since it is included in the categories of CUI, but the primary sense used
here is AR 530-1’s definition: “Information requiring special protection from disclosure that could cause
compromise or threat to our national security, an Army organization, activity, family member, DA civilian, or DoD
contractor. Sensitive information refers to unclassified information.” Appendix I includes examples which may be
deemed sensitive as outlined in recent guidance; however, sensitive information is not limited to this list. For
instance, examples of sensitive unclassified information given in the SECDEF message, “Website OPSEC
Discrepancies,” are concepts of operations (CONOPS), operational plans (OPLANS), and standard operating
procedures (SOPs).

Other non-releasable information, in addition to FOUO and Privacy-Act-protected information includes these
categories of “sensitive” information:
e Casualty information before verification that the Army (or other military service) has formally notified
next-of-kin;
¢ Information regarding incidents under ongoing investigation;
¢ Information about or imagery of coalition forces without a release signed by the individuals in advance;

e Information about or imagery of enemy personnel killed in action (KIA), wounded in action (WIA), or
hospitalized,;

¢ Information that misrepresents the Army;
e Statements in conflict with good order, morale, discipline, and mission accomplishment; or

e  Photographs containing sensitive images, especially those showing the results of improvised-explosive-
device (IED) strikes, battle scenes, casualties, and destroyed or damaged equipment.

Therefore, while information may not be precisely FOUO (not exempted from disclosure by the FOIA), it might be
sensitive and subject to DoDD 5230.9 / DoDI 5230.29’s guidance on information intended for public release that
pertains to military matters, national-security issues, or subjects of significant concern to DoD.

An OPSEC / security checklist at the end of this chapter should aid content reviewers in making their determination
whether to clear content for public release. Appendices E through H contain lists of critical information, CUI,
FOUO, and OPSEC indicators, respectively.

THE SPECIAL PROBLEM OF PII

While the Army engages adversaries in what leaders have termed an “era of persistent conflict,” PIT** has been
linked with OPSEC and has even been designated as FOUO. Federal, DoD, and Army policy and guidance on PlI
was continuously issued as the national emergency continued (declared by the President Sept. 14, 2001, and

131 As defined by OMB document M-07-16, P is not differentiated between an individual’s private and public lives. Per OMB
M-07-16, Pl is information which can be used to distinguish or trace an individual’s identity — such as his / her name, SSN, or
biometric records — alone or when combined with other information linkable to a specific individual, such as date and place of
birth, mother’s maiden name, etc. Pl includes education, financial transactions, and medical, criminal, or employment history.
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ongoing); therefore content reviewers must consider not only the FOIA and the Privacy Act, but also the layers of
federal, DoD, and Army regulation published since the national-emergency declaration**? for how P11 has become
operational and sensitive information. The federal laws — e.g., the FOIA and the Privacy Act — are foundational to
DoD’s Web guidance, of course, but DoD and Army guidance can be more restrictive because of security
considerations.**

We’ve called PII a “special problem” because, as we said in Chapter 1, it’s impossible to tell the Army’s story
without releasing PlI, since the Army is people, but anyone with a modicum of Internet search skills can use just a
name to compile a profile on a person using public-domain information. Therefore the goal of this section is to
accomplish four things: 1) discuss the WWW’s dangers so that content reviewers will be better prepared to assess
the release of PlI; 2) clarify the sometimes-competing federal, DoD, and Army policies that TRADOC organizations
are required to follow in releasing PII via their Websites; 3) provide TRADOC guidance on official command
spokespersons and posting of biographies; and 4) make recommendations on adapting and applying OMB’s “best
judgment” standard.

The WWW?s dangers. Beyond being allowed to be withheld under the FOIA and Privacy Act, subsequent DoD
policy has insisted that P1l be withheld because of increased risk to individuals. (See Footnotes 133 and 134.) DoD
and Army policy have subsequently made a direct link between PI1 and other FOIA-exempt information as FOUO
information®** “because of the heightened interest in the personal privacy of DoD personnel that is concurrent with
the increased security awareness demanded in times of national emergency.”

The Internet alone — and its associated conundrums of more computers per more world households, powerful WWW
search abilities, better technology such as fiber-optics or wireless technology in more places, and the proliferation
of Websites (and links) across the world — guarantees that there is an increased risk to individuals. On top of that,
the wars and the enemies our country has incurred should cause us to pause before releasing PII without truly
assessing its risks. Americans enjoy a free and open society, and have so infrequently experienced the dangers of
sharing too much information, that we don’t recognize there is a downside — there is a great deal of information that
can be data-mined from the public Internet: from Websites, Weblogs (blogs), YouTube, MySpace, Facebook,
Reunion.com, etc. We give away more information than is necessary, and we give away information about
ourselves that an adversary can use against us.

Every American citizen has adversaries. We are prey to cybercriminals, including identity thieves and other social
engineers; to someone who means us harm because they don’t like our religion or politics, for instance; or to
terrorists — Islamist terrorists, for example, have vowed to kill Americans just because we are Americans. So we
must be aware that our information will be aggregated to use against us. Aggregation of information is the

132 The most recent version of AR 25-55, The Department of the Army Freedom of Information Act, which implements the
federal law (the FOIA), is dated Nov. 1, 1997, with an update of Feb. 22, 2006, published in the Federal Register. The most
recent version of AR 340-21, The Army Privacy Program, which implements the federal law (the Privacy Act), is dated July 5,
1985. The Open Government Act of 2007’s changes, if any, have not yet been reflected in AR 25-55 or AR 340-21.

138 Organizations should consult their FOIA officer as a QI SME for this reason. AW Paragraph 5-2c, AR 380-5, the FOIA
provides that, for information to be exempt from mandatory release, it must fit into one of the qualifying categories, and there
must be a legitimate government purpose served by withholding it. PIl can be exempt from mandatory release under the
“personal privacy” exemption, and DoD leaders have made it clear in various memoranda that the “legitimate government
purpose” is protection of DoD personnel and their families, therefore PII is exempted from release on an organization’s publicly
accessible Website via those memoranda. For other uses, simply because information is marked FOUQ does not mean it
automatically qualifies for exemption — if an organization receives a FOIA request for a record, the information must be reviewed
to see if it meets the dual test of qualifying exemption and legitimate government purpose. On the other hand, the absence of the
FOUO marking does not automatically mean the information must be released. Some types of records (for example, personnel
records) are not normally marked FOUO but can still qualify for withholding under the FOIA. Organizations should not assume
that the absence of the FOUO marking means the document is not FOUO.

134 DoD changed the policy concerning release of PII in the pivotal OSD memorandum, “Withholding of Personally Identifying
Information Under the Freedom of Information Act (FOIA),” Nov. 9, 2001: “Th[e] change in our security posture has
implications for [DoD]’s policies implementing the [FOIA]. Presently all DoD components withhold, under 5 USC 552(b)(3),
the [P11] (name, rank, duty address, official title and information regarding the person’s pay) of military and civilian personnel
who are assigned overseas, on board ship, or to sensitive or routinely deployable units. Names and other information regarding
DoD personnel who did not meet these criteria have been routinely released when requested under FOIA. Now, since DoD
personnel are at increased risk regardless of their duties or assignment, ... release of names and other personal information must
be more carefully scrutinized and limited.” Also see the memo from ASD-C31, “Removal of Personally Identifying Information
of DoD Personnel from Unclassified Websites,” Dec. 28, 2001, and Paragraph 4-100, Chapter IV, Section 1, AR 25-55.
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phenomenon where information collectors and analysts take pieces of information and mold them into a useful
profile of a person. An adversary aggregates because that’s the first step for him to inflict harm: to learn where we
may be weak. Therefore the adversary aggressively reads and collects material.

Collection of information usually begins with the Internet — an adversary will research the WWW to see how much
information he can gather on us anonymously. He will study photographs and maps we post to the Web. Then he
may conduct surveillance to confirm this information. Any little piece of Pl we give away, inadvertently or on
purpose, can be used by our adversaries.

A number of Websites in the public domain compile information on people. The following list includes some well-
known Websites (there are others) a researcher could use to find out a person’s addresses for the past 10 years;
perform a background check for the past 20 years of a person’s history; learn a person’s current phone number and
address; obtain an on-line map to that address; or learn a person’s date of birth and ages, plus their relatives and their
relatives’ names and ages. For a fee ranging from $3 to $50 or so, it’s possible to learn Pl such as SSNs,
bankruptcies, or civil and criminal court results.

e  Zaba Search, www.zabasearch.com;

e  Any Who, www.anywho.com;

¢ Know X, www.knowx.com;

e Lycos, www.lycos.com;

e The Public Records, www.ThePublicRecords.com;
e Intelius, www.intelius.com;

e  People Look Up, www.PeopleLookUp.com;

o Web whitepages, http://whitepages.addresses.com;
e U.S. Search, www.ussearch.com;

e  Pipl, www.pipl.com.

Therefore content providers and content reviewers should understand that when they decide, for instance, to identify
a person in the public domain by his / her full name, that name can be used by an adversary to find the person’s
home address and telephone number. Websites like the Web whitepages enable reverse telephone number lookup to
find a person’s address. The Privacy Act and the FOIA have an impact on OPSEC, and vice versa.

Also keep in mind that disclosing information about a Soldier's degree of involvement in military actions in support
of national policy, the type of military unit to which the member is assigned, and presence or absence from his or her
household poses a security threat to the Soldier.*®®

Federal, DoD, and Army policies for releasing P11 via Websites. DoD and Army policies, in essence, have a
blanket prohibition against releasing Pll. We’ve seen that DoD and Army policy link PIT to FOUO, and IAW DoD /
Army policy, FOUO information will not be posted on publicly accessible Websites.* In addition to the DoD
memos cited on the previous page, AR 25-1 states that Army organizations will not post on the Army’s publicly
accessible Websites “[PII] of personnel assigned within a particular component, unit, organization, or office in the
DA.”*¥" (Traditionally, PII of personnel in overseas, “sensitive,” or “routinely deployable” units was the only PII
withheld, but these days, most Soldiers are assigned to units that are routinely deployed, so the release of all Pl is
more problematic.)

Following the preponderance of DoD and Army policy, TRADOC operates under the baseline standard that PIl of
lawful aliens and U.S. citizens in the following categories of personnel who are assigned to any TRADOC unit,
organization, or office'* is generally prohibited on the public Web; P11 will be treated as FOUO information and
therefore will be posted on public TRADOC Websites only after an OPSEC risk assessment by a certified HQ DA
(Level I1) OPSEC officer. This precaution is for publicly accessible Websites only; it isn’t applicable to Websites
that are PKI-enabled, adequately password-protected, or have other means of positive access control where the

1% paragraph K-12, Appendix K, AR 360-1.

1% paragraphs 3-3 and 3-6, Part |1, DoD Web policy.

137 paragraph 6-7c(4)(i), AR 25-1.

138 Memorandum from ASD-C31, “Removal of Personally Identifying Information of DoD Personnel from Unclassified
Websites,” Dec. 28, 2001.
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public is prevented from gaining access to the information.”*® (Access and transmission controls are outlined in

Chapter 4, the “Public Accessibility and Web Security” section.)

Pll is information that can be
usedto identify an individual.
Fllincludes (butis not limited
to}:

+MName

+By-name email address
+Home postal address
+Telephonenumberotherthan
duty office number

« Date of birth y Ay

* Social Security number / ARs / ALARACTs and other messages

Also prohibited: // Bottom line: Pll cannot be disclosed on Ammy sites
«Mame, location or other PII / Exceptions: names and duty information of official
an military family members / cammand spokespersans and any GOs ar civ

- hwal AR 25-55]
+ See DoD Webmaster palicy, y equivalents (AR 25-55)

PartV, Paragraph 2.2

Federal:
FPll isone

Chart 3-1. The PII pyramid. Policies and guidance governing release of PII build in levels based on the
foundational federal law. Subsequent policy and guidance issued since the laws were passed, reflecting
the national emergency (declared Sept. 14, 2001, and still ongoing), restrict the public release of PII.

The personnel categories are:
¢ Civilian employees;
e Active-duty military personnel;
o Contractors;
e Members of the Reserve Components;
e Coast Guard personnel when the Guard is operating as a service in the Navy; and
e  Family members of all these categories.

The prohibition of P11l applies to official Army Websites regardless of domain (e.g., .com, .edu, .org, .mil, .gov) or
sponsoring organization (e.g., Morale, Welfare, and Recreation (MWR) sites or DoD educational institutions).

Some specific areas of DoD and Army PII policy follow.

Organizational directories made available to the public will list position titles rather than individuals’ names."*°
Electronic versions of the directory may be placed on that organizational community page on AKO or AKO-Secure,
but not on the publicly accessible Web. Even if placed in an AKO community area or other private Website, posting

¥ FOUO information is permitted if protected by PKI or other positive access control; see Table 1, Part V/, DoD Web policy.
149 paragraphs 6-4r(1) and 6-4r(2), AR 25-1.
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personal information (e.g., name, home address, or home telephone number) requires prior approval of the
organization’s Privacy Act and security officials.***

Lists of names of any personnel assigned to any component, unit, organization, or office within DA are
prohibited.**” Rosters, directories (including telephone directories), and detailed organizational charts showing
personnel are considered lists of P11 and are prohibited, also IAW Army policy.™*® Multiple names of individuals
from different organizations / locations listed on the same document or Webpage constitutes a list.***

Organizations required to post public contact information (see “Required content” section, Chapter 4) should use
organizational designation / title and generic position email addresses, such as office@organization.mil,*** to avoid
violating the Army’s requirement to protect PII.

There are four “automatic” exceptions to the prohibition of PII:

o Names and duty information may be posted of personnel, who by the nature of their position and duties,
frequently interact with the public.*® These individuals are defined as official, designated command
spokespersons and are GOs and SES members, PAOs, or other personnel designated as official command
spokespersons.™’ At TRADOC CoE level,'*® the designation of official command spokespersons is usually
the TRADOC senior commander (usually a brigadier general or major general), any GO-level deputy
senior commander, and the TRADOC senior commander’s PAO.

e Names and duty information may be posted of any other GOs / SESs within the command / activity.
Normally these GOs / SESs, because of their position and duties, will also be command spokespersons.
(Even when allowed by these exceptions to the prohibition of PI1l, caution must still be exercised in
aggregating key-leader names across multiple Webpages.)

e Command Websites may publish the name, rank, and duty station of military personnel in PAO photo
captions and news stories.'*

149

e POC information on posted memoranda, such as command-policy letters, is also excluded from the
restriction on posting P11.*** (However, see the Privacy Act section, Page 34, for what precisely can be
included in POC information.)

TRADOC guidance on command spokespersons and biographies. Since the PAO normally designates official
command spokespersons on behalf of the commander, PAO clearance / approval must be obtained to post all
documents (including biographies) that contain names of those individuals who are not command spokespersons or
who are not GOs / SESs. This clearance / approval for non-command spokespersons must be applied for as

141 paragraph 6-4r(2), AR 25-1. Approval from the organization’s Privacy Act official and security official are required prior to
posting personal information on AKO / DKO or other private Website. If posted on AKO / DKO, the information will be further
restricted to those individuals with a need-to-know.

142 paragraph 6-7c(4)(i), AR 25-1.

143 Memorandum from ASD-C3I, “Removal of Personally Identifying Information of DoD Personnel from Unclassified
Websites,” Dec. 28, 2001; TRADOC Command Guidance: Noble Eagle #02-019, “Personal Data on Unclassified Websites,”
March 13, 2002.

144 Memorandum from ASD-C3I, “Removal of Personally Identifying Information of DoD Personnel from Unclassified
Websites,” Dec. 28, 2001.

145 Memorandum from ASD-C3I, “Removal of Personally Identifying Information of DoD Personnel from Unclassified
Websites,” Dec. 28, 2001; TRADOC Command Guidance: Noble Eagle #02-019, “Personal Data on Unclassified Websites,”
March 13, 2002.

148 paragraph 6-7c(4)(i), AR 25-1.

47 Memorandum from ASD-C3I, “Removal of Personally Identifying Information of DoD Personnel from Unclassified
Websites,” Dec. 28, 2001; memorandum from OSD, “Withholding of Personally Identifying Information Under the Freedom of
Information Act (FOIA),” Nov. 9, 2001; Paragraph 6-7c(4)(i), AR 25-1.

148 Beyond HQ TRADOC, TRADOC consists of MSOs, CoEs, individual schools, field-operating activities (FOA), or other
subordinate organizations that are involved in carrying out TRADOC’s mission. (See “TRADOC subordinate organizations” in
the definitions section for more details.) Hereafter in this Guide, these organizations may be referred to as “commands /
activities,” although they may be referred to as “mission activities” or other terminology in other documents. TRADOC
commands / activities are encouraged to parallel HQ TRADOC’s Web Content Review Program as much as possible.

%% | AW AR 25-55, Paragraph 3-200, under exemption No. 6, “By DoD policy, the names of general officers (or civilian
equivalent) or [PAOs] may be released at any time.”

%9 paragraph 6-7c(4)(i), AR 25-1.

%1 paragraph 6-7¢(4)(i), AR 25-1.
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exception to policy (with strong justification) and cleared for release by the TRADOC Chief of Public Affairs (CPA)
(or TRADOC senior commander’s PAO at the MSOs / CoEs), IAW regulations and guidance.

On a case-by-case basis, the TRADOC senior commander or TRADOC senior commander’s PAO determines when
others speak for the command — such as a colonel who serves as the commandant of a school within a CoE — and can
be quoted in news stories or other public-information products, and therefore their names and duty information may
also be released. This policy is designed to preclude the possibility of unit Websites becoming self-serving for
leaders, whether officer or enlisted, and keep the sites oriented toward accomplishing a mission.

At HQ TRADOC, personnel not listed below must be officially designated as command spokespersons by the
TRADOC CPA, who will determine that designation on a case-by-case basis by virtue of the person’s subject-matter
expertise for an event such as a news-media interview. The designation of command spokesperson expires upon
completion of that event. Exceptions to this policy must be requested of the TRADOC CPA.

Posting of biographies, since they are P1I, should be limited to command spokespersons and / or GOs / SESs (with
considered exception, and justification permitted). Permitted biographies, however, must not include prohibited PII
such as personal email address, home address, home telephone number, SSN, or date of birth, nor may they contain
any reference to marital status or family members. Biographies that contain family information are security
violations — enemies could use the information to threaten or harm family members and thus gain advantage by
intimidating Soldiers.

All biographies, including GO / SES biographies or command-spokesperson biographies, must receive OPSEC and
PAO review before they are posted.

Biographies are to be limited on the HQ TRADOC Website to the following official command spokespersons
(unless an exception to the policy has been obtained from the TRADOC CPA):

e The TRADOC CG;

e The HQ TRADOC DCGs (DCG / Chief of Staff, DCG-Combined Arms, DCG-Initial Military Training
(IMT), DCG-U.S. Army Reserve (USAR), and DCG-Army National Guard (ARNG));

e The ARCIC director;
e The TRADOC command sergeant major;
e The TRADOC CPA.

Biographies of other GOs / SESs may be posted by the organizations they are assigned to but, as stated, must receive
OPSEC and PAO review before posting.

Noting the HQ TRADOC guidance above, a TRADOC senior commander should apply OPSEC measures to PII and
limit the biographies posted to his / her command’s Webpages to his / her official, designated command
spokespersons and to any GOs / SESs in his / her command. Mission-side GOs / SESs, if not the same as the senior
commander’s staff, may have their names and duty information (including duty-related biographies) published as
permitted by AR 25-55, but the TRADOC mission’s senior command sergeant major’s biography should be posted
only if he / she serves as an official, designated command spokesperson under federal, DoD, and Army regulatory
provisions. Further, NCO biographies, such as the commandant of the local NCO Academy, are not authorized as
an exception to the policy unless the TRADOC senior commander’s PAO specifically designates him / her as an
official command spokesperson. Exceptions to this policy should be requested of the TRADOC senior
commander’s PAO and be accompanied by strong justification, which must be provided to content reviewers upon
request.

TRADOC CoE Webpages must be differentiated from Installation Management Command (IMCOM) and other
non-TRADOC command / activity Webpages. IMCOM’s and other commands’ / activities’ critical, operational,
and sensitive information is different than TRADOC’s, so the OPSEC risk is different for TRADOC CoE
Webpages; a sweeping, one-size-fits-all OPSEC risk assessment done for or by garrison activities cannot be applied
to TRADOC - TRADOC Webpages must be considered on their own. With the OPSEC risk assessment in mind,
TRADOC CoE homepages may elect to link to garrison / IMCOM or other command / activity Webpages that
contain the garrison commander’s biography and garrison sergeant major’s biography, for instance. In addition,
because TRADOC CoE Webpages are guided by a slightly different policy and exist for a different purpose than the
garrison’s mission, the Webpages belonging to the TRADOC CoE should be clearly distinguishable via some
element of design from the garrison / IMCOM Webpages — at a minimum, a separate corporate template for all
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pages belonging to the TRADOC CoE is recommended, to differentiate the TRADOC CoE’s pages from the
corporate template that IMCOM has standardized for garrison pages to use.

Summarized, the federal, DoD, Army, and TRADOC policy for PIl is:

e Ingeneral, Pll on all DoD personnel is not authorized and must be removed from publicly accessible
Webpages. This applies to official, unclassified DoD Websites regardless of domain (.com, .org, mil, .gov)
or sponsoring organization.

o If PIl must be released, an OPSEC risk assessment must be completed first.

e  Prohibited PII includes lists or rosters and directories (including telephone directories). Organizational
charts showing personnel names are considered lists of PIl. Multiple names of individuals from different
organizations / locations listed on the same document or Webpage constitutes a list. Aggregation of names
across Webpages must be specifically considered.

e By-name email addresses are considered PII. Sites needing to post contact information for the public
should use organizational designation / title and generic email address accounts.

e Pll on official, designated command spokespersons, including biographies that do not contain family
member information, may be released. Official command spokespersons are discussed in preceding
paragraphs. Exceptions must be requested of, and justified to, the TRADOC CPA.

152

OMB’s best-judgment standard. We’ve discussed that PII of command spokespersons, any other GO / SES,
certain information in photo captions and news stories, and POC info in memos is permitted, but can information
about people not in these categories never be on the Web? What is the common-sense approach? Should PAOs
designate everyone as official command spokespersons?

Under Army policy, it’s not possible that everyone be a command spokesperson. However, PAOs may adapt the
best-judgment standard outlined in OMB M-07-16 to decide whether or not to release an individual’s name.
(Caveat: The best-judgment standard doesn’t apply to lists, only to single names, which are sensitive in context. For
example, one Army rule is to not post lists of names, as outlined above; including a number of names in a single
journalism story may constitute a list and therefore the best-judgment standard cannot be applied, but the OPSEC-
review methodology must be.)

The best-judgment standard of OMB M-07-16 contains guidance on when PII breaches™ should be reported.

When reported, the breach may be determined an incident.*** People who discover PIl compromises are responsible
for reporting it if PIl is potentially or actually compromised. Breaches, incidents, and compromises have more to do
with a network’s physical security; for our purposes here, PAO, as the proponent for information released into the
public domain, should think in terms of whether release of the PIl would be reported as logical access per OMB M-
07-16 — and if so, it makes sense to not release something that would be considered a breach. Per OMB M-07-16, an
incident report does not have to be filed in every case of a Pl breach; those cases are outlined in the OMB
document, and a best-judgment standard is applied to determine whether an incident report must be filed. TRADOC
PAO recommends that PAOs adapt OMB M-07-16’s best-judgment approach to help determine whether to release
an individual’s name once the OPSEC officer’s assessment is obtained. The best-judgment standard can also be
considered in an organization’s request to the TRADOC CPA for an exception to the policy prohibiting release of a
single, individual name (which is PIl) when that person is not an official command spokesperson or GO / SES.

155 156

However, in considering PII, there are minimum yardsticks; PIl1 must be assessed by loss impact™> and sensitivity.

152 paragraph 4-20g(11), AR 25-2, et al.

153 per OMB M-07-16, a breach is the loss of control, compromise, unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar term referring to situations where persons other than authorized users and for other-than-
authorized purposes have access or potential access to Pll, whether physical or electronic. Of note is that the definition of access
is more broad than in common network / server usage; access is the ability or opportunity to gain knowledge of PII.

154 potential and confirmed breaches are reported as incidents when an individual gains logical or physical access without
permission to a federal agency’s network, system, application, data, or other resource; or if there is a suspected or confirmed
breach of PlI regardless of the manner in which it might have occurred.

1% potential impact on one’s organization is assessed on whether the loss will keep the organization from accomplishing its
assigned mission, protecting its assets, fulfilling its legal responsibilities, maintaining its day-to-day functions, or protecting
individuals. Loss of PII may involve several of those categories.

1% sensitivity of P11 is determined by context. A single name that appears on a list of patients at a clinic for treating contagious
disease can incur significant harm — this is an example of where a name in one context is more sensitive than in another.

Pg 46



TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

P11 loss impact is judged on three levels: low,"” moderate,™® and high.™> In most cases, PAO is most concerned

whether there will be harm'® to the individual — and, in some cases, harm to the organization — in determining
whether to release PII; if there is little or no risk*®* of harm, removing the single, individual name from the Web
might create unnecessary concern and confusion. However, PAO personnel must balance this against OMB M-07-
16’s requirement that loss of P1l must be categorized as moderate or high impact. Before applying best judgment in
determining if P1I such as a name should be released or reported — or even if that name needs to be removed from
the Web as too sensitive — PAOs must assess the likelihood that the breach may lead to harm. The assumption must
be that potential or actual loss of PIl can lead to at least significant harm, per OMB M-07-16.

Also, part of the loss-impact assessment is the organization’s ability to mitigate the harm’s risk. Obviously, some
harm is more difficult to mitigate than other harm. In the case of harm to individuals, releasing information into the
public domain is impossible to mitigate — once released, it’s out of the releaser’s control.

Therefore, in applying best judgment, assess 1) the likely risk of harm; 2) the level of risk; 3) the likelihood that the
breach leads to harm; 4) the likelihood harm will occur; and 5) the mitigation of risk. We recommend that PAOs
discuss this with their G-6s. If there is a thorough OPSEC assessment according to current methodology, and if
PAO personnel apply best judgment — adapting the Federal Information Processing Standard (FIPS) 199 and FIPS
200 standards cited in OMB M-07-16 for PIl breaches — then the benefits of telling that individual’s story, and
therefore releasing that individual’s name, may outweigh any potential disadvantages. But PAO personnel must
ensure that the OPSEC and best-judgment assessments are performed; releasing P11 into the public domain,
especially on the Web, is not “business as usual” — the section on how dangerous the WWW can be should have
demonstrated that. The results of the best-judgment application in requests for the TRADOC CPA to grant
exception to policy must be justifiable.

Another “standard” in determining whether logical loss of PIl from a Website could be a breach and therefore
reportable is to determine if the event / incident of loss may be of concern to TRADOC’s CG. The factors
determining the TRADOC CG’s interest are given in TR 1-8 as severity of the event / incident, potential

57 |ow impact means that there is limited adverse effect on organizational operations, organizational assets, or individuals.
Limited adverse effect means that there is degradation in mission capability, but the organization is able to perform its primary
functions; the effectiveness of the organization’s functions are noticeably reduced; there is minor damage to organizational
assets; there is minor financial loss; and / or there is minor harm to individuals. (OMB M-07-16 and FIPS 199)

158 |n moderate impact, there is serious adverse effect on organizational operations, organizational assets, or individuals. Serious
adverse effect is significant degradation in mission capability; the organization is able to perform its primary functions, but the
effectiveness of those functions is significantly reduced; there is significant damage to organizational assets; there is significant
financial loss; and / or there is significant harm to individuals that does not involve loss of life or serious life-threatening injuries.
The loss impact of Pl is, at minimum, of moderate impact, where there can be substantial harm, embarrassment, inconvenience,
or unfairness to any individual on whom information is obtained. (OMB M-07-16 and FIPS 199)

159 High impact means there is a severe or catastrophic adverse effect on organizational operations, organizational assets, or
individuals. Severe or catastrophic adverse effect entails severe degradation in, or loss of, mission capability so that an
organization is not able to perform one or more of its primary functions; major damage to organizational assets; major financial
loss; and / or severe or catastrophic harm to individuals involving loss of life or serious life-threatening injuries. (OMB M-07-16
and FIPS 199)

180 Harm is defined in OMB M-07-16 as damage, fiscal damage, or the loss / misuse of information which adversely affects one
or more individuals or undermines the integrity of a system or program. PAO personnel must consider a wide range of harms,
such as harm to reputation and the potential for harassment or prejudice, particularly if health or financial-benefits information is
involved. There is a broad definition to potential harm, and it includes embarrassment, inconvenience, or unfairness. The effect
of a breach, for example, may be the potential for blackmail, the disclosure of private facts, mental pain and emotional distress,
the disclosure of address information for victims of abuse, the potential for secondary uses of the information which could result
in fear or uncertainty, or unwarranted exposure leading to humiliation or loss of self-esteem. The likelihood harm will occur
depends on the manner of the breach and the type of information involved, such as SSNs, bank account information, date of birth,
passwords, or mother’s maiden name, which are useful in identity theft.

161 Risk is defined in FIPS 200 as the level of impact on organizational operations (including mission, functions, image, or
reputation), organizational assets, or individuals resulting from the operation of an information system given the potential impact
of a threat and the likelihood of that threat occurring. The assessment of risk here is not the OPSEC risk assessment; this
assessment is specific to FIPS 199 and FIPS 200 standards and looks at the vulnerability of the organization’s information
systems, system-security procedures, internal controls, or implementation that could be exploited or triggered by a threat.
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consequences of the event / incident, and potential for publicity.’®> TRADOC organizations are to report all
incidents of lost, stolen, or compromised P11 in both electronic and physical form.®®

In general, DoD and Army policy provide a good benchmark, keeping in mind the policy discussed previously:

e  Personnel should only collect personal information that is relevant, legally authorized, and necessary to
support Army operations, or is required by federal statute or presidential EO.*® PII will be collected to the
greatest extent practicable “directly from the individual.”*® (Relevant is an especially good benchmark to
use when collecting PII for use in CI news stories.)

o Personnel will only disclose personal information as “relevant and necessary” to accomplish a lawful DoD
purpose. Personal information shall be relevant, timely, complete, and accurate for its intended use.*®®

e Personnel must safeguard P11 to prevent unauthorized use, access, disclosure, alteration, or destruction.*®’
Personnel, including contractors, have an affirmative responsibility to protect an individual’s privacy when
collecting, maintaining, using, or disseminating anyone’s PIL.*®®

o Disclosure of records pertaining to personnel of overseas, sensitive, or routinely deployable units is strictly
prohibited.*®® (Also see DoD Web policy.)

For assistance in assessing harm and risk, see the “Loss-0f-PII Consequence Table” at the end of this chapter.

ROLES AND RESPONSIBILITIES FOR REVIEWERS

Many of the references in Chapter 1 requiring Web-content review also spell out what those reviews will require.
Content review will be for: 1) sensitivity, including FOUO information;*” 2) format;*"* 3) required content
restrictions and inclusions;'’* 4) privacy;'" 5) OPSEC:*" 6) the Website-management control checklist (Appendix
C, AR 25-1) as a minimum review;'” and 7) information quality.'® This entails the reviewers as listed in Chapter
1: OPSEC / security, Webmaster, and QI. SJA review in certain instances is required by other references. 1AW
Army policy, all content posted to the Web must have OPSEC and PAO review before it is posted, even if it is
cleared by another government agency, because content can become sensitive upon compilation.*’’

Because of the many requirements, content reviews should be conducted IAW the following sections — plus the
“content-review procedures” section later in this chapter — and any subsequent DoD, Army, or TRADOC policy and
guidance published after this Guide is published, to ensure that all DoD, Army, and TRADOC policy and
procedures are followed. The pre-dissemination review procedures checklist at the end of Chapter 2 should also

162 paragraph 2-1a, TR 1-8.

163 See TRADOC memo “Reporting the Loss of Personally Identifiable Information) and Paragraph 3-1d, TR 1-8. Losses are to
be reported to the U.S. Computer Emergency Response Team (US-CERT) and the DA Freedom of Information Privacy Act
Office within one hour of discovery. Also refer to Paragraph 4-21d, AR 25-2; loss of some PIl may require a serious incident
report (SIR) per AR 190-45. These are the conditions necessitating a SIR: 1) the incident poses grave danger to the Army’s
ability to conduct established information operations; 2) the incident is causing / will cause adverse effects on the Army’s image
(e.g., Webpage defacements; 3) there is access or compromise of classified, sensitive, or protected information such as Soldier
identification information (e.g., SSN), medical condition or status, doctor-patient, or attorney-client privilege; or 4) there is
compromise of systems that may risk safety, life, or limb; may have the potential for catastrophic effects; or may contain
information for which the Army is attributable.

164 paragraph 4.2.1, DoDD 5400.11; Paragraphs 1-5b and 4-1c, AR 340-21.

165 paragraph 4.2.2, DoDD 5400.11; Paragraphs 1-5b and 4-1d, AR 340-21.

168 paragraph 4.2.3, DoDD 5400.11; Paragraph 1-5¢, AR 340-21.

167 paragraph 1-5d, AR 340-21.

168 paragraph 4.1.3, DoDD 5400.11.

189 paragraph 4.7, DoDD 5400.11; Section 505.7, 32 CFR, The Army Privacy Program.

170 See DEPSECDEF memo, “Department of Defense (DoD) Website Security Policy Compliance,” Sept. 25, 2008.

' DEPSECDEF memo cited in ALARACT “Website Security Policy Compliance.”

12 DEPSECDEF memo cited in ALARACT “Website Security Policy Compliance”; SecArmy’s executive-summary response to
the DEPSECDEF’s tasking in “Department of Defense (DoD) Website Security Policy Compliance,” Sept. 25, 2008.

173 |bid, both sources.

74 |bid, both sources.

175 paragraph 6-7c(4), AR 25-1; SecArmy’s executive-summary response to the DEPSECDEF’s tasking in “Department of
Defense (DoD) Website Security Policy Compliance,” Sept. 25, 2008.

176 paragraph 6-7¢(6)(b), AR 25-1.

177 paragraph 5-4a, AR 360-1.
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assist in the content-review process; although the checklist is primarily a tool for content providers, both content
reviewers and organizational Website coordinators (see Chapter 4) could benefit from its use in ensuring that all
reviews are accomplished before submitting the content to PAO for approval / clearance to post. Checklists for all
types of reviewers are included at the end of this chapter to help ensure that reviews are thorough.

The following section outlines the roles and responsibilities of the content-reviewer cadre in TRADOC’s Web
Content Review Program. The content-review procedures themselves are included later in this chapter. Procedures
prescribed by DoD Web policy are at Appendix K.

REVIEWER ROLES AND RESPONSIBILITIES: ORGANIZATIONAL WEBMASTER
One of the organizational Webmaster’s major roles is “lookin’ out” for the network. The Federal Information
Security Management Act (FISMA) requires federal agencies to provide information-security protections
commensurate with the risk and magnitude of harm resulting from unauthorized access, use, disclosure, disruption,
modification, or destruction of information maintained on the agency’s information systems. Fulfilling the
requirements for establishing and maintaining security and access controls based on the information’s sensitivity and
on the target audience for which the information is intended can be a full-time job. Organizational Webmasters
must also apply the appropriate privacy and security policies to respect visitors’ privacy.*”® However, the
Webmals%er also is charged to review content quarterly and may use Web-analysis software to complete his / her
review.

Much of the organizational Webmaster’s work for our purposes here is in the pre-dissemination review process.
Organizational Webmasters:

e Advise content providers on design and network / bandwidth issues;
e Coordinate with the TRADOC Webmaster if the organization’s content will affect TRADOC’s network;

e Perform Webpage testing for functionality and Section 508 compliance (see Appendix N for more
discussion on Section 508 compliance standards);

e Make the initial determination on how to apply the appropriate access and security controls for content
IAW Paragraph 3, Part I, and Table 1, Part V, of the DoD Web policy;

o Verify that a QI review of the information has been accomplished within the organization as part of the
“verification” step of Paragraph 3, Part II of the DoD Web policy;

e Validate all hyperlinks from the information before posting it as part of their own QI review;
o Work with content providers to ensure that metatags are included with each Webpage (see Chapter 2); and

e  Post their organization’s information once it clears the review process.

Organizational Webmasters may use the Webmaster’s review procedures and policy checklists for assistance in
conducting their reviews. Both checklists are found at the end of this chapter.

REVIEWER ROLES AND RESPONSIBILITIES: OPSEC OFFICER

Because the Army’s primary OPSEC vulnerability is information made publicly accessible through Websites and
Web-enabled applications,** the organizational OPSEC officer reviews all content to be placed on a TRADOC

178 paragraphs 5-1, 6-7a(12), and 6-7¢(5), AR 25-1,

170 paragraph 6-7c(4), AR 25-1.

180 Paragraph 3-3i, AR 25-2. Also, see Paragraph 5-2d(1), AR 530-1: “The OPSEC Website review is the responsibility of the
Webmaster, in coordination with the OPSEC officer, ... PAO and other appropriate designees (security and intelligence,
command counsel, and so forth).” However, TRADOC’s approach is that the quarterly OPSEC Website review (post-
dissemination review) is both the organizational OPSEC officer’s and the organizational Webmaster’s responsibility. |f the
Webmaster is not certified in Web OPSEC content IAW the training requirements of ALDODACT 11/06 and the TRADOC
OPSEC Program (Level Il, or HQ DA certification, is required, per the TRADOC OPSEC officer in an email dated April 9,
2009), the organizational OPSEC officer accomplishes the review alone until the organizational Webmaster can be trained to
standard. (See Chapter 6 for training requirements and recommendations.) This applies to information already posted; the
organizational OPSEC officer is solely responsible for the pre-dissemination OPSEC review of documents IAW AR 530-1.
Also, the TRADOC OPSEC Action Plan’s Goal 12 requires that the quarterly review “[a]ssess ... what OPSEC violations there
are, nature of the violations (trends) and feedback getting from field” — although responsibility for this assessment is primarily
TRADOC PAOQ’s, organizational OPSEC officers and organizational Webmasters should provide input to it.

Pg 49



TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

Website for OPSEC-sensitive information, as well as conducts quarterly reviews to ensure that no OPSEC concerns
have crept into Web content. OPSEC focuses on identifying and protecting the organization’s unclassified
information that may individually or in the aggregate lead to the compromise of classified information and sensitive
activities. An OPSEC content review is an evaluation of information intended for release outside the control of the
organization, including release to the public.'®

By now, it should be well-established that not all content is appropriate for the publicly accessible Web. OPSEC
reviewers help determine whether the content provider’s proposed content should be public or non-public, based on
the information’s sensitivity and its target audience, as well as the level of risk to DoD interests. Organizational
OPSEC officers and organizational security managers should work together to achieve and maintain essential
secrecy for their organizations.

OPSEC review is a big job if done right. The actual five steps of the OPSEC analysis are contained in AR 530-1
and in Appendix 1 to Enclosure 3, DoD Manual 5205.02-M, but for our purposes here, we’ll discuss the areas an
organizational OPSEC officer should assess while keeping in mind all Web-content requirements.

Organizational OPSEC officers:

e  Perform OPSEC review on the organization’s documents as established in the organization’s SOP and IAW
AR 530-1. OPSEC is a process of five steps developed to deny adversaries publicly available indicators
that are generally unclassified. OPSEC review identifies, analyzes, and protects critical information, which
is information about friendly activities, intentions, capabilities, or limitations that an adversary needs to
gain a military, political, diplomatic, or technological advantage.'®* (See Appendix E for examples of
critical information.) In the five steps, an organizational OPSEC reviewer identifies critical information;
then conducts a threat analysis (with the aid of the organizational security manager), a vulnerability
analysis, and a risk assessment; then recommends what OPSEC countermeasures to apply: release the
information to the Web as is (no countermeasures), release the information to the Web with modifications,
or don’t release the information to the Web.

e Review the organization’s information and visual content proposed for release in any public domain to
ensure protection of critical or sensitive information.*® (See Appendix | for examples of sensitive
information.) Vulnerabilities can be eliminated by actively reviewing Web content from the perspective of
what may be helpful to an adversary prior to posting any information to the Web.™® Critical and sensitive
information may not be placed on a Website that is accessible to the public.'®

e Examine submitted information for the presence of any information requiring protection, such as the
examples listed in Appendices E through J, or other information qualifying as exempt from public release.

e Review information IAW AR 530-1:

o Screen proposed content for PIl. (See Appendix J for a list of PIl.) PIl is a category of
sensitive information that is especially vulnerable. Lists of names and accompanying sensitive
information of personnel assigned to a unit, organization, or office in DA are prohibited on the
WWW. A single individual’s name may be sensitive in context.®® (See discussion on PII earlier
in this chapter.) However, discretionary release of names and duty information of personnel who
frequently interact with the public by nature of their positions and duties — such as general officers
and senior executives, PAOs, or other personnel designated by PAO as official command
spokespersons — is permitted.*®’

The OPSEC reviewer’s assessment should consider P1l under the categories of CUI, FOUO, and sensitive
information, as well as being possible critical information.

o Assess the risk on any FOUO information. FOUO information is information, the disclosure of
which would cause a foreseeable harm to an interest protected by one or more of the exemptions

181 Enclosure 5, DoD Manual 5205.02-M.

182 Glossary, CJCSI 3213.01B; Paragraph 5-1, AR 530-1.

183 paragraph 2-1c, AR 530-1.

18 ALARACT message, “Army-wide Website OPSEC Review,” Feb. 28, 2003.
18 paragraph 5-2d, AR 530-1.

186 OMB M-07-16.

187 paragraph 1-5¢(3)(d), AR 530-1.
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to the FOIA. DoD policy prohibits FOUO on the publicly accessible Web, but there may be
exceptions that the OPSEC officer will be called upon to review / assess.

If the OPSEC reviewer’s assessment determines that the overall risk in posting the information to the publicly
accessible Web is unacceptable, the organization may be permitted to post information in non-publicly accessible
intranet areas which must have adequate security and access controls*®® as described in Chapter 4’s “public
accessibility and Web security” section. The minimum security and access control for posting FOUO information is
PKI client / user authentication, IAW DoD Web policy.™®

Exceptions to the no-FOUO-on-the-public-Web policy can be submitted to reviewing officials for consideration for
public release, but the request for exception must be accompanied by a formal risk assessment AW this paragraph:
“A formal risk assessment shall be conducted ... based on the value of the information; the threat to the DoD
Webserver environment and the information contained thereon; and the countermeasures employed by the DoD
Webserver environment.”** In cases where the content is a risk to persons and not to a DoD Webserver, the risk
assessment will focus on the value of the information.

However, in addition to the formal risk assessment and request for exception to policy, FOUO may not be released
to the public without undergoing a FOIA and legal review; the OPSEC reviewer should coordinate with the G-6’s
FOIA officer and SJA, as well as with PAO, if FOUO is proposed for release to the public.'*

Also, while records containing FOUO information are normally marked so at the time they are created, the OPSEC
reviewer must not assume that records without FOUO markings do not contain FOUO information. The OPSEC
reviewer will also remember that “[r]elease of information under the FOIA can have an adverse impact on
OPSEC™? and will assist the FOIA officer in determining whether to release information under the FOIA.

Special attention must also be given to identifying information that would facilitate circumvention of DoD,
component, or command policies, rules, regulations, or other significant guidance (e.g., orders, manuals,
instructions, or SCGs). Such information should be marked FOUO and will not be posted to publicly accessible
Websites.'

Special attention must also be given to the increased sensitivity of information, even if not FOUO, if it can be
electronically aggregated in significant volume.'®* Information in electronic format may be data-mined.*®
Aggregation of names across pages must specifically be considered; as discussed in the “special problem of PII”
section earlier in this chapter, name data can be compiled easily using simple Web searches. If aggregation of lists
of names is possible across a single organization’s Website / pages, that list should be evaluated on its merits and the
aggregated elements treated accordingly.’*® OPSEC reviewers should keep in mind these words: “The Web can ...
provide our adversaries with a potent instrument to obtain, correlate, and evaluate an unprecedented volume of
aggregated information regarding DoD capabilities, infrastructure, personnel, and operational procedures. Such
information, especially when combined with information from other sources, increases the vulnerability of DoD
systems and may endanger DoD personnel and their families.”’

o Review photographs intended for posting to the organization’s Website to screen
photographs displaying critical or sensitive information. Examples of sensitive photos include,
but are not limited to, IED strikes; battle scenes; casualties; destroyed or damaged equipment;
personnel KIA, both friendly and adversary; and the protective measures of military facilities.*®
See Appendix I, “photographs” entry, for more information.

188 paragraph 3.5.2.3, Part |1, DoD Web policy.

189 5ee Table 1, Part V, DoD Web policy.

190 paragraph 5.2, Part 11, DoD Web policy.

19 paragraph 1-5¢(3)(e), AR 530-1.

192 paragraph 5-100c, AR 25-55.

198 ALDODACT message 11/06.

194 paragraph 2, Part V, DoD Web policy.

1% paragraph 3.5.2 and 3.5.2.1, Part II, DoD Web policy. Also see memorandum from the DEPSECDEF, “Operations Security
Throughout the Department of Defense,” Oct. 18, 2001: “Unclassified information may ... need protection because it can often be
compiled to reveal sensitive conclusions.”

1% Memorandum from ASD-C3I, “Removal of Personally Identifying Information of DoD Personnel from Unclassified
Websites,” Dec. 28, 2001.

17 Memorandum from the DEPSECDEF, “Information Vulnerability and the Worldwide Web,” Sept. 24, 1998.

1% paragraph 2-1c, AR 530-1.
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o Screen proposed content for critical or sensitive information that has already been
compromised, as this provides further unnecessary exposure of the compromised information and
may serve to validate it.*

o Conduct quarterly reviews of the organization’s Website for possible critical or sensitive
information already posted. Per DA policy, the minimum review will include all Website
management control checklist items in AR 25-1, Paragraph C-4e,® but TRADOC PAO also
recommends that the OPSEC / security reviewer’s checklist at the end of this chapter be used, as it
is tailored specifically for OPSEC Web-content reviewers. As mentioned, TRADOC PAO also
recommends use of Appendices E through J, which list examples of critical information, CUI,
FOUO information, OPSEC indicators, sensitive information, and PII.

e In conjunction with the organizational security manager, review official information intended for public
release pertaining to military matters, national-security issues, or subjects of significant concern to DoD,
IAW DoDD 5230.9 and DoDI 5230.29.%" (See Appendix K.) This includes information regarding
military operational plans.”®?

e  Consult the organization’s security manager if presented with unclassified information pertaining to
classified programs. (Keep in mind that the security review is not the same as the OPSEC review;** the
security review protects classified information, while OPSEC protects critical and / or sensitive
information, including FOUQ information, which by definition is unclassified.)

Special attention must be given to unclassified information pertaining to classified programs. If this type of
information is proposed for posting to a publicly accessible Website, reviewers should consider if there is a
likelihood of classification by compilation. Reviewers should consult the program SCG to determine the likelihood
that the information, if compiled or aggregated with other information likely to be posted on publicly accessible
Websites, will reveal an additional association or relationship that meets the standards for classification under DoD
5200.1-R.%* If so, the information may be posted only if protected by a client / user authenticator IAW the security
and access controls specified in Table 1, Part \V/, of the DoD Web policy.?®® Also, since there are levels of
classification most computer systems are not certified to process, TRADOC PAO recommends consultation with the
organization’s IT experts.

OPSEC and security reviewers should use advanced search engines (for example, high-end natural-language-based
systems optimized for English syntax analysis) and other automated means to help assess whether the likelihood of
information already on the public Web will cause the proposed information to become classified by compilation.?®®

As we said, it’s a big job to accomplish OPSEC review if it’s done right, but it may aid an OPSEC reviewer in his /
her assessment to consider categories of information as “fences” that help prohibit certain types of information from
being posted on the public-domain Web — i.e., the reviewer can mentally check off if the content he / she is
reviewing contains any of these types of information. The fences, several of which overlap, are:

e OPSEC indicators;

e  Sensitive information (which includes FOUO);
e  CUI (which also includes FOUO); and

e  Critical information.

Special attention must be paid to three other fences:
e Photographs;
e  Only releasable by OSD;

1% paragraphs 2-2 and 1-5d(2), AR 530-1.

200 paragraphs 2-3a(15) and 5-2d(1), AR 530-1.

21 Also see ALDODACT message 11/06; message from the SECDEF, “Website OPSEC Discrepancies,” Jan. 14, 2003;
Paragraph 5-1, AR 360-1.

202 o] DODACT message 11/06.

203 paragraph 3 of Enclosure A, CJCSI 3213.01B; Paragraphs 1-6b and G-1, AR 530-1.

204 paragraph 3.5.4, Part |1, DoD Web policy.

205 |hid.

26 paragraph 3.5.4.3, Part |1, DoD Web policy.
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e National-security information (overlaps with OSD-only-releasable).

OPSEC indicators. TRADOC PAO recommends that OPSEC reviewers use Appendices E through J in this Guide
for reference, but especially to consult Appendices H and I, for content defined variously as sensitive, FOUO, CUI,
and critical information; these categories, as well as Appendix H, also contain OPSEC indicators. Check content for
information about military facilities, including location, units, weapons used, fortifications and tunnels, amount of
lighting, exterior size and shape, number of personnel, ammunition depot locations, leave policies, brigades and
names of companies, or degree and speed of mobilization.

See Part V of the DoD Web policy; Paragraph 1-5, Appendix C, and Appendix D, AR 530-1; and Appendix C, AR
25-1, for more information.

Sensitive information — types of. See Appendices G and | for specifics. Categories of sensitive information
include:

e FOUO (e.g., PII; proprietary information; test and evaluation information; technical information;
information that would facilitate circumvention of DoD, component, or command policies, rules,
regulations, or other significant guidance; unclassified information that requires special handling;
documents or information protected by a copyright; and draft publications such as policies and regulations);

e Unclassified technical data;
e  Department of State’s (DoS) SBU information; or
e Foreign government information.

For more information, see the DoD Web policy and AR 380-5.
CUI. See Appendix F. For more information, see AR 380-5.
Critical information. See Appendix E.

Photographs. These are the organizational OPSEC officer’s tasks involving photography, multimedia, and other
imagery:

e Review single photographs, especially photos depicting the subjects in Appendix I, “photographs” entry,
for OPSEC indicators, such as if the Soldier’s unit patch is included in the photo. Review photo captions
for possibly critical information, such if the person’s unit or unit mission is given in the caption or if details
are provided on how the unit communicates. Consider recommending to content providers who want to
post photographs to replace any “close-ups” of personnel with longer-range shots that would show no
clearly identifiable faces, nametags, or unit patches.

Exercise caution with photographs because the enemy is searching for them on the Internet to obtain targeting data
or propaganda fodder. A message from the Army Vice Chief of Staff (VCSA) labeled as “sensitive” any photos
that show the results of IED strikes, battle scenes, casualties, destroyed or damaged equipment, and enemy KIAs.
“Insurgents often use Websites to communicate, train, and recruit followers, often using photos / video of their
battlefield successes,” the VCSA message stated. “We cannot afford to have our photos become training and
recruitment tools for the enemy. ... Moreover, we must protect information that may have a negative impact on
foreign relations with coalition allies or world opinion.”®’ Particularly vulnerable to enemy exploitation are

photographs that disclose weapons-systems vulnerabilities and friendly tactics, techniques, and procedures (TTP).?%

Other types of photographs — in addition to the categories the VCSA outlines — which Army publicly accessible
Websites must not post include (but are not limited to): equipment vulnerabilities, intelligence-collection efforts and
methods, or the protective measures of military facilities. Photographs of ongoing friendly operations must be
carefully considered. Also, recent OPSEC analysis indicates that adversaries are looking for footage (clips, photos,
etc.) of Soldiers taken from within U.S. bases.

27 ALARACT message, “Sensitive Photos,” Feb. 14, 2005. See also Paragraph 2-19, AR 530-1, and Paragraph 6a(6), TRADOC
OPSEC Plan: “Be aware of the vulnerabilities exposed as a result [of] the disclosure of sensitive and critical information on the
Internet. In particular, avoid disclosure of photos showing the results of IED strikes, battle scenes, casualties, destroyed or
damaged equipment, enemy KIAs, and access to military facilities.”

208 AL ARACT message 156/2005, “Chief of Staff of the Army OPSEC Guidance,” Aug. 23, 2005; ALARACT message,
“Sensitive Photos,” Feb. 14, 2005.
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e Beware of photo backgrounds, which may seem innocuous; good photo-editing software can magnify the
background information enough to where an adversary can learn information from background walls,
easels, computer screens, etc.

e Also consider sequential photos. We recommend that OPSEC reviewers advise those who wish to post
photographs to delete the photo’s background (or crop it closely) and to not post sequential photos.

¢ Review directories or collections of photographs for risk in the aggregate. If the organization’s on-line
photo library is determined to be a risk, the organization must move the collection of photographs to a
private Webserver and protect it by adequate security / access controls.

e Review the organization’s multimedia / VI products for any still photography of prohibited subjects.

Only releasable by OSD. IAW Paragraph 5-3, AR 530-1, information that meets any of the following criteria must
be submitted to the Army’s Office of the Chief of Public Affairs (OCPA)?®® through TRADOC PAO for OSD
clearance prior to release, as it most likely qualifies as national-security information. (DoDI 5230.29 will also apply
for these criteria.) In fact, OSD will probably reserve to itself the prerogative to release this sort of information, as it
normally releases general military information on the overall plans, policies, programs, or operations of DoD, DA,
or the federal government.?° At minimum, since OCPA has the sole authority to release information about the
Army as a whole,?* it would not be appropriate for these types of information to be released at ACOM level or
below.

Doubtful cases must also be submitted for clearance. Prior unofficial publication of information does not constitute
authority for official release.?*

Where there is overlap with Enclosure 3, Paragraph 1, DoDI 5230.29 — which is the list of types of information that
must be submitted to DoD’s Office of Security Review (OSR) for review before release — that is noted in the
following list:

o Information that originates from or is proposed for release at the seat of government (also corresponds to
DoDI 5230.29, which adds “by senior personnel on sensitive political or military topics™);

¢ Information that is or has the potential to become an item of national or international interest (also
corresponds to DoDI1 5230.29);

¢ Information and public statements with foreign-policy or foreign-relations implications (corresponds to
DoDI 5230.29; also — and first — coordinate with HQ TRADOCs foreign-disclosure (FD) officer (in G-2)
or the MSQO’s FD officer);

e Information and public statements concerning high-level military or DoD policy;

¢ Information concerning U.S. government policy or policy within the purview of other government
agencies;

e Information approved by HQDA for release by OSD;

o Information on subjects of potential controversy among the military services or with other federal agencies
(also corresponds to DoDI 5230.29);

o Initial information on new weapons or weapon systems or significant modifications or improvements to
existing weapon systems, equipment or techniques (corresponds to DoDI 5230.29; also consult TRADOC
G-2’s FD officer or the MSO FD officer);

o Information on significant military operations, potential operations, OPSEC, and military exercises (also
corresponds to DoDI 5230.29);

e Information on military applications in space (also corresponds to DoDI 5230.29);

209 | AW Paragraph 6-6a, AR 360-1, HQ DA and OSD clearance is required for communications products containing information

meeting the criteria outlined in Paragraph 5-3, AR 360-1 — the same categories noted above. Per Paragraph 6-9b, AR 360-1,
these materials must be submitted to OCPA. TRADOC PAO will assist in getting the materials to OCPA. Submission
procedures are also outlined in Paragraph 6-9b, AR 360-1.

219 paragraph 5-3a, AR 360-1.

211 paragraph 5-3b(1), AR 360-1.

212 paragraph 5-3a, AR 360-1.
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e Information on weapons of mass destruction (including nuclear weapons) and the components of such
weapons (also corresponds to DoDI 5230.29), including:
o Nuclear-weapons-effects research;
o  Chemical warfare and defensive biological and toxic research;
o High-energy lasers and particle-beams technology.
o Nuclear, biological and chemical (NBC) defense testing and production, policies, programs, and
activities;

e Information on national command authorities (NCAs) and NCA command posts;

¢ Information and materials, including submissions by defense contractors, involving critical military
technology;

o Information concerning communications security (COMSEC), electronic warfare, signal intelligence,
computer security (COMPUSEC), command, control, communications, computers, and intelligence (C4l),
and information operations (10) (also corresponds to DoDI 5230.29; consult your organizational security
officer for possible COMPUSEC impact and TRADOC G-6 for possible COMSEC impact);

o Initial announcement of GO assignments;

e Initial announcement of awarded Army contracts valued at more than $3 million, which will be made IAW
the applicable provisions of the Federal Acquisition Regulation (FAR), the Defense Federal Acquisition
Regulation Supplement (DFARS), and the Army Federal Acquisition Regulation Supplement (AFARS);

e Lists of names and / or duty addresses of military personnel assigned to units that are sensitive, routinely
deployed, or stationed in a foreign territory;

e Casualty information on key U.S. government personnel or equivalent foreign-government personnel;
o Information on activation, inactivation, or reorganization of Active Army brigade or larger units; and
o Information on DoD counterterrorist activities as defined by DoD policy.

Official DoD information proposed for public release that meets any of the following criteria in DoDI 5230.29 must
be submitted to OSR for review and clearance if the information:

o  Affects national security policy, foreign relations, or ongoing negotiations;

e Is presented by a DoD employee, who, by virtue of rank, position or expertise, would be considered an
official DoD spokesperson;

e Contains technical data, including data developed under contract or independently developed and subject to
potential control that may be militarily critical and subject to limited distribution, but on which a
distribution determination has not been made;

e Discusses and may affect the OPSEC of IEDs; or

e Discusses and may affect the OPSEC of initial fixed weapons basing and arms-control treaty
implementation.

For more information, see AR 360-1 and DoDI 5230.29.

Organizational OPSEC officers should help ensure that any critical or sensitive information disapproved for release
on the organization’s Website is not approved for release into the public domain via any other venue, such as via
official letters, resumes, articles for publication, email, official blog postings, discussion in Internet information
forums, discussion in Internet message boards, or other forms of dissemination or documentation. 1AW AR 530-1,
information not authorized for accessibility to the public on a Website is also not releasable in any other public
forum. This also applies to Army homepages using a .com Internet service provider for official business, since the
Army charges the Army Web Risk Assessment Cell (AWRAC) to conduct OPSEC reviews and threat assessments
of Army Websites not only on the .mil but also on all other domains used for communicating official information to
ensure they are compliant with DoD and Army policies and best practices.??

OPSEC review should only be accomplished by personnel who have proper OPSEC certification, such as the three-
day HQ DA OPSEC officer course (Level Il training). (If the organization has no qualified OPSEC officers, consult

213 paragraph 5-10, AR 25-1.

Pg 55


http://www.arnet.gov/far/

TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

the TRADOC OPSEC officer for an alternate reviewer.) OPSEC reviewers must be expert in the rules governing
FOUO information, as well as familiar enough with SCG to know what information must be referred to the
organization’s security manager for security review. OPSEC reviewers must also be familiar with the aspects of the
organization’s operations considered critical, its vulnerabilities, as well as the pertinent threat, so they can assess the
nature of the risk associated with posting specific information to Websites.?**

If the primary organizational OPSEC reviewer is also a content provider, another organizational OPSEC officer —
someone not involved with the production and / or dissemination of the particular piece of content being reviewed —
should be the OPSEC reviewer.

The OPSEC review must be done prior to the organization’s submission of the information to Public Affairs for
approval of the information for public release. The office providing the information to PAO coordinates for the
OPSEC review, and PAO is required to consider the evidence of that review in its assessment.?*®

Before we move into the security manager’s roles and responsibilities in reviewing Web content, we’ll give two
real-world examples of an OPSEC reviewer’s tasks and responsibilities. The first example involves several
photographs found in a February 2009 OPSEC review of HQ TRADOC’s public-domain Web content. (Yes, we’re
telling on ourselves.) There were several mistakes in the review process of these photographs: they were not
reviewed for OPSEC before a member of TRADOC PAO posted them on the HQ TRADOC Website, and they were
probably ill-advisedly released by a CoE PAO in the first place. We’ll show you two of these photos; we won’t
show the third one, which had Secure Internet Protocol Routed Network (SIPRNET) Internet Protocol (IP) addresses
taped to the wall above the computer, as well as SIPRNET IP addresses on the computer screen.

~E

Adversaries enlarge photographs to examine computer screens, as the case with these photographs, or background
information (such as signs and charts on the wall), and thus glean information we really shouldn’t make it so easy
for them to get.

214 paragraph 3.5.2, Part |1, DoD Web policy.
215 paragraphs 2-2c, 2-3a(14) and (15), 2-19 and 5-1, AR 530-1; Paragraph 3-3i, AR 25-2; Paragraph 5-4, AR 360-1.
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An OPSEC reviewer should have examined these photographs before they were posted / released and enlarged the
photographs to carefully examine them. The OPSEC reviewer should have recommended not releasing these
photographs because they show diagnostic-check information on helicopters; the adversary can use these and the
weapons-schematics used in training (and which show up on the public-domain Web) to assess where our weapons
and systems are vulnerable.

The second real-world example involves the new initiative at the Basic Combat Training (BCT) CoE to establish
and maintain new Websites and new Website concepts that are designed to increase communication between units
and Soldiers’ families during the initial-entry-training (IET) process. Although a dynamic idea, it also will involve
balancing these communication attempts with continual OPSEC risk assessment. The initiative not only involves an
enhanced family Website at the BCT CoE (see below) but also a Website established for families of future Soldiers
at the URL of www.futuresoldiertrainingcenter.com.

As leaders believe it is important to connect new Soldiers’ families to the Army because the level of family
connection / integration impacts Soldier deployability, the new Websites will be “content-managed” Websites that
“encourage active communication between unit leaders and Soldiers’ family members. [The initiative] requires
units to rethink Websites from one-way ‘static brochures’ to dynamic two-way communication mediums. These
Websites maz)l/GIink with other communication systems such as Army virtual family-readiness groups and e-Army
messaging.”

One BCT CoE battalion’s Website — 2" Battalion, 39" Infantry — is already live at
http://www.jackson.army.mil/units/239/index.html. Websites will feature galleries of photographs (“unlimited
photos”) taken and chosen for posting by the cadre; unit-leader blogging (“will open up communication with
families”); on-line graduation ceremonies (so that family members who can’t make the trip to see their Soldier
graduate can still “participate” in the ceremony and look for their Soldier; these videos are to be updated for every
BCT graduation ceremony); training videos (e.g., machine gun, bayonet, weapons, AT4, and M203 training); a
document repository for family information; and information on the training unit’s cadre (biographies and photos,
although these individuals are not command spokespersons).

The primary issue with this initiative is, and will be, lack of OPSEC oversight and review before these items are
posted; while the risk of posting individual pieces of information may be low, the opportunity for aggregation, as
discussed in the section about Pl earlier in this chapter, greatly increases the risk. In this type of situation, an
OPSEC reviewer should conduct quarterly reviews and include the risk of aggregation in his / her assessment.

REVIEWER ROLES AND RESPONSIBILITIES: SECURITY MANAGER

Security reviewers review content IAW DoDD 5230.9, DoDI 5230.29, and AR 380-5. There are other types of
information that require application of controls and protective measures for a variety of reasons®!’ — this is CUI,
IAW DoDD 5200.1-R; assessment for national-security information and CUI are separate programs, governed by
separate regulations, and thus are separately reviewed in the Web-content-review process.

The organizational security reviewer’s roles and responsibilities (some have already been outlined in the OPSEC-
reviewer’s section) are:

e Review proposed content for classified information as part of his / her role in ensuring that classified
information is properly identified and protected;

e Assist the organizational OPSEC officer in determining if information would be classified by compilation;

e Assist the content provider or organizational OPSEC officer in identifying national-security information
that must be sent to HQ DA and OSD for clearance, as listed in Paragraph 5-3, AR 360-1, and Enclosure 3,
DoDI 5230.29, and provide a recommendation to PAO;

e Assist in identifying unclassified information regarding classified programs; and
e  Assist the OPSEC reviewer with the pertinent SCG(s).

Organizational OPSEC officers and security managers will consult TRADOC G-2, especially the FD officer, if
proposed content could involve Allied officers based at HQ TRADOC or the centers / schools.

218 According to Lt. Gen. Benjamin Freakley, commanding general of U.S. Army Accessions Command, at his March 13, 2009,
presentation to spouses of TRADOC Senior Leaders Conference attendees.
217 paragraph 5-1a, AR 380-5.
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G-2 also serves as a coordinating organization for establishing local procedures for Web review and clearance of
information.*® Also, in coordination with TRADOC PAO, TRADOC G-2 reviews proposed public releases on
classified programs to preclude the release of classified information covered under the FOIA.?*®

IAW DoD Web policy, when users of a Website believe that information, compiled or aggregated on a system or
systems to which they have access, contains classified information, they may contact the Webmaster of the
system(s) in question. Or, if the Webmaster is unknown, they may report the matter to their own organization’s
security officer for evaluation and action as appropriate.”® G-2 may advise organizations on the content in the event
of this type of report.

Organizational security managers may use the OPSEC / security checklist at the end of this chapter to aid in their
reviews.

REVIEWER ROLES AND RESPONSIBILITIES: SJA

SJA offices provide content review at HQ TRADOC, MSO, and CoE level by request from commands, units, or
organizations before materials are posted on a public Website. Coordination and review may also be done for
content to be posted on the AKO unrestricted-content area.?*

The SJA reviewer’s roles and responsibilities in reviewing content are:

e Provide legal counsel if an organization proposes to release FOUQO information is proposed to the public,
IAW AR 530-1. (See the OPSEC reviewer’s section, beginning on Page 49).

e  Provide guidance on copyrights and copyrighted material. E.g.:

o Advise organizations that copyrighted material may be used only when allowed by prevailing
copyright laws, and only if the materials relate to TRADOCs mission.??

No copyrighted information may be posted without the express written permission of the copyright owner.??
Organizations wishing to post copyrighted information must consult legal counsel, and must provide a copy of legal
counsel’s opinion as part of the TRADOC content-review process. Organizations must also establish a procedure
with the original content owner for updating any information and for periodically verifying its releasability,
currency, and accuracy.??

o Advise organizations not to include copyright notices on their Webpages, as works by the U.S.
government are not eligible for copyright protection.

o Advise organizations, when they wish to republish news stories, that they may provide a link to
the story hosted on the source Website, with the appropriate external-links disclaimer, but that to
republish the story on the TRADOC Website requires written approval from the news source.

Advise organizations on “fair use.”

o Advise organizations on use of frames on their Websites if there are copyright or trademark issues
(see “content limitations™ section in Chapter 4, Page 171).

e Ensure that organizational Websites do not engage in conflicts of interest. 1AW the Joint Ethics Regulation
(JER), conflicts of interest involve product endorsements or preferential treatment of any private
organization or individual, which are prohibited on any official DoD publicly accessible site.*®

e Advise organizations on the Notification and Federal Employee Antidiscrimination and Retaliation Act of
2002, or No FEAR Act, if they receive complaints about their Web content under the umbrella of this
antidiscrimination and whistleblower-protection law. (The law requires each agency to post quarterly “No
FEAR” reports to their public Websites; ensure ready access by both employees and the public; and
provide links to the No FEAR Act reports from all major Web gateways. Organizations at ACOM-and-
below level are not required to post No FEAR reports. The Army’s most recently quarterly statistics will

218 paragraph 1-5i(3), TR 25-1.

219 paragraph 1-7m and Appendix F, AR 380-5.

220 paragraph 3.5.4.2, Part |1, DoD Web policy.

221 paragraph 2-3a(15), AR 530-1; Paragraph 6-7¢(3), AR 25-1; Paragraph 6b(8), TRADOC OPSEC Plan.
222 paragraph 3.5.5, Part |1, DoD Web policy.

223 paragraph 2.3, Part 11, DoD Web policy.

224 |hid,

225 paragraph 3.5.6, Part |1, DoD Web policy.
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be posted on the Army Review Board Agency’s Website, http://www.arba.army.pentagon.mil, once this
fiscal year’s Annual Federal Equal Employment Opportunity Statistical Report of Discrimination
Complaints (EEOC 462 Report) is complete.

e Review all completed multimedia / VI productions before they are posted to the publicly accessible Web
(or distributed elsewhere, for that matter) to ensure that there are no legal encumbrances such as copyright,
patent, personal property, or performance restrictions.?® Ensure that the organization has obtained all
required releases.??” Ensure that any contractor(s) for the multimedia / VI product has assigned all interest
in the work, to include copyright, to the government.

Before personnel, equipment, property, and so on are included in motion media, audio and video recordings, still
imagery (e.g., drawings), electronic imagery, and other VI products, releases are required to use them and must be
obtained prior to their inclusion. 1AW AR 25-1, the releases are required whether the product is for internal DoD
use or release to the press, public, or individuals. For policies governing these releases, legal counsel may refer to
DoDI 5040.07, AR 25-55, AR 340-21, AR 380-5, DA PAM 25-91, and AR 360-1.2%

SJA reviewers may use the legal counsel’s checklist at the end of this chapter to assist in their Web-content reviews.

REVIEWER ROLES AND RESPONSIBILITIES: QI PROGRAM REVIEWERS
The QI review? Never heard of it, you say?

We’ll explain, since technically, content not meeting QI standards should not be posted on TRADOC publicly
accessible Websites, as QI is a federal law as well as DoD and Army policy.?”® Each organization’s content-review
process must therefore include consideration of QI standards and elements.

The requirements and exceptions. Federal agencies, IAW the Information Quality Law?* and Paperwork
Reduction Act (PRA),%" are required to establish information-quality guidelines for the information they distribute.
The QI program®? focuses on the neutrality, usefulness, and integrity of information used and distributed by federal
agencies. It also ensures that affected members of the public have an administrative mechanism to seek and obtain
correction of information that does not met quality standards.

228 paragraphs 7-10b(4)k and 7-10b(4)I, AR 25-1. Per these references, the multimedia / VI product may not be cleared for
release until the encumbrance has been removed.

227 paragraph 7-10b(4)i, AR 25-1.

228 paragraph 7-10b(4)k, AR 25-1.

229 paragraph 1-12, AR 25-1. The federal law is discussed in the following footnote. DoD policy (via memo from the
DEPSECDEF, “Ensuring the Quality of Information Disseminated to the Public by the Department of Defense,” Feb. 10, 2003)
requires DoD components to be ensure that disseminated information meets the standards of quality, objectivity, utility, and
integrity, and to provide an administrative mechanism for affected persons to seek and obtain correction of information not
complying with the standards. Army policy is stated in Paragraph 1-12b, AR 25-1: “Army organizations will establish standards
of quality that are appropriate to the nature and timeliness of the information they disseminate. Organizations will not
disseminate substantive information that does not meet a basic level of quality.”

20 paragraph 1-12a, AR 25-1, cites Section 3506, Title 44, USC, as the federal-law reference, but for clarity we’ll state here that
we’re using Section 515, Treasury and General Government Appropriations Act for Fiscal Year 2001 (Public Law 106-554; H.R.
5658; the Federal Information Quality Act) and “Guidelines for Ensuring and Maximizing the Quality Objectivity, Utility, and
Integrity of Information Disseminated by Federal Organizations™ as the federal references. The Federal Information Quality Act,
an often-overlooked law, directed OMB to issue government-wide policy and procedural guidelines to federal agencies for
ensuring and maximizing the quality, objectivity, utility, and integrity of information (including statistical information)
disseminated by federal agencies. All federal agencies were required, in turn, to publish QI guidelines; maintain the basic
standards of information quality; and incorporate information-quality criteria into public information-dissemination practices.
(OMB’s guidance is outlined in more detail in the “general federal requirements” section of Chapter 4.) The Information Quality
Law guidelines went into effect Oct. 1,2002. OMB complied with the law’s requirement in its memorandum, “Executive Branch
Implementation of the Information Quality Law,” Oct. 4, 2002, accessible at
http://whitehouse.gov/omb/inforeg/pmc_graham_100402.pdf. The DEPSECDEF then issued the DoD policy memorandum
referred to in the preceding footnote. The DEPSECDEF’s guidance was adopted as Army guidance, IAW instruction in HQ DA
Letter 25-03-02, “Ensuring Quality of Information Disseminated to the Public by the Department of Defense,” Oct. 28, 2003.
Although the HQ DA letter expired Oct. 28, 2005, and the QI Program has since been included in AR 25-1 and DA PAM 25-1-1,
the DEPSECDEF and OMB memos have not expired.

281 44 USC, Chapter 35. More information on the federal Web standards is included in Chapter 4.

222 paragraph 1-12, AR 25-1; Paragraph 7-7a, DA PAM 25-1-1.
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This Guide covers only the pre-dissemination requirements, as the post-dissemination redress avenues are
established by other means.”®® The Army’s CIO / G-6 is the appeal authority to receive and resolve claims alleging
that Army information disseminated to the public fails to comply with the QI standards. The Administrative
Assistant to the Secretary of the Army (AASA) is another Army representative to receive and resolve QI claims.?*
TRADOC G-6 serves as the liaison with Army G-6 to receive and resolve QI appeals.

The Army’s QI Program is included in AR 25-1 and DA PAM 25-1-1. TRADOC does not have a formal QI
program, so Web-content QI reviewers provide pre-dissemination and post-dissemination content review by request
from content providers or Website coordinators. TRADOC PAO encourages QI review to be accomplished at
organizational level to ensure adherence to quality standards; since QI is federal law, as TRADOC PAO completes
our pre-dissemination reviews, we look for evidence that QI review has been performed as we make our
determination whether or not to clear information intended for posting to the Web.

Specific reviewers are not required in most cases, except for scientific and technical information (more details on
that follow), but TRADOC organizations must do a thorough copy-editing before submitting information to
TRADOC PAO to check spelling, grammar, capitalization, syntax, errors in fact, and other content errors.
Otherwise, organizations should avail themselves of TRADOC SMEs to review information to ensure accuracy,
objectivity, and integrity. By law, information products must undergo technical, supervisory, editorial, and legal
review based on the product’s nature. QI reviewers may include an independent SME, statistical expert, IT expert,
VI specialist, or an accessibility specialist.

Informal and formal reviews must ensure that products meet a minimum quality level. Organizations must treat
information quality as an integral part to every step in the development of information, and therefore must allow
adequate time for the QI review process, consistent with the standards required for the type of information being
distributed. When appropriate, organizations must conduct QI reviews through the various stages of data
development.”®®

Organizations are encouraged to incorporate procedures for meeting and maintaining QI standards into their existing
information-resources management (IRM). For instance, integrity standards can be included in measures taken to
implement the computer security provisions of the PRA. Website quality is covered by this Guide, which includes
clearance procedures in the DoD Web policy, DoDD 5230.9, and other policies / guidance.”*® However, since
organizations must publish IRM procedures for reviewing and substantiating the quality standards of information
before it is disseminated, adherence to procedures in this Guide will help serve as review and substantiation |AW
DoD policy.?’

Specific types of non-public content are exempt from the QI standards.”® The types of information (must be on
non-public Websites) are:
o Distribution of information that is limited to government employees, Army contractors, or grantees.

e Intra- or inter-Army or other department / agency sharing of government information, including responses
to requests under FOIA, the Privacy Act, the Federal Advisory Committee Act, or other similar laws.

There are several caveats on how to apply the DoD QI guidelines. They are:

e The QI guidelines apply to information that an organization disseminates from a publicly accessible
Website or portal, but they do not include the hyperlinks to information others disseminate.

233 5ee Paragraph 7-7e, DA PAM 25-1-1.

234 Paragraphs 2-1s and 2-8h, AR 25-1.

235 paragraph 7-7d, DA PAM 25-1-1.

26 paragraph 3.1.1.3, Attachment 1, DEPSECDEF memorandum, “Ensuring Quality of Information Disseminated to the Public
by the Department of Defense,” Feb. 10, 2003.

27 paragraph 3.2.1, Attachment 1, DEPSECDEF memorandum, “Ensuring Quality of Information Disseminated to the Public by
the Department of Defense,” Feb. 10, 2003. The QI requirement is in two parts, a means of review to ensure QI pre-
dissemination, which is suggested by this Guide, and a means of redress for complaints, which is outside the scope of this Guide.
Further, organizations must make public this means of redress, per Paragraph 3.3.1 of the DEPSECDEF memorandum. A
memorandum from OMB, “Executive Branch Implementation of the Information Quality Law,” Oct. 4, 2002, contains more in-
depth information about handling “correction” complaints, as do Paragraphs 3.3.2 through 3.4.1 of the cited DEPSECDEF memo.
238 paragraph 1-12c, AR 25-1; Paragraph 7-7c, DA PAM 25-1-1.
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However, TRADOC’s goal is that users of its public Website are assured access to accurate official information,
“regardless of whether the site is linked only to other government Websites or also to private-sector Websites.”?*
QI reviewers must therefore evaluate links to private-sector Websites, to ensure the Websites meet QI standards,
support the organization’s mission, and are worthy of the link from an Army official Website.

e The QI guidelines also do not apply to opinions if the organization’s presentation makes it clear that what is
being offered is someone’s opinion rather than fact or the organization’s views, unless the organization
represents the information as, or uses the information in support of, the organization’s official position.
Organizations should use disclaimers to distinguish the status of information they consider their own
information holdings.?*

e If the organization directed that information be prepared and / or disseminated by an outside party, such as
a contractor, the organization retains the authority to approve the information before release. The

organization is sponsoring dissemination of the information, making it subject to the DoD QI standards.?*

The standards. The TRADOC content-review process helps ensure QI, but there is also individual responsibility
and accountability: content providers, organization Webmasters, content reviewers, and Website coordinators /
Web-content managers must be diligent in monitoring posted information for timeliness, quality, objectivity, utility,
and integrity. Content providers and reviewers should also carefully scrutinize their proposed content for QI
standards.

There are three basic standards of information quality: objectivity, utility, and integrity. The term quality itself
comprises objectivity, utility, and integrity of disseminated information to the general public. Utility refers to the
usefulness of the information to intended users, including the general public — for instance, its availability to all
persons IAW Section 508 of the Rehabilitation Act. Objectivity focuses on whether the information itself, as a
matter of substance, is accurate, reliable, and unbiased, and on if its presentation is accurate, clear, complete, and
unbiased. Integrity refers to security — the protection of information from unauthorized access or revision to ensure
that the information is not compromised through corruption or falsification. The integrity of confidential
information must be maintained, and confidential information must not be provided on the public Web.

DoD considers these standards “substantive terms.”*** (See the definitions section for more details on the QI

standards.) Content providers and reviewers focus on the standards of utility and objectivity, while 1A personnel
focus on the standard of integrity.

One of the utility standards is that there are no abbreviations on an organization’s homepage — abbreviations may be
used on other pages if the words are spelled out first.*** Other QI standards mentioned in Chapter 2 were:

e  Accurate spelling and punctuation;
¢ No factual errors or misleading information; and
e  Written in understandable language, including for those with limited English proficiency.

Organizations wishing to publicly disseminate scientific and technical information must not only have an OPSEC /
security review®* but must have an extra level of QI standards review: scientific and technical information is also
subject to a formal, independent, external peer review. If scientific, financial, or statistical information is deemed to
be “influential,” there is a higher QI standard than peer review; the information must be capable of being
“substantially reproduced” IAW commonly accepted scientific, financial or statistical standards.?*® (Detailed Army
guidance on implementing QI requirements can be found in Paragraph 7-7, DA PAM 25-1-1, and DoD guidance at
http://www.army.mil/ClOG6/references/policy/docs/U0167803.pdf.)

2% paragraph 8-1b, DA PAM 25-1-1.

240 paragraph 3.2.4, Attachment 1, DEPSECDEF memorandum, “Ensuring Quality of Information Disseminated to the Public by
the Department of Defense,” Feb. 10, 2003.

2" paragraphs 3.2.5 and 3.2.6, Attachment 1, DEPSECDEF memorandum, “Ensuring Quality of Information Disseminated to the
Public by the Department of Defense,” Feb. 10, 2003.

242 paragraph 3.2.2, Attachment 1 (policy and procedural guidance), DEPSECDEF memorandum, “Ensuring Quality of
Information Disseminated to the Public by the Department of Defense,” Feb. 10, 2003.

243 paragraph 8-2b(1), DA PAM 25-1-1.

244 See Paragraph 4b, DoDD 5230.9; Paragraph 4b, DoDI 5230.29; Paragraph 2-19, AR 530-1.

25 paragraph 3.2.3.1, Attachment 1, DEPSECDEF memorandum, “Ensuring Quality of Information Disseminated to the Public
by the Department of Defense,” Feb. 10, 2003.
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There are some caveats for PAOs regarding scientific and technical information. They are:

e PAOs do not have the authority to clear scientific and technical information for public release without prior
review by SMEs, so the QI reviewer for scientific and technical information cannot be a Public Affairs
professional. However, PAOs may assist the proponent of unclassified scientific and technical materials in
determining at what level clearance can be granted. This material includes the results of RDT&E prepared
for presentation or publication under AR 70-45, Paragraphs 5 and 7, within or outside the continental
United States (CONUS). An exception is material that must be cleared through HQ DA or OSD IAW AR
360-1 and applicable industrial-security directives.

o Information jointly authored by Army and industry will be processed for review and clearance in the same
way as materials of solely Army authorship.

e Scientific and technical information for public release will be prepared under AR 70-31. This material will
be forwarded for clearance to the proper headquarters or administrative contracting officer.

POCs. A QI POC is required® in public Web content, so G-6 should appoint a QI officer, whose title and generic
email address are to be included in public Web information. (The QI officer also performs any needed coordination
with the QI designee at DA’s FOIA and Privacy Act Division, Quality of Information Program.) HQ TRADOC
organizations should appoint QI SMEs to accomplish QI reviews before the organization submits information to
TRADOC PAO for approval to release publicly.

Organization Webmasters and content providers who receive complaints filed under QI guidelines, or IAW Public
Law 106-554, should refer these complaints for resolution to the TRADOC G-6,
monr.webmaster@monroe.army.mil.

The checklist at the end of this chapter may assist QI reviewers, as it prompts them to check areas discussed in this
section.

In summary, before we move on to the final reviewer’s (PAQ’s) roles and responsibilities, all organizational
Webmasters, content providers, and content reviewers must ensure that Webpages meet the standards for quality,
objectivity, utility, and integrity. All reviewers should conduct routine quarterly reviews of their organizational
Websites in their areas of expertise to ensure that the Website is in compliance with DoD, Army, and TRADOC
policy and guidance, and that content remains relevant, appropriate, accurate, and current — in short, the Website
should provide reliable data in compliance with QI standards.”*® Army policy requires the reviewer’s minimum
review to include all Website management control checklist items in Paragraph C-4, Appendix C, AR 25-1.%°
Reviewers must keep written evidence of their reviews. (See Chapter 5 in this Guide.)

REVIEWER ROLES AND RESPONSIBILITIES: PAO

Public Affairs’ content-review responsibilities are holistic and combine all items required for, as well as limited
from, Web content in the publicly accessible domain. PAO reviewers review and approve for release any new
content to be posted on their organization’s corporate Website and to AKO unrestricted-content areas. New-content
review will be conducted for 1) establishment of new Websites, 2) new Webpages or documents, and 3) major
updates of Websites.

PAO reviewers should also conduct quarterly reviews of updated content after the content has been posted.

PAO?’s job, in addition to ensuring that all content proposed for release is releasable, is to ensure that all other
reviews are done before clearing the information for posting in the public-domain Web. PAO reviewer
responsibilities are varied and include:

e Establish local clearance procedures and advise content providers at what level that review and clearance
can be made. Speeches and writings done in an official capacity must be cleared, but materials are cleared
at the lowest possible level — preferably at the installation level. Local commanders have flexibility in
releasing information.?*

248 paragraphs D-2a, D-2d, and D-2e, AR 360-1.

247 paragraph 1-12b, AR 25-1; Paragraph 8-2f(1)(e), DA PAM 25-1-1.

248 paragraph 6-7¢(6)b, AR 25-1.

249 paragraphs 6-7c(4) and 6-7c(6)b, AR 25-1; Paragraph 6b(8), TRADOC OPSEC Plan.
20 paragraphs 5-3c(1), 5-3c(2), 6-6b, 6-7b, and 6-9a, AR 360-1.
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o PAOs with subject-matter expertise and knowledge of the information’s target audience can
review and clear speeches and writings at the local level. But if material can’t be cleared there,
clearance will be completed at the next appropriate level.?*

o  Whatever the clearance level, the approving PAO must revalidate the clearance before a content
provider repetitively uses a previously cleared speech or writing.?*?

o If information lacks the proper clearance and has been sent by its author outside of TRADOC - for
instance, to official Army publications — the publication’s editor sends the information back to the
proper clearance authority (PAO) at the lowest command level appropriate.?®®

e Coordinate with OCPA on any information that must be submitted for clearance to HQ DA, OSD, or OSR.
OCPA manages the Army’s Public Information Security Review Program, as well as the review-and-
clearance process for information to be released outside DoD by the Office of the Secretary of the Army
and the Army Staff.?>*

o Itis the author’s / content provider’s responsibility to ensure that content has been reviewed and
cleared before public release.”®

o Official speech text and writings must be reviewed through Public Affairs channels and cleared for
security, accuracy, policy, and propriety.?®

e  Ensure that other reviews are completed as required.

o The OPSEC review is required, as a minimum, along with the PAO review. The staff office or
agency providing the information to the PAO for release should accomplish the OPSEC
reviews.”’

o Information proposed for posting on publicly accessible Websites must also be reviewed and
approved by the information’s proponent office before being released.”®

o Military-intelligence and security-related information, photographs, video, and audiotapes must be
reviewed and authorized by U.S. Army Intelligence and Security Command (INSCOM).?*

o Releasing operational information on all Army Special Operations Forces (SOFs) must be
coordinated with U.S. Army Special Operations Command (USASOC).?*°

o When preparing material for release to the media on behalf of the commander, PAO coordinates
for the security review, which can be done at the local level. Commanders below HQ DA level
may release information wholly within their command’s mission and scope if the information isn’t
restricted by the provisions of Paragraphs 5-3a and 5-3b, AR 360-1.%

e Review content to be disseminated via the publicly accessible Web before the content is disseminated, as
well as on a quarterly basis after information is disseminated via public Websites.

o Releasable information must be accurate. Both the information and the organization’s Website
must comply with all applicable DoD and Army policies and guidance.?®?

What is reviewed. PAOSs review all publicly accessible sites and conditions, which are defined as:
e An official Website posted on a .mil domain or other domain without access control;
e A Website using Secure Sockets Layer (SSL) restriction;
e A Website using a single password for all users;

! paragraph 6-7b, AR 360-1.

52 paragraph 6-7n, AR 360-1.

253 paragraph 6-9c, AR 360-1.

54 paragraphs 2-2¢(1), 2-2¢(2), and 2-2¢(3), AR 360-1.

255 paragraph 6-1c, AR 360-1.

%6 paragraph 6-7b, AR 360-1.

57 paragraph 5-4a, AR 360-1. Also alluded to in Paragraph 5-1c(1), AR 360-1: “Normally, such information is submitted to the
appropriate PAO, who will ... ensure a security review is conducted.”
58 paragraph 6-6a, AR 360-1.

2 paragraph 5-3¢(5), AR 360-1.

260 paragraph 5-3¢(6), AR 360-1.

261 paragraph 5-3c(1), AR 360-1.

282 paragraph 5-4b, AR 360-1; Paragraphs 2-1g and 5-2d(3), AR 530-1.
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e A Website that does not authenticate individual users;

e A Website that employs only domain or IP-address restriction as access restriction;

e A TRADOC AKO organizational portal that does not restrict access beyond basic AKO authentication;
e AFile Transfer Protocol (FTP) site; or

e  AKO unrestricted-content areas.

See the “public accessibility and Web security” section in the next chapter for more information.

What to review. Particular areas of review, at minimum, include:
e Compliance to Paragraph 6-7, AR 25-1, and Chapter 5, AR 360-1;
e  That the organization’s content remains relevant and appropriate;

e That the organization follows the management-control checklist items of AR 25-1, Appendix C, Paragraph
C-4;

e That the organization has the required links prescribed by DA PAM 25-1-1;

e That any organization lists are by title only, no personal names, unless there is an in-writing exception to
the policy determined by the senior commander’s PAO IAW Paragraph 6-4r(1), AR 25-1;

e That there is no PIl unless for designated command spokespersons (unless an OPSEC risk assessment
clears it). Pl will be treated as FOUO and operational information;

e That a keyword search has been done (and these sensitive documents removed) for deployment schedules;
duty rosters; exercise plans; contingency plans; training schedules; inspection results, findings and
deficiencies; non-command-spokesperson biographies; family-support activities; phone directories; lists of
personnel.

e  That there is no non-public information on the public Web, IAW Paragraph 1-7b, AR 25-1 (e.g., classified,
restricted, or limited-distribution information; FOUQ; unclassified information that requires special
handling such as scientific / technical information protected under the Technology Transfer Laws;
proprietary information; information that must be protected under legal conditions such as the Privacy Act;
FOIA-exempt information);

e That secure Websites have effective passwords;

e That large directories of photographs be particularly reviewed for OPSEC violation in the aggregate and
possibly secured in a private Website; and

e That there are no sponsorships or commercial advertisements, or any other sign of endorsement (such as a
commercial logo), on official Websites.

PAOs may be assisted in their review tasks by two checklists at the end of this chapter: one for reviewing content for
the Web and one for the releasability of information in general.

“Enduring” the content-review process is important, as providing information to key portions of the public and to
the Army’s influential audiences is critical in maintaining public awareness and support for the Army.?** No matter
how it seems to some, TRADOC’s review and clearance program isn’t a censorship activity. The program’s
purpose is to safeguard writers / content providers and the Army — to prevent accidental release of inaccurate or
inappropriate information, or even classified information. An added benefit is that the review process also helps
PAOs stay abreast of their command’s public communications.?**

TRADOC REVIEW STEPS

Now that we’ve talked about reviewer roles and responsibilities, we’ll move into how they are applied via
TRADOC’s process. DoD has a prescribed information-posting process; the requirement is outlined in Paragraph
5.4.2, Part I, of the DoD Web policy, which requires leaders to ensure that all information is reviewed for “security,
levels of sensitivity, and other concerns” before it is released on the publicly accessible Web — IAW the provisions
of DoDD 5230.9 and DoDI 5230.29, and as described in Paragraph 3, Part I, of the DoD Web policy. Therefore
this next section gets into the nitty-gritty, as it outlines procedures TRADOC uses to integrate the requirements of

263 paragraph 6-1a, AR 360-1.
264 paragraph 6-7c, AR 360-1.
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DoD’s information-posting process. (If you want a breakdown of Paragraph 3, Part Il, of the DoD policy, plus
DoDD 5230.9, and DoDI 5230.29, it’s available in Appendix K.)

As encouraged by AR 360-1, the TRADOC Web Content Review Program keeps the approval process at the lowest
possible level within the command. Thus the emphasis on reviewer roles and responsibilities, as the approval
process begins within the organization providing the Web content and, as we’ve mentioned, Army policy requires
pre-dissemination content review to be accomplished prior to information being posted.

The following are TRADOC’s content-review steps when a content provider wishes to post information to the
publicly accessible Web:

(1) Organization commander / director oversight.

(2) Organizational Webmaster for design coordination / consultation and verification / validation.

(3) TRADOC Webmaster if the content will affect TRADOC’s network.

(4) OPSEC reviewer.

(5) Security reviewer.

(6) Army legal counsel / SJA designated representative, if needed / requested.

(7) QI reviewer(s), as applicable.

(8) PAOQ.

Commander / director oversight. The commander / director is key to a vital TRADOC Web Content Review
Program, as he / she sets the conditions for success within his / her organization. Army regulations charge
organizations to ensure the commander leads the review process for the WWW or AKQO’s unrestricted-content
areas.®® Commanders / directors are responsible for ensuring that their organizational Website complies with
federal, DoD, and DA Website administration policies and with the implementing content-approval procedures that
include OPSEC and PAO reviews before updating or posting information on all Websites.?*® Further, commanders /
directors are responsible for ensuring that guidance is established that specifically assesses data-aggregation
concerns and applies risk-management strategies.”” OPSEC and security are commander’s programs; commanders
are tasked to conduct annual OPSEC reviews, which should include post-dissemination Web-content review of the
organizational Website(s), and include these results in their annual OPSEC report IAW AR 530-1.°® Commanders /
directors, or other Army public Website sponsors conduct an annual assessment of user satisfaction with their
organization’s Website, including usability, to identify needed improvements.”® Because of these responsibilities,
the organization’s commander / director must be involved in his / her organization’s Website content. Each Website
must have a clearly defined purpose that supports the organization’s mission, and the head of the organization, or his
/ her authorized representative, must approve the defined purpose and general content of his / her organizational
Website.?® Steps 1 and 2 of Paragraph 3, Part 11, DoD Web policy, are often initiated by the commander / director.

The commander / director — or his / her organizational OPSEC officer — is responsible for training his / her
organization’s personnel to understand that the value of information (and therefore the risk of its compromise or loss
of access) may change in relation to the organization’s objectives during peace, crisis, conflict, or post-conflict, as

265 paragraphs 2-2 and 2-3, AR 530-1; Paragraph 6-7¢(3), AR 25-1.

266 paragraph 4-20g(11), AR 25-2. See also Paragraph 6a(6), Enclosure 2, DoD Manual 5205.02-M, which requires the head of
the organization to further ensure that compliance with content-approval procedures for information intended for release outside
the control of the organization, including release via a publicly accessible Website, is evaluated during program reviews and
other oversight activities (such as inspections), and that the evaluation include assessment of the quality and effectiveness of
integrating OPSEC into the organization’s policies and procedures to identify and protect critical information. Refer also to
Footnote 268, below.

287 Enclosure 2, Paragraph 6a(7), DoD Manual 5205.02-M; Paragraph 5-9, AR 25-1. AR 25-1 describes the four phases of a risk-
management program, listing periodic review of the program as one phase.

268 paragraphs 3-3i and 4-20g(15), AR 25-2. Web-content review is a force-protection and OPSEC measure; command OPSEC
programs are examined as part of the TRADOC Command Inspection Program (CIP) — see Paragraph 5-4, AR 530-1. Paragraph
6a(9) in Enclosure 2, DoD Manual 5205.02-M, also requires that the organization’s review program be evaluated during
inspections, which should assess if education, training, and awareness are being conducted throughout the workforce. The
customary annual period for the Army’s OPSEC reporting is the fiscal year. According to the TRADOC OPSEC Officer (email
dated Sept. 22, 2008), AR 530-1 requires that two points be addressed in the annual OPSEC report: 1) describe the procedures
and protocols used to review open-source material for critical and sensitive information, and 2) describe the process to include
OPSEC in the review of information prior to public release.

289 paragraph 8-2g, DA PAM 25-1-1.

210 paragraph 2.1, Part |1, DoD Web policy.
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well as during the various phases of an operation.?’ OPSEC and protection of information is a process that changes
based on context — therefore the commander / director should emphasize to his / her content providers that they
should habitually coordinate with the organization’s OPSEC officer.

The commander / director is also responsible for ensuring that his / her organization’s internal processes include a
process for organization-wide review of staff documents to ensure protection of sensitive information.
Organizations should adopt SOPs IAW AR 530-1 that state which documents (for example, news releases)
automatically go to the organizational OPSEC officer and / or organizational security manager for review.
(Documents that organizational OPSEC officers review include memorandums, letters, messages, briefings,
contract, news releases, technical documents, proposals, plans, orders, responses to FOIA or Privacy Act requests, or
other visual or electronic media.?’?) A good content-review SOP will clearly guide content providers and therefore
should include references to DoD, Army, and TRADOC policy. The SOP should also provide standards for
protecting, storing, and handling sensitive information. A good SOP should help prevent misunderstandings when
content arrives in the PAO’s in-box for review and clearance approval. And a good SOP will guide the
organization’s OPSEC officer in providing recommendations to the organization’s staff officers — often the
organization’s Web-content providers.”®

A note here because much of the TRADOC Web Content Review Program is accomplished internally in the
organization providing the content. For instance, if not accomplished by the commander / director, Step 1 — and
additionally Steps 2, 3, and 9 of the steps listed in Paragraph 3, Part I, of the DoD Web policy — are accomplished
by the content provider or otherwise within the organization as part of the TRADOC content-review process. Step 4
is accomplished by the organizational OPSEC reviewer and organizational security reviewer; the content provider
should assist. Steps 5, 7, and 8 are accomplished by the organizational Webmaster. Therefore it is vital that internal
processes within the organization ensure an efficient, robust internal Web-content review process, and that these
processes are established by the commander / director IAW Paragraph 3, Part 11, DoD Web policy.

Organizational Webmaster. As mentioned earlier in this chapter, organizational Webmasters oversee design and
network / bandwidth issues; perform analysis on Webpages for functionality and Section 508 compliance; verify
hyperlinks as part of a QI review; determine access and security controls for content; and usually post their
organization’s information. As part of the pre-dissemination review process, organizational Webmasters furnish
evidence of their Section 508 testing for inclusion in the submission to PAO to clear proposed content for public
release.

OPSEC reviewer. The organizational OPSEC officer also plays a key role, as he / she reviews content for OPSEC-
sensitive information before it is submitted to Public Affairs for approval to publicly release the content.?’
Evaluations of the organization’s Web content to be provided on the Non-Secure Internet Protocol Routed Network
(NIPRNET) and publicly accessible Website(s) on the Internet must follow current OPSEC methodology.?”
Possible2r7iﬁsks must be judged and weighed against potential benefits prior to posting any Army information on the
Internet.

DoD OPSEC review requirements include:

e Formal review of content for its sensitivity (e.g., critical information, FOUO, or other CUI categories),
sensitivity in the aggregate, determination of appropriate and / or intended audience, and distribution and
release controls.

e Designation of individuals who have received the appropriate training in OPSEC, security, and release
requirements to be responsible for reviewing information intended for public release, or inclusion of the OPSEC
program manager / coordinator as part of the formal review process.

e Consideration of the method by which the information will be distributed, susceptibility of the information to
data-mining, and the likelihood that the information could lead directly to the discovery and display of
knowledge that is otherwise controlled. The ease with which data can be transferred to another media or
distributed by another method should also be considered.

2% Introduction, Chapter 1, Joint Publication 3-13.

272 paragraphs 5-1 and 5-2, AR 530-1.

273 paragraph 3-57, FM 3-13.

2% paragraphs 6a(1), Enclosure 2, and 3a(2)(d), Enclosure 3, DoD-M 5205.02; Paragraph 3-3i, AR 25-2.
275 paragraph 1.3.4, Part VV, DoD Web policy.

276 paragraph 6-7¢(3), AR 25-1.
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e Requirement that release of information on DoD Websites and Web-based applications is IAW the DoD Web
policy. Release officials must consider the intended audience and appropriate Web domain (e.g., publicly
accessible, government-restricted, internal to the DoD component) and will restrict the information to that
domain.?’

Security reviewer. The security reviewer reviews proposed Web content IAW AR 380-5 and DoDD 5230.9, and
the categories specified in Enclosure 3, DoDI 5230.29. Security reviewers assist organizational OPSEC reviewers
in determining whether content contains any of these categories of prohibited information: classified, sensitive,
critical, or CUI. The security reviewer also assists the OPSEC reviewer in determining if information is classified
by compilation.

SJA reviewer. Legal counsel provides content review by request before materials are posted on a public Website.
Areas of special interest include copyright and trademark, conflict-of-interest, selective benefit / endorsement issues,
and counsel if organizations propose to post FOUO information to the public Web.

QI reviewers. QI reviewers review in their areas of expertise IAW federal law and DoD / Army regulation.

Public Affairs reviewers. Public Affairs reviewers ensure all reviews by all appropriate experts have been
performed; ensure the organization’s story is told to the public; and advise the content provider whether the
organization’s corporate ethos (e.g., the risk to the organization’s credibility) will be impacted if publicly released
information is omitted and / or deleted from the Web.?”® At HQ TRADOC, release authority is the CPA or deputy
CPA and cannot be further delegated; approval to post to the TRADOC Web must be received from either the CPA
or deputy CPA. TRADOC PAO may further coordinate with OPSEC, security, or SJA reviewers, and with Section
508 and FOIA SMEs. The TRADOC Web Content Manager receives the submission and coordinates for its
clearance from the CPA / deputy CPA and clarifies any issues with the submitter or other reviewer. PAO reviewers
are responsible for consulting their command’s / activity’s OPSEC officer and security officer if questionable
information is submitted, even if reviewed by lower-level organizational OPSEC reviewers. PAQ reviewers
consider the possible uses of the information, if released, by our adversaries because, after all, “[t]errorism has
become a media event and, as such, a phenomenon of our time.”?"® PAOs should keep in mind that OPSEC and

. . . . . . 280
force protection override “general public affairs considerations.”

EXECUTION
There are several methods TRADOC PAO recommends that content providers may use to send their files to us
through the process for review and approval. These methods are:

o For one file and up to a few files, email files as attachments to the reviewers. Using this method requires
each recipient to save all the attachments within the proper directory structure before executing their
browser and proceeding with the review. Email to TRADOC PAO content review, MONR-
PAOContentReview@conus.army.mil.

e For a number of files or large files, create a compact disc (CD) and deliver the CD to TRADOC PAO.
Content providers must ensure the CD is accompanied by a complete list of files to be reviewed.

e Place multiple, linking files — such as a new Website or major revisions to a section of an existing Website
—on the TRADOC Web-development server and inform reviewers of their location (Web-development
server URL). This method maintains the proper directory structure but incurs the risk of someone
improperly viewing and / or posting the files before they are cleared / approved for release. Ensure the
reviewer has access / permissions to the Web-development server.

o Alternately, make arrangements with the PAO reviewer for AKO access. Content providers may be
provided their own restricted area on the WCWG portal, or they may provide access to the content
provider’s own AKO portal for the PAO and other content reviewers. Access to the WCWG portal is
strictly controlled via a by-name listing in AKO. As long as the content provider’s AKO portal is similarly

21T Enclosure 5, DoD-M 5205.02.

278 paragraph 3.5.2.2, Part |1, DoD Web policy.

219 section 1 of Chapter 11, Joint Publication 3-07.2.

280 See memorandum from the DEPSECDEF, “Information Vulnerability and the Worldwide Web,” Sept. 24, 1998, and
Paragraph E-1b, Appendix E, AR 380-5.
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restricted, the risk is less than someone improperly viewing files posted on the Web-development server
before the files are cleared / approved for release.

Emails should be used as the primary notification method that files are ready for the next step.?**

Content-review Steps 1 through 7 (listed in the previous section) are to be completed by the organization. Content
providers should monitor accomplishment of the steps. These steps may be coordinated simultaneously, but Steps 4
and 5 should be coordinated closely together. Evidence of reviews / release, however, must be consolidated into one
document provided to PAO. The consolidated document should provide names and contact information of all
reviewers.

For each step in Steps 1-7, content providers will give each reviewer three working days to accomplish the review.
Reviewers who need more time should coordinate with the content provider before the three days elapse to negotiate
an extension.

For Step 8, a summary of all reviewer comments and the results of testing for Section 508 compliance must be
forwarded to PAO. Public Affairs, as the release authority, is the final Web content reviewer. PAO reviews files
and responds to the content provider via email with possible comments / revisions.

Since PAO as final content reviewer / approver may coordinate with any other reviewer in the process, PAO has five
to seven working days to complete its review. PAO will consider requests for immediate review on a case-by-case
basis, but these requests must be accompanied by a strong justification — lack of planning is not a justification.

After the content provider receives PAO’s approval / clearance to post, and / or makes the requested changes, the
next step is completed by the organizational Webmaster — once PAO release approval is received, documents are
cleared for posting and do not need to be reviewed by anyone else.

When submitting materials for review / approval to PAO, content providers may use the checklist at the end of
Chapter 2 to improve the coordination and review process.

POLICY VIOLATIONS

You’ve undoubtedly seen that the Web-content approval / posting process has built-in checks and balances. The
process, at a minimum, involves an organization’s leaders, its Webmasters / Website maintainers, its content
providers, its content reviewers such as the OPSEC officer and QI expert(s), and its Web-content managers (Public
Affairs). Each review / approval in the process helps identify policy compliance, QI, and security concerns before
content is released publicly.

As stated, TRADOC’s publicly accessible Webpages are a security vulnerability, as the enemy actively reviews
DoD’s public Web content,?®? and no pre-dissemination review process is foolproof. However, to comply with the
SECDEF’s direction that “[i]linformation is to be reviewed for data sensitivity prior to Web posting and protected

28! paragraph 6-1d, AR 360-1.

22 DoD and Army leaders have repeatedly said this via policy directives and guidance memorandums. A sampling: “The enemy
is highly adept at exploiting information vulnerabilities and actively searching for information on unclassified systems.” —
ALARACT message 089/2008, “Securing AKO Content and Credentials (NIPR)” (March 25, 2008). “Adversary intelligence
collection threats include the exploitation of publicly available information often obtained through open networks and
information on Websites.” — Paragraph 4.3.1, DoDD 5205.2 (March 6, 2006). “The DoD Web-based data makes a vast, readily
available source of information on DoD plans, programs, and activities. One must conclude our enemies access DoD Websites
on a regular basis.” — SECDEF message, “Website OPSEC Discrepancies” (Jan. 14, 2003). “The enemy aggressively ‘reads’ our
open source and continues to exploit ... information for use against our forces. ... OPSEC violations needlessly place lives at
risk and degrade the effectiveness of our operations.” — ALARACT message 156/2005, “Chief of Staff of the Army OPSEC
Guidance” (Aug. 23, 2005). “Recent events demonstrate that some Army personnel are disregarding good OPSEC discipline and
are placing sensitive / classified information on the NIPRNET / Internet. ... The enemy has continuously shown an adaptive
capability of gathering open-source information on Army operations, equipment and personnel.” — ONTAP 04-01, “Security
Classification Guidance (SCG) Extended for Operation Iragi Freedom to Include Tactical Maneuver Plans and Operational
Execution to Classification SECRET” (March 9, 2004). “Posting sensitive information onto public Websites allows our
adversaries to obtain valuable information. ... In recent years, the Internet has become a greater source of open-source
information for adversaries of the [United States]. Websites in particular, especially personal Websites of individual Soldiers (to
include Weblogs), are a potentially significant vulnerability.” — Paragraphs 3c and 4b(1)(b), TRADOC OPSEC Plan (July 10,
2006).
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99283

accordingly,”** content providers must comply with the content-review process contained in this chapter to reduce

risk.

Before we move into a short discussion of what happens when there’s a policy violation, it should be noted that not
just OPSEC violations are policy violations. TRADOC Websites must also focus on providing value-added
information services and products to the organization’s users, “customers,” the Army, and the general public by
sharing accurate, timely, and relevant (“quality”) information®® via its general-public Website and its portal. As
stated, QI is also DoD / Army policy and is required by federal law.?®

This is important because, depending on the severity of the policy non-compliance, organizations in non-compliance
may temporarily or permanently be revoked permission to post Webpages on the army.mil network. (Use of the
Army NIPRNET to post organizational Websites is a privilege, not a right.) So that their organizations do not lose
the WWW as a mission enhancement, TRADOC senior mission commanders should be vigilant about ensuring their
public Webpages are free of major policy violations.

No publicly accessible official Website should link to an unofficial Website not in compliance with the JER and
most DoD Web policy. Selecting and maintaining proper links from official sites to unofficial Websites is part of
the checks-and-balances process. For instance, official links to unofficial Websites must comply with DoD, Army,
and TRADOC policy for external links (consolidated in Chapter 4). Links to private official Websites must comply
with policy and guidance for linking to sites with access controls.

Violation notifications. AWRAC, which is responsible for reviewing content of the Army’s publicly accessible
Websites for ongoing OPSEC and threat assessment, identifies and reports Website violations. If AWRAC notifies
an organization of a violation,?® the violation is usually severe or major / critical, and the violator is required to
make immediate corrections or block the Website / link until the corrections are made.”®” AWRAC’s remedial
action required of the organization usually has a 24-hour suspense. (AWRAC’s notification will provide the
details.) AWRAC checks all Army Websites — army.mil and other domains used for disseminating official
information — to ensure they are compliant with DoD / Army policies and best practices.?®®

TRADOC G-6 and TRADOC PAO are also charged with post-dissemination content review and may use similar
methods as AWRAC does (email notification and a violation-severity system) to assist content providers in
achieving compliance to federal, DoD, Army, and TRADOC policy. Notifications from TRADOC PAO will be
labeled severe / OPSEC, major / critical, or non-critical, similar to AWRAC’s methodology. The table on the
following page provides the categories, response window, examples of what violations fall into the category, and
notes for content providers and content reviewers.

If the violating page / site is not corrected within the prescribed time, the head of the POC’s organization and, if
applicable, the Chief of Staff, will be notified. Notification will be made by either TRADOC PAO or TRADOC G-
6, as coordination between TRADOC PAO and TRADOC G-6 will take place during the entire violation-
notification process.

TRADOC G-6 and TRADOC PAO will coordinate with each other on all content-violation notifications. If either
G-6 or PAO finds a possible OPSEC or security violation, they will immediately coordinate with an OPSEC or
security SME (e.g., the TRADOC OPSEC officer in G-3/5/7 or the command security manager in G-2). If the SME
determines the find is an OPSEC or security violation, the content reviewer will send immediate notification to the
violator, courtesy copy-furnishing the TRADOC OPSEC officer and / or the command security manager as
applicable.

At any time, if the situation warrants (such as a national-security violation), TRADOC PAO - as official
spokesperson for the commander and content manager for the Web — or TRADOC G-6, as lead on TRADOC’s

283 SECDEF message, “Website OPSEC Discrepancies,” Jan. 14, 2003.

284 Memorandum from DISC4, “Guidance for Management of Publicly Accessible U.S. Army Websites,” Nov. 30, 1998.

285 Army public Websites must comply with applicable federal law, regs, and policies. See Paragraph 8-6a, DA PAM 25-1-1.
28 gee Paragraph 4-20g(16), AR 25-2: “To verify compliance with federal, DoD, and DA Website administration policies,
procedures, and best practices, AWRAC will continuously review the content of publicly accessible U.S. Army Websites to
ensure compliance. ... AWRAC will provide results from these assessments to commanders for corrective actions.”

287 paragraphs 5-10 and 6-7¢(8), AR 25-1.

288 SecArmy’s executive-summary response to DEPSECDEF’s “DoD Website Security Policy Compliance” memo, Sept. 25,
2008.

Pg 69



TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

Army Knowledge Management (AKM) and manager of Army networks, servers, and computer workstations — will
access the Webserver and unilaterally remove material, with the TRADOC command group’s permission, without
waiting for the process of violation correction to expire.

Category | Response window Examples of violations Other notes
Severe/ | Correct within 24 Violations in this category will give The most severe violation is a security
OPSEC hours away techniques, lessons learned, violation. The violating content
deficiencies, and vulnerabilities from provides information of possible value
recent and ongoing operations. An to the enemy; it gives away critical
example of this type of violation is a information; it puts troops at risk; and it
large directory of photos which, in can be used by the enemy for targeting
aggregation, should be defined as purposes. Most severe violations will
FOUO; any photo that shows details of | be OPSEC violations. FOUO
Army equipment, including bumper / information such as this must be
unit identification; or any photos of protected by PKI / CAC or other
deploying Soldiers. positive access control.
Major / Correct within two These types of violations typically Following AWRAC's definition, a major
critical working days if involve posting PII. / critical finding is “generally defined as
notified of the information that in itself or in
violation by aggregation is or should be FOUO, or
TRADOC PAOQ; is typically FOUO as defined in Part V
AWRAC'’s required of the DoD Website Administration
response time from Policies and Procedures Guide.”
Website managers is
normally 72 clock
hours
Non- Correct within eight These types of violations are non- AWRAC concerns itself with OPSEC /
critical working days compliance with DoD / Army regulation | security issues on public Websites, but
and policy, and may include there are non-OPSEC / security
advertising on an official site; non- requirements that must be complied
compliance with required links in DA with. TRADOC G-6 and TRADOC PAO
PAM 25-1-1; content that is not will monitor Websites for compliance
intended for the entire American with these requirements as well as for
public; content that is Section 508 non- | OPSEC / security concerns.
compliant; or content that is out-of-date
or inaccurate.
THE WCWG

The WCWG?® serves not only as a forum to solve content issues on the TRADOC Website but also as a training
and education venue. The WCWG, as mentioned in Chapter 1, is part of the TRADOC Web Content Review
Program. The WCWG should include:

e Each organization’s Website coordinator (see next chapter);
e QI SMEs; and
o SJA’s designated POC for Web-content issues.

The TRADOC OPSEC officer, FD officer, command security manager, and TRADOC Chief Knowledge Office
(CKO) all tie in to the WCWG as SME consultants.

TRADOC WCWG personnel perform their work via the WCWG portal. The TRADOC WCWG also meets
quarterly either in face-to-face meetings or via Adobe Connect (or similar method. In addition to the TRADOC
WCWG, a WCWG should be organized at MSO / CoE level and convened at least quarterly. The senior
commander’s PAO should chair the installation WCWG as the local overall Web-content manager; if the TRADOC

29 §ee TRADOC DCG / Chief of Staff memorandum, “TRADOC Public Website Content Management,” June 11, 2009.
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senior commander’s PAO is not the same individual as the senior commander’s PAO, the TRADOC senior
commander’s PAO should represent TRADOC on the installation WCWG.

POST-DISSEMINATION REVIEWS

Most of the content-review efforts are concentrated in pre-dissemination reviews, but post-dissemination content
review must also be accomplished quarterly by all organizations. TRADOC PAO and / or TRADOC G-6 will also
review all organizations; organizations to be reviewed will include official, publicly accessible TRADOC entities on
the WWW and AKO unrestricted-content areas.”® Organizations will be reviewed for compliance to policy, but
particular areas of review, at minimum, will include:

e That the organization is in compliance with Paragraph 6-7c(4), AR 25-1, and Chapter 5, AR 360-1.
e That the organization’s content remains relevant and appropriate.

e That the organization follows the management-control-checklist items of AR 25-1, Appendix C, Paragraph
c-4.#"

e  That the organization has the required links outlined in DA PAM 25-1-1.

e That any organization directories are by title only (no personal names), unless there is an in-writing
exception to policy given by the PAO IAW AR 25-1, Paragraph 6-4r(1). The PAO’s decision will consider
OPSEC, including the possibility of sensitive information aggregated across Webpages, and will be
determined in consultation with the organization’s OPSEC officer.

e That there is no PII unless for designated command spokespersons or GOs / SESs, or unless PAO has
granted an in-writing exception to a content provider’s request for exception to policy. PII, which is
FOUO, must be treated as operational information.”*® If the PAO has applied the “best judgment” standard,
evidence of this deliberation will be provided to the quarterly content reviewer upon request.

e That a keyword search has been done (and these sensitive documents removed) for deployment schedules;
duty rosters; exercise plans; contingency plans; training schedules; inspection results, findings, and
deficiencies; non-command-spokesperson biographies; family-support activities; phone directories; or lists
of personnel.”*®

e That there is no non-public information on the public Web, IAW AR 25-1, Paragraph 1-7b.%%

e That secure Websites have effective passwords. The Webmaster as content reviewer should attempt to
defeat the passwords (by using people’s common mistakes with passwords) to help ensure that these
Websites are non-publicly accessible.

e That large directories of photographs are reviewed for OPSEC violation in the aggregate and possibly
secured in a private Website.

20 paragraph 6-7¢(3), AR 25-1.

21 This checklist is formatted as “test questions” to which “no” answers constitute violations or possible violations. Test
questions that apply to Web content are in Paragraph C-4e, Questions (25) through (34) (Appendix C in this Guide). This
chapter also assists content reviewers with checklists for review.

292 gee the P11 section, this chapter. Also, Paragraph C-4e, AR 25-1, uses the term “operational information” in Question (32).
293 paragraph C-4e, AR 25-1, Question (34).

2% «Non-public” content includes PII / information prohibited from release by the Privacy Act; classified information; sensitive
information; FOIA-exempt information (unclassified FOIA-exempt is also FOUQO); or other categories as discussed at the
beginning of this chapter. Non-public content may be shared for official purposes within the Army if the information is on an
AKO KC (not the unrestricted-content areas) or other controlled-access (private) Webserver. Requests for non-public content
must be coordinated with local FOIA / Privacy Act officials.

Pg 71



TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

Webmaster Review Procedures Checklist
Use this checklist in combination with the policy review checklist, following.

Name of Reviewer

Date of Review

URL of Webpage Reviewed

Organization Webmaster Name / Email Address /
Phone Number (if different from the reviewer)

Department / Organization Name

Content Provider Name / Email Address / Phone
Number OR Website Coordinator Name / Email
Address / Phone Number

Issue / Concern

Ye

Notes / Comments

Pre-dissemination issues (for organizational Webmaster)

Section 508

la. Are all new and / or updated Webpages as well as all
downloadable files (e.g., PowerPoint slides, PDF documents, and
Microsoft Word documents) Section 508 compliant before they are
posted, regardless of security controls in place?

1b. Has the organizational Webmaster performed Webpage testing
for functionality and Section 508 compliance?

1c. Is a verification summary / results generation, or a justification
on why the document does not have to meet Section 508
compliance, included in the submission request to PAO?

2. Has the organizational Webmaster suggested an initial
determination on appropriate access and security controls for
content and coordinated with the organizational OPSEC officer on
access and security controls?

See Paragraph 3, Part Il, and Table 1,
Part V, of DoD Web policy.

Quality of Information (QI)
3a. Has the organizational Webmaster verified that a QI review of
the content has been accomplished within the organization?

3b. Has the organizational Webmaster validated all hyperlinks from
the information before posting it as part of his / her own QI review?

IAW the “verification” step of Paragraph 3,
Part 11, of the DoD Web policy.

Metatags

4a. Has the organizational Webmaster obtained suggested
metatags to include with each Webpage to assist with searchability
of content?

4b. Has the Webmaster written the metatags into the page’s code?

Certain metatags are required by
Paragraph 8-3b(9), DA PAM 25-1-1, on
homepages and major entry points: page
title; description; creator / sponsor (in
most cases, the organization’s name);
date created; and date reviewed. See
Paragraph 5-3c, TR 25-1, for TRADOC'’s
metatag requirements. Examples of how
to write the metatags into HTML code
follow this checklist.

5. Is the Webpage designed, developed, and tested for multiple
browsers, operating systems, connection speeds, and screen
resolutions, based on an analysis of an organization’s Website
visitors?

Pre-dissemination issues (for HQ TRADOC Webmaster or TRADOC mission Webmaster)
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6. Has the overarching Webmaster been consulted if the proposed
content will affect the Webserver / network?

7. Is the page designed, developed, and tested for multiple
browsers, operating systems, connection speeds, and screen
resolutions, based on an analysis of an organization’s Website
visitors?

8. Are all new and / or updated Webpages as well as all
downloadable files (e.g., PowerPoint slides, PDF documents and
Microsoft Word documents) Section 508 compliant before they are
posted, regardless of security controls in place?

Post-dissemination review (quarterly) (for all Webmasters)

Violations

9a. Does the page / site comply with DoD Website administration
policy, Army Website policy (AR 25-1), and Army information-
resource management policy (DA PAM 25-1-1), TRADOC
regulations, and guidance for official, publicly accessible Websites,
and any subsequent policies and guidance memorandums?

9b. Have content providers been notified when there are “no”
responses to Appendix C-4 test questions and other policy
violations?

The following gives examples of metatags in a Webpage’s HTML coding. Information to be typed within quote

marks is customized for each organization.

<HTML>

<HEAD>

<TITLE> </TITLE>

<META NAME="page title” CONTENT="Type the page title in here with organization name as the site’s
sponsor’”>

<META NAME="keywords” CONTENT="Put keywords and phrases here, separate words and phrases with
commas, helps search engines”>

<META NAME="“description” CONTENT="This is where you put the description of the page’s content”>
<META NAME="“sponsor” CONTENT="This is where you type in the creator or sponsor of the page or site”>
<META NAME="“date created” CONTENT="This is where you type in the date the page was created”>

<META NAME="“date reviewed” CONTENT="This is where you type in the date the page was last reviewed”>

</HEAD>
<BODY> </BODY>
</HTML>
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Policy Checklist for Army/TRADOC Websites

IAW DoD and Army policy. See Paragraph C-4e, Appendix C, AR 25-1, for checklist of all key management controls as well as
Paragraph 6-7, AR 25-1.

This checklist is suggested for use by organization leaders, Webmasters, and Public Affairs officers to determine if Websites and
Webpages meet DoD, Army, and TRADOC content policies, either pre- or post-dissemination of information; the completed
checklist can also be sent to TRADOC PAO as a pre-dissemination approval / clearance tool when an organization is establishing a
new Website or making major changes to an existing one.

If the latter, send to TRADOC PAQO’s content-review email address, monr.contentreview@monroe.army.mil, or to TRADOC PAO’s
generic email address, tradocpao@monroe.army.mil. PAO reviewers review and approve for release any new content to be posted
on an organization’s corporate Website and to AKO areas accessible to all account types. PAO new-content review will be
conducted for 1) establishments of new Websites, 2) new Webpages or documents, and for 3) major updates of Websites. PAO
reviewers will also conduct quarterly reviews of updated content after the content has been posted.

Name of Reviewer

Date of Review

URL / Proposed URL

Organization Webmaster Name / Email Address /
Phone Number

Department / Organization Name

Target Date for Information to be Posted

Check One:

New Website [ ] Site Major Change [ ] New page [ ] Page
Revision [ ]

Summarize New Content or Changes Here:

Content Provider Name / Email Address / Phone
Number OR Organization’s Website Coordinator
Name / Email Address / Phone Number

Issue / Concern (reviewer may wish to add comments in the
blocks along with the issue / concern)

Ye

No

Policy Notes / Comments

Website purpose, organization mission, organization
structure:

that supports the organization’s mission?

1b. Is the purpose statement backed by a Website plan that is

Is the Website plan publicly available on the organization’s
Website?

la. Does the Website contain a clearly defined purpose statement

approved by the organization’s parent command or organization?

AR 25-1, Paragraph C-4e, question (26).
Each Website must have a clearly
defined purpose statement and Website
plan that supports the organization’s
mission. (See Paragraph 2.1, Part I,
DoD Web policy, and Paragraph 8-1c,
DA PAM 25-1-1.)

The Website plan is to be documented
(see Paragraph 8-1c(4), DA PAM 25-1-
1) along with the organization’s
continuity-of-operations plan (COOP),
which must comply with Paragraph 6-1b,
AR 25-1. Organizations must consult
SMEs as to the markings on their
Website purpose statements and plans,
as they may require FOUO marking; if
S0, revisions will be needed for a version
to be posted in the public domain.

registration?

1c. Does the publicly available Website plan address the Website’s

See Paragraphs 8-1c(1) and 8-1e, DA
PAM 25-1-1; and Paragraph 6-7, AR 25-
1.
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1d. Does the publicly available Website plan address Webmaster /
portal administrator contact information?

le. Is the contact information generic rather than by-name?

At minimum, this must include the
Webmaster’s / portal administrator’s
generic email address for users to
request information or to direct
guestions, comments or suggestions for
that organization, IAW Paragraph 5-
5b(3), TR 25-1. Organizations will use
organizational designation / title and
generic position email addresses, such
as office@organization.mil, IAW ASD-
C3l memorandum, “Removal of
Personally Identifying Information of DoD
Personnel from Unclassified Websites,”
Dec. 28, 2001, and TRADOC Command
Guidance: Noble Eagle #02-019,
“Personal Data on Unclassified
Websites,” March 13, 2002.

1f. Does the publicly available Website plan address procedures
that explain posting of information and review of the site for content
and format?

See Paragraph 8-1c(3), DA PAM 25-1-1.

1g. Does the publicly available Website plan address contingency
and continuity of operations, describing what the organization will
do with its Website during disasters or emergencies, and what

important information and services will be provided to the public?

See Paragraph 5-5b(3), TR 25-1;
Paragraph 8-1c(4), DA PAM 25-1-1; and
Paragraph 6-1b, AR 25-1.

2a. Does the Website include from its homepage a description (or
a link to the description from the homepage) of the organization’s
mission and the organization’s structure?

2b. Does this description exclude names of personnel?

2c. Does the organization structural description avoid including
FOUO information?

See Paragraph 5-5b(2), TR 25-1, and
Paragraph 8-2f(2), DA PAM 25-1-1.

Names of personnel in an organization
chart or section chart becomes a list of
personnel names, which is prohibited.

Required notices:

3a. Are users of each publicly accessible Website provided with a
privacy and security notice prominently displayed or announced on
at least the first page of all major sections of each Web information
service (WIS)?

3b. Does the privacy policy describe how, in general, security is
maintained on the site, what specific information is collected, why it
is collected, and how it is used? (All information collected must be
described in this policy.)

3c. Is the link to the “human readable” version of the privacy policy
labeled “Privacy policy”?

3d. Does the privacy notice or link to the privacy notice avoid the
perception of danger (i.e., skull-and-crossbones logos or “warning”
graphics)?

3e, Does the privacy/security notice follow the recommended
wording of the DoD Webmaster policy, or, if not, has it been
approved by legal counsel and reviewed for OPSEC indicators and
sensitive information?

AR 25-1, Paragraph C-4e, question (27).

A WIS is a major division of content on a
domain. Each WIS must contain on its
first page / homepage the text, or a link
to the text, of an approved privacy policy.

DA PAM 25-1-1 also requires the privacy
notice to be contained within the content
of the “Important Notices” page.

IAW Paragraph 6, Part Il, DoD Web
policy, all publicly accessible Websites
must have both a “human readable”
privacy policy and machine-readable
technology that automatically alerts
users about whether site privacy
practices match their personal privacy
preferences.

4a. If external links are present, does the Website contain a
“disclaimer for external links” notice or intermediate “exit notice”
page when a user clicks on a link to any unofficial Website?

4b. Is the disclaimer IAW Paragraph 7.2, Part Il, DoD Web policy,
and Paragraph 6-7c, AR 25-1?: “The appearance of external
hyperlinks does not constitute endorsement by the U.S. Army of
this Website or the information, products, or services contained
therein. For other than authorized activities such as military
exchanges and MWR sites, the U.S. Army does not exercise any

AR 25-1, Paragraph C-4e, question (28).

An external link is a link to any site
outside the official DoD WIS — usually,
but not restricted to, the .mil domain. The
external-links disclaimer must be
displayed when an organization links to
an unofficial, “external” Website. The
disclaimer must appear on the page /
pages listing external links or through an
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editorial control over the information you may find at these
locations. Such links are provided consistent with the stated
purpose of this Website.”

intermediate “exit notice” page
generated by the server. This standard
applies to links from an official DoD site
to any site other than an official DoD
Website, IAW Paragraphs 7.1.6, 7.1.7,
and 7.2, Part Il, DoD Web policy, and
Paragraph 6-7c, AR 25-1.

5. Has the organization included a hyperlinks policy / notice?

If organizations use external links, they
must 1) establish objective and
supportable criteria or guidelines for how
they select and maintain their links to
non-Army Websites, and they must 2)
post these criteria, along with an
explanation of their process for linking to
these sites, on their publicly accessible
Website. Organizations’ linking
procedures must explain why some links
are chosen and others are not. The links
must be chosen fairly and in the best
interest of the public. (See Paragraph 8-
1k, DA PAM 25-1-1, and Paragraph 6-
7c, AR 25-1.) External-links guidelines
must consider the information needs of
personnel and their families, mission-
related needs, and public-
communications and community-
relations objectives.

6a. If session cookies are used on this Website to collect
personally identifiable information (PII) about Web visitors, is there
a Privacy Advisory (PA) or Privacy Act Statement (PAS)?

6b. Is the Website free of persistent cookies or other devices
designed to collect Pll about Web visitors?

See Paragraph 11.2, Part Il, DoD Web
policy. Persistent cookies are prohibited
on Army Websites unless the conditions
of the DoD Web policy are met, including
Secretary of Defense approval.

AR 25-1, Paragraph C-4e, question (30).

7. Does the Website have a classification banner as the first page
visitors come to?

Unclassified Webpages must be
“marked” as to their classification. Each
organization’s unclassified Website
homepage must include a banner stating
that the Website contains only
unclassified, non-sensitive, and non-
Privacy Act information — Army policy
requires this as the first page visitors
come to. A banner similar to the one
given in Figure E-1, AR 380-5, will be
used; no further markings are required,
IAW Paragraph E-6, AR 380-5.

Endorsement:
8. Is the Website free of commercial sponsorship and advertising?

AR 25-1, Paragraph C-4e, question (29).

Official Websites are prohibited from
displaying sponsorships or commercial
advertisements, IAW Paragraph 9, Part
11, DoD Web policy. See also DoDI
8410.01: “Websites and other Internet
media in domains specifically funded by,
registered to, or exclusively used by the
Department of Defense, and visible to or
distributed to the public, shall not be
used to advertise or market private
individuals, commercial firms,
corporations, or not-for-profit firms. Such
media must not imply in any manner that
the Department of Defense endorses or
favors any specific commercial or not-
for-profit product, commaodity, or
service.” Advertising implies
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endorsement, which is prohibited by
Paragraph 3-209 of the JER:
“Endorsement of a non-federal entity,
event, product, service, or enterprise
may be neither stated nor implied by
DoD or DoD employees in their official
capacities.”

Section 508:
9a. Is each Website made accessible to handicapped users IAW
with Section 508 of the Rehabilitation Act? I.e.:

9b. Do videos include transcripts or captioning for the hearing
impaired?

9c. Does audio include transcripts for the hearing impaired?

9d. Are pages designed for easy reading by screen readers for the
visually impaired?

9e. Do photographs and other imagery have ALT tags?

9f. Does imagery such as icons aid understanding for the cognitive
impaired?

9g. Do Webpages avoid requiring a high level of manual dexterity,
such as complicated drop-down menus?

9h. Are all downloadable files (e.g., PowerPoint slides, PDF
documents and Microsoft Word documents) Section 508
compliant? (See Appendix N for the accessibility standards.)

9i. Do PowerPoint presentations that contain graphics have an
equivalent accessible file in text, HTML, or PDF?

AR 25-1, Paragraph C-4e, question (31).

IAW Paragraph 6-7, AR 25-1, Army
Websites must be accessible to
handicapped users IAW Section 508 of
the Rehabilitation Act. Transcripts for
videos, or captioning for the hearing
impaired, are required IAW Paragraph 7-
7a, AR 25-1. Other Section 508
compliance requirements are listed in
detail in DA PAM 25-1-1. All Army
Websites must provide a link to the
organization’s accessibility policy from
the “Important Notices” page (see
Paragraph 8-3b(2), DA PAM 25-1-1).

Other accessibility / usability

10a. Has information been presented using plain language that
considers the knowledge and literacy level of the typical Website
visitor?

10b. Are the “height” and “width” attributes used as additions to the
basic image-source tag?

10c. Do all button-type navigation graphics have height and width
attributes?

See OMB memorandum M-05-04,
“Policies for Federal Agency Public
Websites,” Dec. 17, 2004.

Required Webpages:
11a. Does the Website include an “Important Notices” page?

11b. Is it linked from the footer of every Webpage in the site, as
well as being accessible from the Website’s homepage?

A link to the “Important Notices” page
must be placed at the footer of every
Webpage as well as being clearly
accessible from the homepage. The
“Important Notices” page describes
principle policies and other important
notices that govern the Website,
especially those mandated by law. At a
minimum, this page includes the
requirements in 11c through 11f. (See
Paragraph 8-2f(2)(k), DA PAM 25-1-1.)

11c. Does the “Important Notices” page include the organization’s
privacy policy, including its cookie policy?

The cookie policy must state that the
Website does not use “persistent”
cookies or any other automated means
to track the activity of users over time
and across Websites.

The privacy policy must state how
security is maintained on the site, what
specific Pll is collected, why it is
collected, and how it is used. All
information collected must be described
in this notice. (See Paragraph 6, Part Il
DoD Web policy.)
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See the DoD standard notice for the text.

11d. Does the “Important Notices” page include information on how
Website visitors may request information under the Freedom of
Information Act (FOIA)?

Website visitors must be advised how to
make FOIA requests. FOIA requests are
made to one central email:
FOIA@rmda.belvoir.army.mil.

11e. Does the “Important Notices” page include the organization’s
accessibility (Section 508) policy?

The Section 508 policy must be posted
on this page or be linked from it. Text will
advise Website visitors that it is the
Army’s policy that its Websites are
accessible to handicapped users IAW
Section 508 of the Rehabilitation Act;
describe the site’s compliance with
Section 508; and inform visitors whom to
contact for a Section 508 complaint.
(See Paragraph 8-3, DA PAM 25-1-1.)

When the Website includes electronic
forms meant to be completed on-line, a
form must also be offered to allow
people using assistive technology to
access the information, field elements
and functionality required for completion
and submission of the form, including all
directions and cues.

11f. Does the “Important Notices” page include the organization’s
Quiality of Information (QI) guidelines?

The QI policy will advise Website
visitors, at minimum, that the
organization’s goal for its on-line
information is accuracy, objectivity, and
integrity, and that it undergoes technical,
supervisory, editorial, or legal review as
appropriate, based on the information’s
nature. Website visitors will also be
given the generic contact information for
the organization’s information-quality
POC.

12a. Does the Website contain a Webpage, or link to a Webpage,
labeled “Contact Us” or “Contact [organization name]"?

Each Website must post a “Contact Us”
page and provide links to it from the
homepage and every major point of
entry on the Website, IAW Paragraph 8-
2f, DA PAM 25-1-1. The page must be
labeled “Contact Us” or “Contact
[organization name]” and contact
information will be generic. Army policy
(see Paragraph 8-2f, DA PAM 25-1-1)
requires the specific items of content in
12d through 12j to be provided on the
“Contact Us” page.

12b. Is the “Contact Us” page linked from the organization’s
homepage and every major point of entry?

See Paragraph 8-2f, DA PAM 25-1-1.

12c. Is the contact information provided generic in nature, rather
than providing PII?

12d. Does the contact Webpage include the organization’s street
address, including addresses for any regional or local offices?

12e. Does the contact Webpage include office phone number(s),
including numbers for any regional or local offices?

12f. Does the contact Webpage include a means to communicate
via email (organizational email address or Web-based contact

The means to communicate via email
will not be a by-name email address. If a
Web-based contact form is employed, if
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form)?

PIl is gathered, either a PAS or PA is
required. See Paragraph 11.2, Part I,
DoD Web policy.

12g. Does the contact Webpage outline the organization’s policy
and procedures for responding to email inquiries, including whether
the organization will answer inquiries and the expected response
time?

12h. Does the contact Webpage contain contact information for the
organization’s QI Program POC?

12i. Does the contact Webpage contain contact information (office
names / titles / phone numbers) for small business to direct queries
to?

Contact information (title / phone
number) for small businesses is required
by the Paperwork Reduction Act.

12j. Does the contact Webpage contain contact information for
FOIA requests?

The means to request information
through FOIA is also included on the
“Important Notices” page. Instruct
Website visitors on this page, too, to
make FOIA requests by emailing
FOIA@rmda.belvoir.army.mil.

13a. Does the Website contain a Webpage labeled “About Us” or
“About [organization name]"?

13b. Or, does the Website contain a link to TRADOC’s “About Us”
page?

If the site is a main-entry-point Website,
such as an organizational homepage, it
must contain a Webpage labeled “About
Us” or “About [organization name].”
Paragraph 8-2f(2), DA PAM 25-1-1,
requires the specific items of content
detailed in this checklist’'s questions 13c
through 13l on the “About Us” page.

13c. Does the “About Us” page include a description of the
organization’s mission, including its statutory authority?

13d. Does the “About Us” page include the organization’s strategic
plan (unclassified, sanitized version), vision, or set of principles?

13e. Does the “About Us” page include the organization’s
structure, including basic information about the organization’s
parent and / or subsidiary organizations and regional / field offices?

13f. Does the “About Us” page include contact information, which
may include generic email addresses, office phone number, office
name, or an individual’s title (no by-name email addresses or
personal names)?

13g. Does the “About Us” page include information about
professional opportunities / jobs at the organization?

Preference is to link to CPO on-line at
http://acpol.army.mil/employment/index.h
tm. The site can also link to
USAjobs.gov.

13h. Does the “About Us” page contain a link to a sitemap or
subject index for the Website?

13i. Does the “About Us” page contain a link to a “common
questions” / FAQ page?

13). Does the “About Us” page contain easy access to existing on-
line citizen services and forms?

The organization’s Website must contain
easy access to any on-line citizen
services and forms it makes available to
the general public, and this access (link)
must be displayed as prominently as
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possible. Access to on-line services and
forms must also be linked from the
“About Us” page.

13k. Does the “About Us” page contain a link to a portal for the
organization’s most frequently requested publications?

Each Website must organize its most
frequently requested publications into a
portal. The “About Us” page must
contain a link to the publications portal.
(However, do not duplicate content on
the HQ TRADOC homepage or Army
Publishing Directorate Website.)

13l. Does the “About Us” page contain a link to the “Important
Notices” page?

14a. Does the Website contain a sitemap or subject index that
gives an overview of the site’s major content categories?

14b. Is the sitemap or subject index linked to from the Website’s
homepage and its “About Us” page?

Each Website must include a site map or
subject index that gives an overview of
the Website’s major content categories.
At minimum, the sitemap must be linked
from the homepage, IAW Paragraph 8-
2f(2)(f), DA PAM 25-1-1.

15a. Does the Website contain a “common questions” / FAQ page
that provides basic answers to questions the organization receives
most often?

15b. Is the “common questions” / FAQ page linked to from the
Website’s homepage and its “About Us” page?

IAW Paragraph 8-2f(2)(g), DA PAM 25-
1-1.

16. Does the Website include a “Help” page that outlines major
proposed and implemented changes to the Website?

IAW Paragraph 8-3b(10), DA PAM 25-1-
1.

17. Does each page of the Website include either a search box or
a link to a search page entitled “Search”?

Organizations must include either a
search box or a link to a search page
from every page of the Website. The
search box or link will be entitled
“Search.” Webmasters will place subject
and keywords in source code to aid
content searches. Focused searches
may be given to search within sets of
information, databases or applications.
Websites that are narrow in scope or
less than 200 pages may substitute a
sitemap or A-to-Z index rather than
implement a search engine. (See
Paragraph 8-3b(8), DA PAM 25-1-1. The
paragraph also outlines minimum
service-level standards for the search
function.)

Required statements or other text:

18a. Has a currency declaration on every Webpage (i.e., “Last
updated on ___”) or a date stamp been included on each page to
indicate when last altered or reviewed?

A currency declaration is required on
every Webpage: “Army public Websites
will clearly state the date the content was
posted or updated for every Webpage
indicating to visitors that the content is
current and reliable.” Webmasters must
include a statement such as “Last
updated on ___ " or a date stamp on
each page to indicate when last altered
or reviewed, IAW Paragraph 8-1I, DA
PAM 25-1-1.

The author of / POC for a publicly
accessible Webpage should give generic
email address contact information or a
generic “mailto:” link (such as
monr.webmaster@monroe.army.mil) for
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Website visitors to contact if they find
content to be incorrect or outdated.

18b. Does each Webpage state the organization’s official name
and display the phrase “This is an official U.S. Army site”?

18c. Do homepages and second-tier pages also include the
organization’s name identified as the site sponsor as part of the
page title?

Each Webpage must state the
organization’s official name and display
the phrase “This is an official U.S. Army
site.” Homepages and second-tier pages
must also include the organization’s
name identified as the site sponsor as
part of the page title, IAW Paragraph 8-
1i, DA PAM 25-1-1, and Paragraph 5-
5b(5), TR 25-1.

19. Has a redirect notice / page been provided when links have
been changed?

When Webpages are deleted, the
Webmaster must 1) delete links from
pages containing links to the page being
deleted; 2) delete any associated files
such as Word documents or images
from the Webserver; and 3) use a
redirect notice / page to provide Website
visitors with substitute links or content
when page destinations are changed by
deleted Webpages.

Required links (required by Army and TRADOC policy):
20a. Does the homepage link to USA.gov, if applicable?

20b. Does the entry for the link read “USA.gov: U.S. Government
Web Portal”?

Major organizational pages must link to
USA.gov from their homepage. The
entry for the link shall read “USA.gov:
U.S. Government Web Portal,” IAW
Paragraph 8-5d, DA PAM 25-1-1. Unless
the organization is Army, Army-
command or HQDA-staff-element level,
a link to USA.gov is not required.

21. Is a link to the FAQ page provided from the “About Us” page?

IAW Paragraph 8-2f(2)(g), DA PAM 25-
1-1.

22. Is alink to the portal for most frequently requested
publication(s) provided from the “About Us” page?

IAW Paragraph 8-2f(2)(j), DA PAM 25-1-
1.

23. Is there a link to the “Important Notices” page at the footer of
every Webpage?

IAW Paragraph 8-2f(2)(k), DA PAM 25-
1-1.

24. Is a link from the homepage provided to the “Help” page?

IAW Paragraph 8-3b(10), DA PAM 25-1-
1.

25. Is there a link from the homepage to the sitemap or subject
index page?

IAW Paragraph 8-2f(2)(f), DA PAM 25-1-
1.

26. Is there a link from the homepage (at minimum; can be
elsewhere through the site) to the next senior Website in the
hierarchy?

All TRADOC sites must link to: the next
senior Website in the hierarchy IAW TR
10-5; the organizational homepage on
AKO if one exists; the TRADOC logo
and motto; the HQ TRADOC homepage;
and the Army homepage, IAW
Paragraph 5-5b(1), TR 25-1.

27. Is there a link from the homepage (at minimum) to the
organizational homepage on AKO if one exists?

Since the organizational homepage is
access-controlled, there must be the
appropriate disclaimer on the public site,
near the link to AKO, per DoD Web

policy.

28. Is there a link from the homepage (at minimum) to the
TRADOC logo and motto?

IAW Paragraph 5-5b(1), TR 25-1.
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29. Is there a link from the homepage (at minimum) to the HQ
TRADOC homepage?

IAW Paragraph 5-5b(1), TR 25-1.

30. Is there a link from the homepage (at minimum) to the Army
homepage?

IAW Paragraph 5-5b(1), TR 25-1.

31. Is there a link from the homepage to the organization’s portal
for its most frequently requested publications?

IAW Paragraph 8-2f(2)(j), DA PAM 25-1-
1.

32. Do links to documents requiring downloading provide enough
contextual information that visitors have a reasonable
understanding of what to expect when they view the material after
downloading?

IAW Paragraph 8-3b(5), DA PAM 25-1-1.

33. Does each Webpage link back to the Website’s homepage and
to its parent organization’s homepage?

To improve Website utility, each
Webpage must link back to the
Website’s homepage and to its parent
organization’s homepage, IAW
Paragraph 8-5c, DA PAM 25-1-1.

34. If an organization uses a graphical link, does that link also
contain text indicating that it links back to the homepage?

IAW Paragraph 8-5c, DA PAM 25-1-1.

35. Are links current and accurate?

36. Do external links avoid requiring or encouraging users to
choose any browser-specific software?

37. Do listings of Web links separate external Web links from
government and military links?

Paragraph 6-7c(7)(b), AR 25-1.

38. Do official Websites avoid linking to an unofficial Website not in
compliance with Web policy?

Standard navigation:

39a. If the organization is exempt from using TRADOC G-6's
Webpage template, has consistent navigation between and within
pages been established?

39b. Does CoE / mission Webpages’ design make them
distinguishable from garrison or other installation tenant activities?

Standard navigation criteria is contained

in Paragraph 8-3b(7), DA PAM 25-1-1:

e  Common items among most
Webpages must be in the same
location on each page and have the
same appearance and wording.

. Navigation items of the same type
will look and behave like each
other.

e If a set of Webpages requires
specialized navigation, that
navigation is applied to the largest
possible local grouping and will be
similar in appearance and behavior
to the overall navigation scheme.

40. Have the most frequently requested publications been placed
in a portal?

41. Does the text placed in the <TITLE> and <H1> </H1> tags
describe the information provided on that page?

Proprietary tags and formats
42a. Have proprietary HTML tags such as <animate> been
avoided?

42b. Have proprietary formats been used only when the audience
is known to have easy access to software able to read the format?

43. Have horizontal rules been used one at a time and only to

Pg 82




TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

logically divide unrelated sections of a single page?

File management
44a. Have unlinked Webpages been deleted from the live
Webserver?

44b. Has working-draft content been deleted from publicly
accessible files or portals?

45. Is FOUO information or information sensitive by aggregation
posted to a Website that, at a minimum, uses Secure Sockets
Layer (SSL) for transmission control and Public Key Infrastructure
(PKI) at the software or hardware level for access control?
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OPSEC / Security Review Checklist

IAW Appendix C-4e, AR 25-1, and AR 530-1. The key-management-controls checklist in Appendix C of AR 25-1 is mandated by
AR 25-1 as the minimum review. The following checklist is more in-depth and tailored to OPSEC and security reviewers.
(However, there is no DoD or Army mandate for following this list; it is provided as a reviewer’s aid.) Suggested use is for either

pre- or post-dissemination content reviews.

The OPSEC / security reviewer should screen for not just OPSEC indicators but for critical information, sensitive information,
controlled unclassified information (CUI), For Official Use Only (FOUQ) information, national-security information, and personally

identifying information (PII).

Name of Reviewer

Date of Review

URL / Proposed URL

Organization Webmaster Name / Email Address /
Phone Number

Department / Organization Name

Content Provider Name / Email Address / Phone
Number OR Organization Website Coordinator
Name / Email Address / Phone Number

Issue / Concern (reviewer may wish to add comments in the
blocks along with the issue / concern)

Ye

No N/
A

Policy Notes / Comments

Website purpose, organization mission, organization
structure:

la. Does the Website contain a clearly defined purpose statement
that supports the organization’s mission?

1b. Has this purpose statement been reviewed for OPSEC
indicators and sensitive information?

1c. Is the purpose statement linked with a Website plan that is
publicly available on the organization’s Website?

1d. Has the Website plan that is/will be posted on the
organization’s Website been reviewed for OPSEC indicators and
sensitive information?

le. Does the Website include its mission statement?

1f. Has the mission statement been reviewed for OPSEC indicators
and sensitive information?

1g. Does the Website include an outline of the organization’s
structure?

1h. Does the organization structural description avoid including
FOUO information?

AR 25-1, Paragraph C-4e, question (26).

Each Website must have a clearly
defined purpose statement and Website
plan that supports the organization’s

mission. (See Paragraph 2.1, Part II,
DoD Web policy, and Paragraph 8-1c,

DA PAM 25-1-1.) The Website plan is to
be documented (see Paragraph 8-1c(4),
DA PAM 25-1-1) along with the

organization’s continuity-of-operations
plan (COOP), which must comply with

Paragraph 6-1b, AR 25-1. Organizations
must consult SMEs as to the markings

on their Website purpose statements
and plans, as they may require FOUO
marking; if so, revisions will be needed

for a version to be posted in the public
domain.

1i. Does the publicly available Website plan address Webmaster /
portal administrator contact information?

1j. Is the contact information generic rather than by-name
(revealing PII)?

At minimum, this must include the
Webmaster’s / portal administrator's

generic email address for users to
request information or to direct
guestions, comments or suggestions for
that organization, IAW Paragraph 5-
5b(3), TR 25-1. Organizations will use
organizational designation / title and
generic position email addresses, such
as office@organization.mil, IAW ASD-
C3l memorandum, “Removal of
Personally Identifying Information of DoD
Personnel from Unclassified Websites,”
Dec. 28, 2001, and TRADOC Command
Guidance: Noble Eagle #02-019,
“Personal Data on Unclassified
Websites,” March 13, 2002.
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1k. Does the publicly available Website plan address procedures
that explain posting of information and review of the site for content
and format?

11. Has this explanation been reviewed for OPSEC indicators and
sensitive information?

See Paragraph 8-1c(3), DA PAM 25-1-1.

1m. Does the publicly available Website plan address contingency
and continuity of operations, describing what the organization will
do with its Website during disasters or emergencies, and what
important information and services will be provided to the public?

1n. Has the Website COOP on the Web been reviewed for OPSEC
indicators and sensitive information?

See Paragraph 5-5b(3), TR 25-1;
Paragraph 8-1c(4), DA PAM 25-1-1; and
Paragraph 6-1b, AR 25-1.

2a. Does the Website include from its homepage a description (or
a link to the description from the homepage) of the organization’s
mission and the organization’s structure?

2b. Does this description exclude names of personnel?

See Paragraph 5-5b(2), TR 25-1, and
Paragraph 8-2f(2), DA PAM 25-1-1.

Names of personnel in an organization
chart or section chart becomes a list of
personnel names, which is prohibited.

Required notices:

3a. Are users of each publicly accessible Website provided with a
privacy and security notice prominently displayed or announced on
at least the first page of all major sections of each Web information
service (WIS)?

3b. Has the privacy/security notice been reviewed for OPSEC
indicators and sensitive information?

AR 25-1, Paragraph C-4e, question (27).

A WIS is a major division of content on a
domain. Each WIS must contain on its
first page / homepage the text, or a link
to the text, of an approved privacy policy.

4a. Has the organization Website included a hyperlinks policy /
notice?

4b. Has this notice been reviewed for OPSEC indicators and
sensitive information?

If organizations use external links, they
must 1) establish objective and
supportable criteria or guidelines for how
they select and maintain their links to
non-Army Websites, and they must 2)
post these criteria, along with an
explanation of their process for linking to
these sites, on their publicly accessible
Website.

Required Webpages:
5a. Does the Website include an “Important Notices” page?

5b. Has the “Important Notices” page been reviewed for OPSEC
indicators and sensitive information?

The “Important Notices” page describes
principle policies and other important
notices that govern the Website,
especially those mandated by law. (See
Paragraph 8-2f(2)(k), DA PAM 25-1-1.)

6a. Does the Website contain a Webpage, or link to a Webpage,
labeled “Contact Us” or “Contact [organization name]"?

6b. Has the “Contact Us” page been reviewed for OPSEC
indicators and sensitive information?

6c¢. Is the contact information provided generic in nature, rather
than providing PII?

6d. Does the contact Webpage include a means to communicate
via email (organizational email address or Web-based contact
form)?

Each Website must post a “Contact Us”
page and provide links to it from the
homepage and every major point of
entry on the Website, IAW Paragraph 8-
2f, DA PAM 25-1-1. Contact information
will be generic.

The means to communicate via email
will not be a by-name email address. If a
Web-based contact form is employed, if
Pll is gathered, either a PAS or PA is
required. See Paragraph 11.2, Part I,
DoD Web policy.

7a. Does the Website contain a Webpage labeled “About Us” or
“About [organization name]’?

7b. Has the “About Us” page been reviewed for OPSEC indicators
and sensitive information?

If the site is a main-entry-point Website,
such as an organizational homepage, it
must contain a Webpage labeled “About
Us” or “About [organization name].”
Paragraph 8-2f(2), DA PAM 25-1-1.
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7c. Does the “About Us” page include contact information, which
may include generic email addresses, office phone number, office
name, or an individual’s title (no by-name email addresses or
personal names)?

8a. Does the Website contain a sitemap or subject index that gives
an overview of the site’s major content categories?

8b. Has the sitemap or subject index been reviewed for OPSEC
indicators and sensitive information?

IAW Paragraph 8-2f(2), DA PAM 25-1-1.

9a. Does the Website contain a “common questions” / FAQ page
that provides basic answers to questions the organization receives
most often?

9b. Has the “common questions”/FAQ page been reviewed for
OPSEC indicators and sensitive information?

IAW Paragraph 8-2f(2)(g), DA PAM 25-
1-1.

10a. Does the Website include a “Help” page that outlines major
proposed and implemented changes to the Website?

10b. Has the “Help” page been reviewed for OPSEC indicators and
sensitive information?

IAW Paragraph 8-3b(10), DA PAM 25-1-
1.

Aggregation — pre-dissemination

11a. Has the OPSEC reviewer discussed with the content provider
the form in which the proposed Web content will be distributed, the
susceptibility of the information to data-mining, and the likelihood
that the information could directly lead to the discovery and
dissemination of knowledge that is otherwise controlled (e.g.,
classified information or FOUO information)?

11b. Does the reviewer's risk assessment consider the increased
sensitivity of the organization’s proposed information added to its
already posted information, as well as to related information (even
if not FOUOQ), if electronically aggregated in significant volume?

Operational information:
12a. Is operational information purged from publicly accessible
Websites? I.e.:

12b. Have analysis, plans, or recommendations concerning
lessons-learned which would reveal sensitive military operations,
exercises, vulnerabilities, or state of unit readiness been identified
and prohibited / removed from being posted?

Includes OPORDs, OPLANs, CONOPs, SOPs, TTP, Army
lessons-learned, AARs, planning guidance, detailed budget
reports, inventory reports, detailed unit organization, detailed
mission statement, specific unit phone/fax numbers (secure and
unsecured), Time-Phase Force Deployment Data (TPFDD),
operations schedules, logistics-support requirements, logistical
posture, force apportionment, force allocation, unit bed-down
information, unit augmentation, force synchronization, counter-
terrorism measures, ISR capabilities and resources available to
support the commander, vulnerabilities to exploitation or
destruction of friendly ISR capabilities, C4l architecture and
capabilities, weapons movements, mobilization information,
communications methods, specific courses of action (CoAs) that
forces are planning or cannot undertake/execute, command
arrangements for executing CoAs, command-post locations and
vulnerabilities, communications limitations, speed of deployment /
redeployment of ground and air forces, ground/air/sea lines of
communication (LOCs), locations of storage depots/ports/airfields,
vulnerabilities to interdiction of the LOCs, critical item shortages (in
all supply classes), limitations to resupply capability, vulnerabilities
of defensive dispositions, vulnerabilities of sensors and other
capabilities to detect attack, vulnerabilities to attack, vulnerabilities
in protection or security forces or security plans.

AR 25-1, Paragraph C-4e, question (32).

IAW Paragraphs 3.5.3.1, Part Il, 3.5.3.2,
Part I, and 2.1, Part V, in the DoD Web
policy, military plans, operations and
exercises may be FOUO, and can also
be categorized as “sensitive” (AR 530-1)
or “critical” (AR 380-5) information. See
AR 530-1, Chapter 5 of AR 380-5,
Paragraph 2, Part V, in the DoD Web
policy, and memorandum from the
Deputy Secretary of Defense,
“Information Vulnerability and the
Worldwide Web,” Sept. 24, 1998. See
annexes for more examples of critical,
sensitive, CUI, and FOUO information.
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12c. Has unclassified information that would reveal “sensitive
movements of military assets or the location of units, installations
or personnel where uncertainty regarding location is an element of
the security of a military plan or program” been identified and
prohibited / removed from being posted?

Includes forces earmarked for possible CoAs, specific current
force/unit locations, specific projected force/unit locations and
alternate force/unit locations, current or future locations of unit
commanders, current or future command-post locations,
communications site locations, specific locations of exercises and
operations and specific locations of forces participating in those
exercises/operations, contents of Army Prepositioned Stocks
(APS) and significant restructuring of APS, levels of supplies
available for immediate support, pre-positioned supply sites, period
of combat sustainment with those supplies, demand level for Class
IX items, locations of ISR capabilities, ongoing ISR operations and
their goals.

AR 25-1, Paragraph C-4e, question (32).

IAW Paragraphs 3.5.3.1, Part I, 3.5.3.2,
Part I, and 2.1, Part V, in the DoD Web
policy, military plans, operations and
exercises may be FOUO, and can also
be categorized as “sensitive” (AR 530-1)
or “critical” (AR 380-5) information. See
AR 530-1, Chapter 5 of AR 380-5,
Paragraph 2, Part V, in the DoD Web
policy, and memorandum from the
Deputy Secretary of Defense,
“Information Vulnerability and the
Worldwide Web,” Sept. 24, 1998. The
examples listed here are all “critical”
information. See appendices for more
examples of critical, sensitive, CUI, and
FOUO information.

12d. Has personal information about U.S. citizens, DoD
employees, and military personnel been identified and prohibited /
removed from being posted?

PIl includes, but is not limited to: name, date of birth, place of birth,
age, home address, race, email address containing personal
name, Social security number, marital status, names/locations/any
other identifying information about family members of DoD
employees or military personnel (including family-member
information within permitted biographies), biographies of people
who are not official/designated command spokespersons,
photographs of personnel, description of personnel, personal daily
or travel schedules, military rank, civilian grade, official title,
salary/pay information, telephone numbers other than numbers of
duty offices, medical information, mother's maiden name, biometric
records, rosters/lists of names, directories (including telephone
directories) with names, charts with names, unit recall rosters,
detailed duty rosters with names.

AR 25-1, Paragraph C-4e, question (32).

A number of documents identify PlI,
which has been called both FOUO and
“sensitive,” and is prohibited on the
publicly accessible Web unless for an
official, designated command
spokesperson and/or a GO or SES. (And
in those cases, their marital status and
family-member information is prohibited.)
References are: Enclosure 2, DoDD
5400.11; OMB M-07-16; OSD
memorandum, “Withholding of
Personally Identifying Information Under
the Freedom of Information Act (FOIA),”
Nov. 9, 2001; memorandum from the
ASD-C3I, “Removal of Personally
Identifying Information of DoD Personnel
from Unclassified Websites,” Dec. 28,
2001; Part Il and Paragraph 2.2, Part V,
DoD Web policy; memorandum from the
DEPSECDEF, “Information Vulnerability
and the Worldwide Web,” Sept. 24,
1998; key management control list,
Appendix C, AR 25-1; TRADOC
Command Guidance: Noble Eagle #02-
019, “Personal Data on Unclassified
Websites,” March 13, 2002; Army Web
content and OPSEC training module,
https://iatraining.us.army.mil. See
Appendix G listing examples of FOUO
information for more details.

12e. Has technological data been identified and prohibited /
removed from being posted?

Includes weapon schematics, electronic wire diagrams, frequency-
spectrum data, weapons-systems development schedules (dates,
times, locations), emerging technologies applicable to new
weapons systems, computer software used in weapons-systems
development / testing / evaluation, specific characteristics and
capabilities of weapons and electronic systems available to
coalition forces (and doctrine for using various weapons), new
weapons that are available or are being employed, vulnerabilities
and limitations in friendly weapons and weapons systems, location
of unclassified computer databases used by the RDT&E
community, specific contract criteria stated in a classified contract,
identification of special-access elements within a contract or
program, specific program protection plan (PPP) implementation
methods.

AR 25-1, Paragraph C-4e, question (32).

These categories are, at minimum,
FOUO or sensitive information, or may
refer to classified information, become
classified by compilation, or be national-
security information. OPSEC and
security reviewers must review official
information intended for public release
pertaining to military matters, national-
security issues, or subjects of significant
concern to DoD, IAW DoDD 5230.9 and
DoDI 5230.29. This includes information
regarding military operational plans.
Special attention must be given to
unclassified information pertaining to
classified programs. Reviewers must
consider if there is a likelihood of
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classification by compilation. Most
categories in DoDI 5230.29 are
releasable only by the Office of the
Secretary of Defense; see Chapter 5, AR
360-1.

13a. Are OPSEC tip-off indicators purged from the organization’s
publicly accessible Website? I.e.:

13b. Are administrative tip-off indicators purged from the Website,
such as personnel travel (personal and official business);
attendance at planning conferences; commercial-support contracts;
and FOUO?

AR 25-1, Paragraph C-4e, question (33).

See Appendix H for more examples of
OPSEC indicators.

13c. Have operations, plans and training tip-off indicators been
purged from the Website, such as (may overlap with categories in
Q12) operational orders and plans; mission-specific training; critical
maintenance, exercise and simulations activity; exercise,
deployment or training schedules; unit relocation/deployment;
inspection results, findings and deficiencies; and unit vulnerabilities
or weaknesses?

AR 25-1, Paragraph C-4e, question (33).

See appendices for more examples of
OPSEC indicators, as well as more
examples of critical, sensitive, CUI, and
FOUO information.

13d. Have communication tip-off indicators been purged from the
Website, such as spectrum emissions and associated
documentation; changes in activity or communications patterns;
increased use of Internet and/or e-mail by unit personnel, such as
special Webpages posted by unit personnel and/or more email
traffic for personal or official business; availability of secure
communications; hypertext links with other agencies or units;
family-support plans; and unofficial use of Instant Messenger, chat
forums or bulletin board postings/messages between Soldiers and
family members?

AR 25-1, Paragraph C-4e, question (33).

See appendices for more examples of
OPSEC indicators, as well as more
examples of critical, sensitive, CUI, and
FOUO information.

13e. Have logistics/maintenance tip-off indicators been purged
from the Website, such as supply and equipment orders/deliveries;
transportation plans; mapping, imagery and special documentation
support; maintenance and logistics requirements; and receipt or
installation of special equipment?

AR 25-1, Paragraph C-4e, question (33).

See appendices for more examples of
OPSEC indicators, as well as more
examples of critical, sensitive, CUI and
FOUO information.

Keyword search:

14. Has the Website reviewer performed a keyword search for any
of the following documents and subsequently removed sensitive
personal or unit information from publicly accessible Websites?

Deployment schedules

Duty rosters

Exercise plans

Contingency plans

Training schedules

Inspection results, findings and deficiencies
Biographies

Family support activities

Phone directories

Lists of personnel

AR 25-1, Paragraph C-4e, question (34).

OPSEC assessment IAW OPSEC methodology:

15a. Has the OPSEC reviewer performed the five-step OPSEC
assessment in identifying, analyzing and protecting critical
information? (Critical information is information about friendly
activities, intentions, capabilities or limitations that an adversary
needs to gain a military, political, diplomatic or technological
advantage.)

15b. Has the OPSEC reviewer examined the information for the
presence of any information requiring protection or other

Per DA policy, OPSEC/security
reviewers are to conduct quarterly
reviews of their organization’s Website
for possible critical or sensitive
information already posted. The
minimum review will include Website
management control checklist items in
AR 25-1, Appendix C. However, AR 25-
2, Paragraph 4-20g(11), requires
OPSEC and PAO review before
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information qualifying as exempt from public release?

15c. Has the OPSEC reviewer screened proposed content for PII?
Aggregation of names across pages must specifically be
considered; name data can be compiled easily using simple Web
searches.

15d. Has the OPSEC reviewer screened proposed content for
critical or sensitive information that has already been compromised
(as this provides further unnecessary exposure of the
compromised information and may serve to validate it)?

information is disseminated. IAW AR
530-1, this assessment is to be
accomplished IAW OPSEC
methodology. This part of the checklist is
to aid OPSEC reviewers in their
assessments IAW AR 530-1.

15e. Has the OPSEC reviewer assessed the risk on any FOUO
information proposed for release?

Includes proprietary information; test and evaluation information;
technical information; information that would facilitate
circumvention of DoD, component, or command policies, rules,
regulations, or other significant guidance (for example, orders,
manuals, instructions, or security classification guides);
unclassified information that requires special handling; documents
or information protected by a copyright; draft publications such as
policies and regulations; and movement and readiness data.

Normally, posting FOUO information on
the publicly accessible Web is
prohibited. (See DoD Web policy.)
FOUO may not be released to the public
without undergoing a FOIA and SJA
review, as well as OPSEC and PAO
review. The OPSEC reviewer will not
assume that records without FOUO
markings do not contain FOUO
information. Special attention must also
be given to the increased sensitivity of
information, even if not FOUO, if it can
be electronically aggregated in
significant volume. See Appendix G for
more examples of FOUO information.

15f. Are requested exceptions to policy accompanied by a formal
risk assessment required to assess the value of the information,
the threat to the DoD Webserver environment and the information
contained thereon, and the countermeasures employed by the DoD
Webserver environment?

Exceptions to policy can be submitted to
PAO for approval to publicly release, but
the request for exception must be
accompanied by a strong justification
and a formal risk assessment from the
OPSEC reviewer. In cases where the
content is a risk to persons and not to a
DoD Webserver, the risk assessment will
focus on the value of the information.

15g. Has the OPSEC reviewer reviewed both single photographs
and collections of images to screen photographs displaying critical
or sensitive information?

--Review single photographs, especially photos depicting the
subjects including, but not limited to, the sensitive-photo listing in
Appendix .

--Review other images such as detailed maps and detailed
organizational charts.

--Review directories or collections of photographs for risk in the
aggregate.

--Review the organization’s multimedia / VI products for any still
photography of prohibited subjects.

Beware of backgrounds, which may
seem innocuous, on photos; good photo-
editing software can magnify the
background information enough to where
an adversary can learn information from
background walls, easels, computer
screens, etc. See Appendix | listing
examples of sensitive information for
photo subjects that DoD and Army
leaders have deemed sensitive.

Collections / directories of photographs
that could display critical or sensitive
information upon aggregation should be
secured in a private Website.

Management

16. Has the organization supplemented DoDD 5205.02 (Paragraph
5.3.3) and DoD 5205.02-M (Enclosure 5), and issued procedures
for a formal review of content for critical information, sensitivity,
sensitivity in the aggregate, determination of appropriate audience,
and distribution and release controls when releasing information?

Appendix 1 to Enclosure 3, DoD-M
5205.02-M, DoD Operations Security
(OPSEC) Program Manual.

Security reviewer

17. Has the security reviewer reviewed specifically for classified
information?

Classified information includes official
information regarding the national
security that has been designated top
secret, secret, or confidential IAW EO
12356. Classifications are: confidential,
if the information could reasonably be
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expected to cause damage to the
national security if unauthorized
disclosure occurs; secret, if the
information would cause serious damage
to the national security, and top secret, if
the information would cause
exceptionally grave damage.

18. Has the security reviewer assessed whether unclassified
information pertaining to classified programs may become
classified by compilation?

The security review should consider the
likelihood of the information, if compiled
or aggregated with other information
likely to be posted on publicly accessible
Websites, revealing an additional
association or relationship that meets the
standards for classification under DoD
5200.1-R.

19. Has the security reviewer used advanced search engines (e.g.,
high-end natural-language-based systems optimized for English
syntax analysis) and other automated means to help assess
whether the likelihood of information already on the public Web will
cause the proposed information to become classified by
compilation?

20. Has the security reviewer provided an assessment or a
statement that none of the content is classified or classified by
compilation?

21. Has the security reviewer reviewed proposed content for
national-security information IAW AR 380-5 and as listed in DoDI
5230.29?

National-security information pertains to
military matters, national-security issues,
or subjects of significant concern to DoD.
The term “national security information”
encompasses classified information but
also includes CUI, which includes FOUO
and “sensitive but unclassified”
information, IAW 380-5. National-
security information includes military
plans, weapons systems or operations;
foreign-government information;
intelligence activities (including special
activities), intelligence sources or
methods, or cryptology; foreign relations
or foreign activities of the United States,
including confidential sources; scientific,
technological, or economic matters
relating to the national security; U.S.
government programs for safeguarding
nuclear materials or facilities; or
vulnerabilities or capabilities of systems,
installations, projects, or plans relating to
the national security.

See appendices for more examples of
critical, sensitive, CUI, and FOUO
information.

22. If national-security information is present, has the security
reviewer advised the content provider that this information must be
cleared by HQ DA and OSD, and thus forwarded to Army OCPA
through TRADOC PAO?
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Legal Counsel’s Review Checklist
Use this checklist to check compliance with federal, DoD, Army, and TRADOC publicly accessible Web policies.

Name of Reviewer Date of Review

URL of Webpage Reviewed Organization Webmaster Name / Email Address /
Phone Number

Department / Organization Name Content Provider Name / Email Address / Phone
Number OR Organization Website Coordinator
Name / Email Address / Phone Number

Issue / Concern Ye N N/ Notes / Comments

s o} A
Pre-dissemination issues: PAO, in determining whether to release
la. Has content been reviewed by legal counsel if there appear to information to the public, needs legal
be copyright, trademark, conflict-of-interest, or other ethical issues counsel’s review if the content proposed
in the proposed content? for posting may have copyrighted or

trademarked material, may present
conflict-of-interest issues, or may have
other ethical issues.

1b. If so, does the submission request to PAO include a summary
of the legal counsel’s opinion or a statement from counsel that
there are no legal issues in this content?

2a. Has legal counsel advised the organization on use of See Paragraphs 2.3 and 3.5.5, Part I,
copyrighted material? DoD Web policy.

2b. Has legal counsel ensured that the organization has obtained
the copyright owner’s written permission if the organization
proposes to use copyrighted information?

2c. Has legal counsel ensured that the organization has
established a procedure with the original content owner for
updating any information and for periodically verifying its
releasability, currency, and accuracy?

3a. Has content been reviewed by legal counsel if an organization IAW Paragraph 1-5c(3)(e), AR 530-1.
is requesting to post FOUO information as an exception to policy?
3b. If so, does the submission request for content review include
the legal counsel’s opinion?

4. If the organization plans to use frames to link to external sites, IAW Paragraph 7.1.5, Part Il, DoD Web
has the organization consulted legal counsel concerning trademark policy.
and copyright issues before establishing such links?

Post-dissemination issues: U.S. government works are not eligible for
5. If a copyright notice is present on an organization’s Webpages, copyright protection.
has legal counsel advised organizations remove it?

6a. If an organization has republished a copyrighted news story, There are several strictures on
has legal counsel queried whether the organization has written copyrighted material: organizations must
approval from the news source? obtain written approval before using

copyrighted material; the materials must
relate to the organization’s mission; and

6b. If the organization has not obtained written approval, has legal
counsel advised the organization to remove the story from its

Website? there must be an established procedure

. . s N for updating and verifying the copyrighted
6c. Has legal counsel advised the organization about “fair use”? information. See Paragraphs 2.3 and
6d. Has legal counsel advised the organization that it may link to 3.5.5, Part Il, DoD Web policy.

the original news source if it includes the prescribed DoD external-
links disclaimer?
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7. Has content been reviewed by legal counsel if the organization
plans to post the content in an AKO unrestricted-content area?

IAW Paragraph 2-3a(15), AR 530-1, and
Paragraph 6-7c(3), AR 25-1.

Multimedia / VI-specific issues:
8a. Has legal counsel reviewed multimedia / VI productions and
ensured that there are no legal encumbrances?

8b. Has legal counsel ensured that the organization has obtained
all required releases for the production?
8c. Has legal counsel ensured that the contractor has assigned all
interest in the work to the government?

IAW Paragraphs 7-10b(4)i, 7-10b(4)k, 7-
10b(4)l, AR 25-1.

logos) to direct users to non-Army software download sites?

9. Does the Website use only text or hyperlinked text (no graphics /

IAW Paragraph 8-1k, DA PAM 25-1-1.
This is an endorsement / conflict-of-
interest issue; IAW the JER, conflicts of
interest include product endorsements or
preferential treatment of any private
organization or individual — these are
prohibited on a DoD Website.

Political issues:
10a. Does the Website avoid making links to a political campaign,
committee, or lobby?

(CE) on-line newspaper if the newspaper includes paid political
advertisements or advertisements that advocate a particular
position on a political issue?

10b. Does the Website avoid linking to the post’s civilian-enterprise

IAW Paragraph 8-2b(2), DA PAM 25-1-1.
IAW Paragraph 3-4e(1), AR 360-1,
personnel acting in their official capacity
may not engage in activities that
associate DoD with any partisan political
campaign or election, candidate, cause or
issue.

See Paragraph 3-4e(5), AR 360-1.

10c. Does the post’s on-line CE newspaper avoid carrying paid
political advertisements or advertisements that advocate a
particular position on a political issue?

10d. Does the on-line CE newspaper avoid conducting or
publishing any polls, surveys, or straw votes relating to political
campaigns, elections, candidates, causes or issues?

IAW Paragraphs 3-4e(5) and 3-4e(6), AR
360-1.

Pg 92




TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

Quality of Information (QI) Review Checklist

Use this checklist to prompt reviewers to check content for compliance to QI standards established by law or best practice.
Checklist can be used in either pre-dissemination or post-dissemination reviews.

Name of Reviewer

Date of Review

URL of Webpage Reviewed

Organization Webmaster Name / Email Address /
Phone Number

Department / Organization Name

Content Provider Name / Email Address / Phone
Number OR Organization Website Coordinator
Name / Email Address / Phone Number

Issue / Concern

Ye

Notes / Comments

reliability) IAW QI standards?

1b. Has content been reviewed for utility (timeliness, relevance,
Section 508 compliance) IAW QI standards?

1c. Has content been reviewed for integrity (secure, protected on
server) |AW QI standards?

la. Has content been reviewed for objectivity (neutrality, accuracy,

“Objectivity” is in two parts: 1) whether the
information itself, as a matter of
substance, is accurate, reliable, and
unbiased, and 2) on if its presentation is
accurate, clear, complete, and unbiased.

“Utility” refers to the usefulness of the
information to intended users, including
the general public .

“Integrity” concerns information assurance
(IA), as the standard refers to the
protection of information from
unauthorized access or revision to ensure
that the information is not compromised
through corruption or falsification.

2a. Has scientific, technical, or financial information undergone a
security review?

2b. Has scientific, technical, or financial information undergone a
peer review?

it undergone an advanced-level review and able to meet the
standard of “substantially reproducible”?

2c. If scientific, technical, or financial information is “influential,” has

journalistic quality?

3. Have images (e.g., photographs, graphic arts) been reviewed for

other accessibility / usability concerns?

4. Has the content been reviewed for Section 508 compliance and

5b. Does the content avoid including anything of questionable
value to the general public, such as facetious humor, which is
subject to possible misunderstanding or misinterpretation?

5c. Has the information been copy-edited and spell-checked?
5d. Does the homepage content avoid including abbreviations?

first.

5a. Does the content adhere to published DoD and Army policies?

Abbreviations may be used on other pages if words are spelled out

6. Does the submission to PAO requesting clearance to post
include a summary of what QI review(s) have been performed?
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Checklist for Public Affairs Reviewers

See Paragraph C-4e, Appendix C, AR 25-1, for checklist of all key management controls as well as Paragraph 6-7, AR 25-1. This
checklist covers required content on DoD / Army / TRADOC Websites, as well as content prohibited on DoD / Army / TRADOC
Websites. PAO reviewers should review the other reviewers’ checklists as well as use the following one tailored for PAOs. (Note:
The following checklist should be used in lieu of one prepared and disseminated by TRADOC PAO early in 2006.)

This checklist is suggested for use by organization leaders, Webmasters, and Public Affairs officers to determine if Websites and
Webpages meet DoD, Army, and TRADOC content policies, either pre- or post-dissemination of information; the completed
checklist can also be sent to TRADOC PAO as a pre-dissemination approval / clearance tool when an organization is establishing a
new Website or making major changes to an existing one.

If the latter, send to TRADOC PAOQO’s content-review email address, monr.contentreview@monroe.army.mil, or to TRADOC PAO’s
generic email address, tradocpao@monroe.army.mil. PAO reviewers review and approve for release any new content to be posted
on an organization’s corporate Website and to AKO areas accessible to all account types. PAO new-content review will be
conducted for 1) establishments of new Websites, 2) new Webpages or documents, and for 3) major updates of Websites. PAO
reviewers will also conduct quarterly reviews of updated content after the content has been posted.

Name of Reviewer Date of Review

URL / Proposed URL Organization Webmaster Name / Email Address /
Phone Number

Department / Organization Name Content Provider Name / Email Address / Phone
Number OR Organization Website Coordinator
Name / Email Address / Phone Number

Check One: Target Date for Information to be Posted
New Website [ ] Site Major Change [ ] New page [ ] Page
Revision [ ]

Summarize New Content or Changes Here:

Issue / Concern (reviewer may wish to add comments in the Ye No N/ | Notes / Comments
blocks along with the issue / concern) s A

Pre-dissemination review checks and procedures

la. Has the content provider / Website coordinator been advised at Paragraphs 5-3c(1), 5-3c(2), 6-6b, 6-7b,
what level that review and clearance of content can be made? and 6-9a, AR 360-1.

1b. Has any information that must be cleared by HQ DA, OSD, or Paragraphs 2-2c(2) and 2-2¢(3), AR
OSR been submitted to the proper clearance authority? 360-1.

1c. Has the organization included a recommendation on the DoDI 5230.29. See Paragraphs 6-1c and
releasability of any information submitted to OSR? 6-7b, AR 360-1.

1d. Has any military-intelligence and security-related information, Paragraph 5-3c(5), AR 360-1.

photographs, video, and audiotapes been reviewed and authorized
for release by INSCOM?
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le. Has any operational information pertaining to Special
Operations Forces (SOFs) been reviewed and authorized for
release by USASOC?

Paragraph 5-3c(6), AR 360-1.

1f. Have reviews by all appropriate command / CoE experts been
performed (e.g., OPSEC, legal, QI)?

Paragraph 5-4a, AR 360-1.

1g. Is the content of value to the general public?

1h. Is there a valid mission need to disseminate it?

Refer any information not designed for
reaching the public at large (i.e., is of
value to Army personnel only) for
placement in the organization’s portal,
on restricted areas within the portal, or
on AKO knowledge centers /
communities of practice, AKO team
sites, TKE, or BCKS, as appropriate.

1i. Has the head of the organization, or his / her authorized
representative, approved the defined purpose and general content
of his / her organizational Website?

Paragraph 8-2g, DA PAM 25-1-1.

Personally identifiable information (PII)

2a. Does any of the proposed content contain PII?

2b. Do organizational directories list organizational titles and
generic email addresses rather than names of individuals and by-
name email addresses?

See Paragraph 6-7c(4)(i), AR 25-1;
“Memorandum from ASD-C3I, “Removal
of Personally Identifying Information of
DoD Personnel from Unclassified
Websites,” Dec. 28, 2001; and TRADOC
Command Guidance: Noble Eagle #02-
019, “Personal Data on Unclassified
Websites,” March 13, 2002.

2c. Has a biography been submitted for posting?

2d. If so, is it that of an official, designated command
spokesperson and / or any GO or SES?

2e. Do permitted biographies exclude personal email address,
home address, home telephone number, Social Security number,
date of birth, or reference to family members?

IAW AR 25-55, Paragraph 3-200, under
exemption No. 6, “By DoD policy, the
names of general officers (or civilian
equivalent) or [PAOs] may be released
at any time.” Family-member information
is prohibited PII.

2f. Do all documents containing individual names (excepting official
command spokespersons) include an application for exception to
policy (with strong justification)?

2g. Do requests for persons to be designated as official command
spokespersons (thereby permitting their biographies) include
strong justification?

2h. If session cookies are used on this Website to collect Pll about
Web visitors, is there a Privacy Advisory (PA) or Privacy Act
Statement (PAS)?

See Paragraph 11.2, Part Il, DoD Web
policy.

Duplication of information

3a. Does the organization wish to re-post / duplicate information
found on another federal site?

3b. If so, has the organization compellingly justified its reasons in
writing as part of the pre-dissemination content-review process?

3c. Are the organization’s reasons for performance, security, or
other mission-related reasons?

3d. Will Army regulations, publications, forms, or other Army-wide
publications be linked to on the Army Publishing Directorate site

IAW DoD Web policy, the organization’s
Web content should be limited to only
information for which it is responsible.
The organization should provide links to
documents that other organizations
originate, rather than re-post / duplicate
documents on the local Webserver.
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rather than duplicated locally?

3e. Has the owner of the original content given written permission
to replicate the information?

3f. Is a copy of this written permission included in the request for
content review?

Copyrighted material

4a. Has express written permission from the copyright owner been
obtained for proposed content that is copyrighted?

4b. Has the organization established a procedure with the
copyright owner for updating / periodically verifying the
information?

IAW DoD Web policy.

4c. Has the organization wishing to post copyrighted information
consulted legal counsel?

4d. Has a copy of legal counsel’s opinion been included as part of
the content-review submission request?

Official imagery
5. Does official DoD imagery conform to DoDD 5040.5?

On-line civilian-enterprise (CE) post newspapers

6a. Has the content of on-line CE newspapers been specifically
reviewed for endorsement issues, including Soldiers appearing in
uniform in commercial advertising or actors / models posing as
Soldiers in uniform?

6b. Do Army-funded newspapers and editorial content of CE
publications comply with DA PAM 25-1-1, 8-2h?

Models cannot wear “distinctive” parts of
uniform while portraying Soldiers. See
Paragraph 3-2, AR 360-1; Paragraph 3-
209, JER; Paragraph 1-4d and
Paragraph 1-12, AR 670-1; Paragraph
(f), 10 USC 772.

FOUO

7. If the organization proposes to post FOUO as an exception to
policy, has the organization consulted legal counsel as well as a
certified OPSEC officer IAW AR 530-1?

The organization should submit strong
justification and the organizational
OPSEC officer’s risk assessment to legal
counsel as well as to PAO.

Forms and publications

8a. Does the Website provide easy access to on-line customer
services and forms?

8b. Are the services and forms applicable to the general public?

8c. Is access to the services and forms displayed as prominently
as possible?

8d. Are the services and forms based on an analysis of customer
needs?

8e. Have the most frequently requested publications been placed
in a portal?

IAW AR 25-1 and DA PAM 25-1-1.

Website purpose, Website plan, organization mission, organization structure

9a. Does the Website contain a clearly defined purpose statement
that supports the organization’s mission?

Each Website must have a clearly
defined purpose statement and Website
plan that supports the organization’s
mission. (See Paragraph 2.1, Part Il,
DoD Web policy, and Paragraph 8-1c,
DA PAM 25-1-1.)

9b. Is the purpose statement backed by a Website plan that is
approved by the organization’s parent command or organization?

The Website plan is to be documented
(see Paragraph 8-1c(4), DA PAM 25-1-
1) along with the organization’s
continuity-of-operations plan (COOP),
which must comply with Paragraph 6-1b,
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9c. Is the Website plan publicly available on the organization’s
Website?

AR 25-1. Organizations must consult
SMEs as to the markings on their
Website purpose statements and plans,
as they may require FOUO marking; if
S0, revisions will be needed for a version
to be posted in the public domain.

9d. Does the publicly available Website plan address the Website’s
registration?

See Paragraphs 8-1c(1) and 8-1e, DA
PAM 25-1-1; and Paragraph 6-7¢(2), AR
25-1.

9e. Does the publicly available Website plan address Webmaster /
portal administrator contact information?

At minimum, this must include the
Webmaster’s / portal administrator's
generic email address for users to
request information or to direct
guestions, comments or suggestions for
that organization, IAW Paragraph 5-
5b(3), TR 25-1. Organizations will use
organizational designation / title and
generic position email addresses, such
as office@organization.mil, IAW ASD-
C3l memorandum, “Removal of
Personally Identifying Information of DoD
Personnel from Unclassified Websites,”
Dec. 28, 2001, and TRADOC Command
Guidance: Noble Eagle #02-019,
“Personal Data on Unclassified
Websites,” March 13, 2002.

9f. Does the publicly available Website plan address procedures
that explain posting of information and review of the site for content
and format?

See Paragraph 8-1c(3), DA PAM 25-1-1.

9g. Does the publicly available Website plan address contingency
and continuity of operations, describing what the organization will
do with its Website during disasters or emergencies, and what
important information and services will be provided to the public?

See Paragraph 5-5b(3), TR 25-1;
Paragraph 8-1c(4), DA PAM 25-1-1; and
Paragraph 6-1b, AR 25-1.

9h. Does the Website include from its homepage a description (or
a link to the description from the homepage) of the organization’s
mission and the organization’s structure (excluding names of
personnel)?

See Paragraph 5-5b(2), TR 25-1, and
Paragraph 8-2f(2), DA PAM 25-1-1.

Recommendation: Include purpose,
mission, and vision on the “About Us”
page (see “required pages” section
below), but address all requirements in
7a through 7h via content on or links
from the homepage.

Required notices: privacy notice

10a. Are users of each publicly accessible Website provided with a
privacy notice prominently displayed on at least the homepage and
first page of all major sections of each Web information service?

IAW Paragraph 6, Part Il, DoD Web
policy, all publicly accessible Websites
must have both a “human readable”
privacy policy and machine-readable
technology that automatically alerts
users about whether site privacy
practices match their personal privacy
preferences.

The privacy notice must be contained
within the content of the “Important
Notices” page; linking to the “Important
Notices” page from the homepage and
first page of all major sections of a
Website helps ensure compliance with
the privacy-notice requirement.

A Web information service (WIS) is a
major division of content on a domain
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such as www.tradoc.army.mil — each
major division, for instance, would be
represented by organizational Websites
such as PAO, G-6, Chaplains, G-1/4, G-
3/5/7, etc. Each WIS must contain on its
first page / homepage the text, or a link
to the text, of an approved privacy policy.

10b. Does the privacy policy describe how, in general, security is
maintained on the site, what specific information is collected, why it
is collected, and how it is used? (All information collected must be
described in this policy.)

Paragraph 6, Part Il, DoD Web policy.

10c. Is the link to the “human readable” version of the privacy
policy labeled “Privacy policy”?

Paragraph 6, Part Il, DoD Web policy.

10d. Does the privacy notice or link to the privacy notice avoid the
perception of danger (i.e., skull-and-crossbones logos or “warning”
graphics)?

Paragraph 6, Part I, DoD Web policy.

Required notices: external-links disclaimer

11a. If external links are present, does the Website contain a
“disclaimer for external links” notice or intermediate “exit notice”
page when a user clicks on a link to any unofficial Website?

11b. Is the disclaimer IAW Paragraph 7.2, Part Il, DoD Web policy,
and Paragraph 6-7c(7)(c), AR 25-1?: “The appearance of external
hyperlinks does not constitute endorsement by the U.S. Army of
this Website or the information, products, or services contained
therein. For other than authorized activities such as military
exchanges and MWR sites, the U.S. Army does not exercise any
editorial control over the information you may find at these
locations. Such links are provided consistent with the stated
purpose of this Website.”

An external link is a link to any site
outside the official DoD WIS — usually,
but not restricted to, the .mil domain. The
external-links disclaimer must be
displayed when an organization links to
an unofficial, “external” Website. The
disclaimer must appear on the page /
pages listing external links or through an
intermediate “exit notice” page
generated by the server. This standard
applies to links from an official DoD site
to any site other than an official DoD
Website, IAW Paragraphs 7.1.6, 7.1.7,
and 7.2, Part Il, DoD Web policy, and
Paragraph 6-7c(7)(c), AR 25-1.

Required notices: hyperlinks policy / notice

12. Has the organization included a hyperlinks policy / notice?

If organizations use external links, they
must 1) establish objective and
supportable criteria or guidelines for how
they select and maintain their links to
non-Army Websites, and they must 2)
post these criteria, along with an
explanation of their process for linking to
these sites, on their publicly accessible
Website. Organizations’ linking
procedures must explain why some links
are chosen and others are not. (See
Paragraph 8-1k, DA PAM 25-1-1, and
Paragraph 6-7c(7), AR 25-1.) USA.gov’'s
linking policy
(http://www.usa.gov/About/Linking_Polic
y.shtml) is recommended as an example
for developing Army public Website
linking policies.

External-links guidelines must consider
the information needs of mission-related
requirements and public-
communications and community-
relations objectives.

Section 508
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13. Do videos include transcripts or captioning for the hearing
impaired?

Army Websites must be accessible to
handicapped users IAW Section 508 of
the Rehabilitation Act. Transcripts for
videos, or captioning for the hearing
impaired, are required. Other Section
508 compliance requirements are listed
in the “required pages” section below.
Because all Army Websites must be in
compliance with Section 508 and must
provide a link to the organization’s
accessibility policy from the “Important
Notices” page (see Paragraph 8-3b(2),
DA PAM 25-1-1), all TRADOC
organizational Websites, not just HQ
TRADOC, should include an “Important
Notices” page.

Required Webpages: “Important Notices” page

14a. Does the Website include an “Important Notices” page?

A link to the “Important Notices” page
must be placed at the footer of every
Webpage as well as being clearly
accessible from the homepage. The
“Important Notices” page describes
principle policies and other important
notices that govern the Website,
especially those mandated by law. At a
minimum, this page includes the
requirements in 14c through 14f. (See
Paragraph 8-2f(2)(k), DA PAM 25-1-1.)

14b. Is it linked from the footer of every Webpage in the site, as
well as being accessible from the Website’s homepage?

Links to other Webpages containing this
information are acceptable (and in
several cases, are desirable to avoid
repetition, such as the content required
on the “Contact Us” page), as long as
the “Important Notices” page
consolidates the links for the content
required in 14c through 14f.

14c. Does the “Important Notices” page include the organization’s
privacy policy, including its cookie policy?

The cookie policy must state that the
Website does not use “persistent”
cookies or any other automated means
to track the activity of users over time
and across Websites.

The privacy policy must state how
security is maintained on the site, what
specific Pl is collected, why it is
collected, and how it is used. All
information collected must be described
in this notice. (See Paragraph 6, Part I,
DoD Web policy.)

See the DoD standard notice for the text.

14d. Does the “Important Notices” page include information on how
Website visitors may request information under the Freedom of
Information Act (FOIA)?

Website visitors must be advised how to
make FOIA requests. FOIA requests are
made to one central email:
FOIA@rmda.belvoir.army.mil.

14e. Does the “Important Notices” page include the organization’s
accessibility (Section 508) policy?

The Section 508 policy must be posted
on this page or be linked from it. Text will
advise Website visitors that it is the
Army’s policy that its Websites are
accessible to handicapped users IAW
Section 508 of the Rehabilitation Act;
describe the site’s compliance with
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Section 508; and inform visitors whom to
contact for a Section 508 complaint.
(Also see Paragraph 8-3, DA PAM 25-1-
1)

When the Website includes electronic
forms meant to be completed on-line, a
form must also be offered to allow
people using assistive technology to
access the information, field elements
and functionality required for completion
and submission of the form, including all
directions and cues.

14f. Does the “Important Notices” page include the organization’s
Quiality of Information (QI) guidelines?

The QI policy will advise Website
visitors, at minimum, that the
organization’s goal for its on-line
information is accuracy, objectivity, and
integrity, and that it undergoes technical,
supervisory, editorial, or legal review as
appropriate, based on the information’s
nature. Website visitors will also be
given the generic contact information for
the organization’s information-quality
POC.

Required Webpages: “Contact Us” page

15a. Does the Website contain a Webpage, or link to a Webpage,
labeled “Contact Us” or “Contact [organization name]"?

Each Website must post a “Contact Us”
page and provide links to it from the
homepage and every major point of
entry on the Website, IAW Paragraph 8-
2f, DA PAM 25-1-1. The page must be
labeled “Contact Us” or “Contact
[organization name]” and contact
information will be generic. Army policy
(see Paragraph 8-2f, DA PAM 25-1-1)
requires the specific items of content in
10c through 10j on the “Contact Us”
page.

15b. Is the “Contact Us” page linked from the organization’s
homepage and every major point of entry?

See Paragraph 8-2f, DA PAM 25-1-1.

15c. Is the contact information provided generic in nature, rather
than providing PII?

15d. Does the contact Webpage include the organization’s street
address, including addresses for any regional or local offices?

15e. Does the contact Webpage include office phone number(s),
including numbers for any regional or local offices?

15f. Does the contact Webpage include a means to communicate
via email (organizational email address or Web-based contact
form)?

The means to communicate via email
will not be a by-name email address. If a
Web-based contact form is employed, if
Pll is gathered, either a PAS or PA is
required. See Paragraph 11.2, Part I,
DoD Web policy.

15g. Does the contact Webpage outline the organization’s policy
and procedures for responding to email inquiries, including whether
the organization will answer inquiries and the expected response
time?

15h. Does the contact Webpage contain contact information for the
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organization’s QI Program POC?

15i. Does the contact Webpage contain contact information (office
names / titles / phone numbers) for small business to direct queries
to?

Contact information (title / phone
number) for small businesses is required
by the Paperwork Reduction Act.

15j. Does the contact Webpage contain contact information for
FOIA requests?

The means to request information
through FOIA is also included on the
“Important Notices” page. Instruct
Website visitors on this page, too, to
make FOIA requests by emailing
FOIA@rmda.belvoir.army.mil.

Required Webpages: “About Us” page

16a. Does the Website contain a Webpage labeled “About Us” or
“About [organization name]"?

16b. Or, does the Website contain a link to TRADOC's “About Us”
page?

If a main-entry-point Website, such as
HQ TRADOC, the Website must contain
a Webpage labeled “About Us” or “About
[organization name]’? HQ TRADOC
subordinate organizations’ Websites
must contain a link to TRADOC'’s “About
Us” page. Paragraph 8-2f(2), DA PAM
25-1-1, requires the specific items of
content in 16¢ through 161 on the “About
Us” page.

16c. Does the “About Us” page include a description of the
organization’s mission, including its statutory authority?

16d. Does the “About Us” page include the organization’s strategic
plan (unclassified, sanitized version), vision, or set of principles?

16e. Does the “About Us” page include the organization’s
structure, including basic information about the organization’s
parent and / or subsidiary organizations and regional / field offices?

16f. Does the “About Us” page include contact information, which
may include generic email addresses, office phone number, office
name, or an individual’s title (no by-name email addresses or
personal names)?

16g. Does the “About Us” page include information about
professional opportunities / jobs at the organization?

Preference is to link to CPO on-line at
http://acpol.army.mil/employment/index.h
tm.

16h. Does the “About Us” page contain a link to a sitemap or
subject index for the Website?

16i. Does the “About Us” page contain a link to a “common
questions” / FAQ page?

16j. Does the “About Us” page contain easy access to existing on-
line citizen services and forms?

The organization’s Website must contain
easy access to any on-line citizen
services and forms it makes available to
the general public, and this access (link)
must be displayed as prominently as
possible. Access to on-line services and
forms must also be linked from the
“About Us” page.

16k. Does the “About Us” page contain a link to a portal for the
organization’s most frequently requested publications?

Each Website must organize its most
frequently requested publications into a
portal. The “About Us” page must
contain a link to the publications portal.
(However, do not duplicate content on
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the HQ TRADOC homepage or Army
Publishing Directorate Website.)

16l. Does the “About Us” page contain a link to the “Important
Notices” page?

Required Webpages: sitemap or subject-index page

17a. Does the Website contain a sitemap or subject index that
gives an overview of the site’s major content categories?

17b. Is the sitemap or subject index linked to from the Website’s
homepage and its “About Us” page?

Each Website must include a site map or
subject index that gives an overview of
the Website’s major content categories.
At minimum, the sitemap must be linked
from the homepage, IAW Paragraph 8-
2f(2)(f), DA PAM 25-1-1.

Required Webpages: common questions / FAQ page

18a. Does the Website contain a “common questions” / FAQ page
that provides basic answers to questions the organization receives
most often?

18b. Is the “common questions” / FAQ page linked to from the
Website’s homepage and its “About Us” page?

IAW Paragraph 8-2f(2)(g), DA PAM 25-

“Help” page
19. Does the Website include a “Help” page that outlines major
proposed and implemented changes to the Website?

IAW Paragraph 8-3b(10), DA PAM 25-1-
1.

Search box / page
20. Does each page of the Website include either a search box or
a link to a search page entitled “Search™?

Organizations must include either a
search box or a link to a search page
from every page of the Website. The
search box or link will be entitled
“Search.” Webmasters will place subject
and keywords in source code to aid
content searches. Focused searches
may be given to search within sets of
information, databases or applications.
Websites that are narrow in scope or
less than 200 pages may substitute a
sitemap or A-to-Z index rather than
implement a search engine. (See
Paragraph 8-3b(8), DA PAM 25-1-1. The
paragraph also outlines minimum
service-level standards for the search
function.)

Required statements or other text

21a. Has a currency declaration on every Webpage (i.e., “Last
updated on ___”) or a date stamp been included on each page to
indicate when last altered or reviewed?

A currency declaration is required on
every Webpage: “Army public Websites
will clearly state the date the content was
posted or updated for every Webpage
indicating to visitors that the content is
current and reliable.” Webmasters must
include a statement such as “Last
updated on ___ " or a date stamp on
each page to indicate when last altered
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21b. When was the content last reviewed, including for accuracy
and timeliness?

or reviewed, |IAW Paragraph 8-1I, DA
PAM 25-1-1.

The author of / POC for a publicly
accessible Webpage should give generic
email address contact information or a
generic “mailto:” link (such as
monr.webmaster@monroe.army.mil) for
Website visitors to contact if they find
content to be incorrect or outdated.

21c. Does each Webpage state the organization’s official name
and display the phrase “This is an official U.S. Army site™?

21d. Do homepages and second-tier pages also include the
organization’s name identified as the site sponsor as part of the
page title?

Each Webpage must state the
organization’s official name and display
the phrase “This is an official U.S. Army
site.” Homepages and second-tier pages
must also include the organization’s
name identified as the site sponsor as
part of the page title, IAW Paragraph 8-
1i, DA PAM 25-1-1, and Paragraph 5-
5b(5), TR 25-1.

21le. Has a redirect notice / page been provided when links have
been changed?

When Webpages are deleted, the
Webmaster must 1) delete links from
pages containing links to the page being
deleted; 2) delete any associated files
such as Word documents or images
from the Webserver; and 3) use a
redirect notice / page to provide Website
visitors with substitute links or content
when page destinations are changed by
deleted Webpages.

Required links (required by Army and TRADOC policy)

22a. Does the HQ TRADOC homepage link to USA.gov?

22b. Does the entry for the link read “USA.gov: U.S. Government
Web Portal”?

Major organizational pages like HQ
TRADOC must link to USA.gov from
their homepage. The entry for the link
shall read “USA.gov: U.S. Government
Web Portal,” IAW Paragraph 8-5d, DA
PAM 25-1-1. Unless the organization is
Army, Army-command or HQDA-staff-
element level, a link to USA.gov is not
required.

22c. Is a link to the FAQ page provided from the “About Us” page?

IAW Paragraph 8-2f(2)(g), DA PAM 25-
1-1.

22d. Is a link to the portal for most frequently requested
publication(s) provided from the “About Us” page?

IAW Paragraph 8-2f(2)(j), DA PAM 25-1-
1.

22e. Is there a link to the “Important Notices” page at the footer of
every Webpage?

IAW Paragraph 8-2f(2)(k), DA PAM 25-

22f. Is a link from the homepage provided to the “Help” page?

IAW Paragraph 8-3b(10), DA PAM 25-1-
1.

22g. Is there a link from the homepage to the sitemap or subject
index page?

IAW Paragraph 8-2f(2)(f), DA PAM 25-1-
1.

22h. Is there a link from the homepage (at minimum; can be
elsewhere through the site) to the next senior Website in the
hierarchy?

All TRADOC sites must link to: the next
senior Website in the hierarchy IAW TR
10-5; the organizational homepage on
AKO if one exists; the TRADOC logo
and motto; the HQ TRADOC homepage;
and the Army homepage, IAW
Paragraph 5-5b(1), TR 25-1.

Pg 103




TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

22i. Is there a link from the homepage (at minimum) to the If the organizational homepage is
organizational homepage on AKO if one exists? access-controlled beyond basic AKO
authentication, there must be the
appropriate disclaimer on the public site,
near the link to AKO, per DoD Web

policy.
22j. Is there a link from the homepage (at minimum) to the IAW Paragraph 5-5b(1), TR 25-1.
TRADOC logo and motto?
22k. Is there a link from the homepage (at minimum) to the HQ IAW Paragraph 5-5b(1), TR 25-1.
TRADOC homepage?
22l. Is there a link from the homepage (at minimum) to the Army IAW Paragraph 5-5b(1), TR 25-1.
homepage?
22m. Is there a link from the homepage to the organization’s portal IAW Paragraph 8-2f(2)(j), DA PAM 25-1-
for its most frequently requested publications? 1.
22n. Does each Webpage link back to the Website’s homepage To improve Website utility, each
and to its parent organization’s homepage? Webpage must link back to the

Website’s homepage and to its parent
organization’s homepage, IAW
Paragraph 8-5c, DA PAM 25-1-1.

External-links policy (an external link is a link to any Website other than an official DoD Website)

23a. Do links to documents requiring downloading provide enough IAW Paragraph 8-3b(5), DA PAM 25-1-1.
contextual information that visitors have a reasonable
understanding of what to expect when they view the material after
downloading?

Graphical links IAW Paragraph 8-5c, DA PAM 25-1-1.
23b. If an organization uses a graphical link, does that link also
contain text indicating what it links to?

23c. Do links use only text to direct visitors to non-Army software
download sites, avoiding company graphics or logos as graphical

links?
Overall quality Organizations must avoid linking to
23d. Are both internal and external links current and accurate? external sites unless they are related to

the organization’s mission or function, or
might be seen as being related.

See Paragraph 8-1k, DA PAM 25-1-1,
and Paragraph 6-7c(7), AR 25-1.

23e. Are the external links present required by organization’s
mission?

23f. Do the links have continued suitability?

23g. Are external links chosen fairly and in the best interest of the
public?

23h. Do external links avoid requiring or encouraging users to
choose any browser-specific software?

23i. Do listings of Web links separate external Web links from Paragraph 6-7c(7)(b), AR 25-1.
government and military links?

23j. Do official Websites avoid linking to an unofficial Website not
in compliance with Web policy?

23k. Do the links avoid product endorsements or preferential
treatment?

23l. If the organization is using frames to link to external sites, has
the organization consulted legal counsel concerning trademark and
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copyright issues?

23m. Do Webpages link to a government-wide portal or site from
their pages on a similar topic?

23n. When a government-wide portal or specialized Website is
available on a subject that the public would expect to find on an
organization’s site but the organization does not provide that
information, is there a link to the government-wide portal or site in
a logical and useful location?

Standard navigation

24. If the organization is exempt from using TRADOC G-6's
Webpage template, has consistent navigation between and within
pages been established?

Standard navigation criteria, IAW

Paragraph 8-3b(7), DA PAM 25-1-1:

. Common items appearing on most
Webpages will be in the same
location on each page and have the
same appearance and wording. A
navigation item that is shared by a
group of pages (such as a set of
pages on a single topic, or for a
division of the organization) will also
have the same location,
appearance, and wording on each
page.

. Navigation items of the same type
will look and behave like each
other. For example, if a set of
pages on one topic has subtopic
links in the left navigation bar,
pages on other topics will have
subtopic links in the left navigation
bar that are similar.

. If a set of Webpages requires
specialized navigation, that
navigation is applied to the largest
possible local grouping (such as a
topic, an audience or a complete
organizational unit). The specialized
navigation will be similar in
appearance and behavior to the
overall navigation scheme.

Corporate ethos

25a. Do the TRADOC homepage and pages linked off the
TRADOC homepage include the command’s major communication
themes?

As tools of public and command
information, Army Websites must display
the concepts of “branding” and “speaking
with one voice.” Many of the required
links and Webpages not only enhance
visitor usability but also enhance the
Army’s corporate ethos. “Yes” answers
in this section help ensure the
organization’s Website displays
corporate ethos; for most questions, “no”
answers indicate non-compliance to DoD
/ Army / TRADOC policy.

25b. Do TRADOC subordinate command and Center of Excellence
/ school homepages incorporate TRADOC and local
communication themes into Website displays?

IAW Paragraphs 1-5d and 1-5i, TR 25-1.

25c. Does the content tell the organization’s story to the public?

25d. What is the impact of the content on the organization’s
corporate ethos?
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25e. What is the risk to the organization’s credibility if publicly
released information is omitted and / or deleted from the Web?

25f. Has information been presented using plain language that
considers the knowledge and literacy level of the typical Website
visitor?

25g. Do all HQ TRADOC organizational homepages and
subsequent pages follow the template provided by the TRADOC
G-6?

25h. Does the Webpage design for TRADOC subordinate
organizations and CoEs / schools make it distinguishable —
“branded,” with a unique design, corporate identity and clear
demarcation — from garrison or other tenant activities at their
installations?

Content-management controls and review procedures

26a. Does the content comply with DoD Website administration
policy, Army Website policy (AR 25-1), Army information-resource
management policy (DA PAM 25-1-1), TRADOC regulations, and
guidance for official, publicly accessible Websites, and any
subsequent policies and guidance memorandums?

26b. Has PAO notified content providers of “no” responses to AR
25-1, Appendix C-4, test questions and other policy violations?

26c¢. Has PAO followed up on the notifications to the content
provider and ensured violations were corrected?
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LOSS-OF-PIl CONSEQUENCE TABLE

Consequence
(Loss of Pll may cause the
individual to experience these

Impact

*Per OMB M-07-16, loss of PIl must be considered at least “moderate” or “high” impact.

consequences) Insignificant Low Moderate* High* Catastrophic
Personal injury (bodily) No injury Injury but limited | Bodily injury but Serious or life- Death or
adverse effect; not serious or threatening permanent
individual is life-threatening; bodily injury disability
treated and individual is
released hospitalized
Personal injury (mental pain) No injury Suffers Treatment by Debilitated / Attempted
emotional psychiatrist / stressed to point | suicide or
distress from psychologist; of missing 8 or suicide;
disclosure of fear and more hours of permanent
private facts uncertainty over | work each week disability
potential for
usage of private
facts for
blackmail, denial
of employment,
or harassment
due to
unwarranted
exposure
Property loss, including identity No loss Individual Loss of property | Loss of property Loss of
theft experiences (due to break-in or financial loss property or
identity theft but because of to person financial loss to
financial loss of release of home | greater than person greater
less than $500; address, for $2,500 but less than $8,000
must re- instance) or than $8,000
establish identity | other financial
with local, state loss (due to
and federal identity-theft-
agencies related charges
to a charge
card, for
instance), or any
other financial
loss, to person
greater than
$500 but less
than $2,500
Embarrassment or harm to No Embarrassment Moderate Major Catastrophic
reputation embarrassment or harm to embarrassment embarrassment embarrassment
or harm to reputation of or harm to or harm to or harm to
individual individual but no | individual; reputation of reputation of
lasting adverse individual individual; individual,
affect; individual | suffers individual suffers | including
suffers harassing job demotion or irreparable
inconvenience comments and/ | pass-over for harm;
or telephone promotion; individual
calls; individual individual suffers | suffers job loss
suffers mental mental pain or legal
pain equivalent equivalent to repercussions
to moderate high impact

impact
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RELEASABILITY CHECKLIST

* Use this checklist to check if an information concern or category is releasable.
Key to second column = release yes (Y), no (N) or depends (D) on situation; check reference(s) and refer to conditions/notes.

Area of concern

Y/N/D

Refer to

Conditions / notes

Criminal and Inspector General (IG) investigations, legal cases, disciplin

ary actions, and related categories

Disciplinary actions

D

AR 25-55 for guidance

IAW Paragraph 5-16, AR 360-1.

Coverage of court-martial —

--Photos or video of courtroom interior when
individuals involved in the proceedings are
not present

--Photos or video of accused in courtroom,
cell, cell block, prison yard or similar area,
or in the presence of other prisoners
--Photos or video of accused when he / she
is outdoors in public view

Y

Paragraphs 5-29 and
K-8b, AR 360-1

Court-martial proceedings are public. More
restrictive measures, however, may be
necessary to ensure a fair trial.

Criminal investigations and DA polygraph
activities

Paragraph 2-9, AR
195-6, for guidance

IAW Paragraphs 5-17 and 5-45, AR 360-1,
and Paragraph 6-7c(4), AR 25-1. Generally,
information concerning an ongoing
investigation (or the incidents that are part
of that investigation) is non-releasable.
However, in coordination with local
authorities, PAOs may acknowledge the
existence of an investigation and release
information that is a matter of public record.

Information from criminal investigation and
military police records, reports, and forms

AR 190-45, AR 195-2,
and AR 340-21 for
guidance

IAW Paragraph 5-18, AR 360-1.

Litigation

Paragraph 5-28a, AR
360-1

To preclude the premature release of
information about litigation cases, a close
liaison with the SJA concerned must be
maintained. As discussed in AR 27-40,
Paragraph 7-9, matters in litigation or with
the potential for litigation will not be
discussed unless the information is a matter
of public record. In this case, the PAO and
SJA will coordinate responses to queries.
PAOs will never speculate on such matters,
but will advise the SJA concerned of any
media queries regarding cases in litigation.

Debarment cases

Paragraph 5-28b, AR
360-1

To preclude the premature release of
information about debarment cases, a close
liaison with the SJA concerned must be
maintained. Information about debarment of
a company holding a government contract
will not be released until a final decision is
made. In the interim, PAOs may
acknowledge that a specific company has
been proposed for debarment. The media
should be referred without comment to the
contractor when guestions arise about the
basis for the case or the status of the
proceedings.

Photography in Army confinement facilities

Paragraph 10-12, AR
190-47

IAW Paragraph 5-44, AR 360-1.

Pg 108




TRADOC Guide for the Publicly Accessible Web

Version 2.0 FINAL DRAFT as of 8/27/09

IG investigations

Paragraph 3-5g, AR
20-1

IAW Paragraph 5-46, AR 360-1. IG
investigations contain sensitive information
and advice. Unauthorized use or release of
IG records can seriously compromise the
IG's effectiveness as a trusted adviser to
the commander and may breach IG
confidentiality. This is different from the
results of IG audits; the office of the DoD 1G
routinely releases the results of its audits
via its Website.

Character of discharge — punitive

Paragraph K-8b, AR
360-1

In discharges resulting from courts-martial,
the proceedings and record are not
restricted by the Privacy Act because that
act incorporates the definition of agency
found in 5 USC 551(1), which specifically
excludes court-martial (5 USC 551(1)(F)).
Court-martial proceedings are public.
Therefore, the approved sentence and
subsequent clemency action, if any, are
releasable.

Civil disturbances

Paragraph 5-47b, AR
360-1

OCPA is responsible for PA activities in
connection with civil disturbances.
Questions on public-information matters
related to civil disturbances will be referred
to OCPA by Active Army elements and / or
Reserve Component units on active-
federal-duty status. Army National Guard
units on state active duty will refer
questions to the NGB PA.

Casualties, medical condition and treatment, medical records

Personnel who are or were participating in N Paragraph 5-27, AR

Army alcohol- and drug-abuse control 360-1

programs

Personnel under treatment in Army medical | Y Paragraphs 5-25 and 5- | Caveat: Information about patients under

facilities — in response to query — date 32, AR 360-1 treatment in Army medical facilities will be

patient was admitted to and / or released released only IAW the FOIA and Privacy

from the medical facility Act. PIl, other than that releasable under
AR 340-21, will not be released without the
prior informed written consent of the
individual or, if the individual is unable to
function for himself / herself, by his / her
representative. In addition, the attending
physician and / or medical facility
commander must determine that photo-
graphing or recording activity will not
jeopardize the condition or welfare of the
patient or nearby patients. Photographing a
patient will be prohibited when it infringes
on the patient's right to privacy or causes
embarrassment. Photographing patients
must always meet accepted standards of
propriety.

Personnel under treatment in Army medical | Y Paragraph 5-25, AR E.g., burn, fracture, gunshot wound or

facilities — in response to query — general 360-1 pneumonia. Avoid any statement that may

information identifying the type of injury or invite speculation.

disease

Personnel under treatment in Army medical | D Paragraph 5-25, AR Only with the patient’s informed consent;

facilities — in response to query —
description of patient’s specific condition

360-1

this consent should be in writing.
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Personnel under treatment in Army medical
facilities — in response to query — current
assessment of patient’s condition

Paragraph 5-25, AR
360-1

Limit the statement to “The patient's
condition is stable (or good, fair, serious, or
critical)”; do not give a prognosis under any
circumstances.

Photographing and recording personnel in a
hostile area

Paragraph 5-31, AR
360-1

Use care when releasing official
information, photographs, and video
recordings of U.S. and allied forces
personnel killed, wounded in action,
hospitalized, detained as a result of hostile
action, or MIA. Give every consideration to
the rights of the individuals concerned and
the effect publishing information or
photographs would have on families and
friends.

Photographs or video recordings of
recognizable wounded or deceased
personnel not identified by hame

Paragraph 5-31c(1),
AR 360-1

Applies while a wounded person is in an
area of hostile action, at a point of
embarkation or entry, at a hospital or other
military convalescent installation, or in
transit. If individual shown has given
permission to release and a notation is
placed at the end of the identifying caption,
official release can be made.

Photographs or video recordings of
recognizable wounded personnel identified
by name

Paragraph 5-31c(2),
AR 360-1

Conditions above apply. Also, next-of-kin
must have been notified (unless the
wounded requested his/her NOK not be
notified) before release can be made.

Surgical or other major medical care
photographs or video recordings that
identify the patient

Paragraph 5-31c(3),
AR 360-1

Photographs or video recordings showing
deceased and/or wounded personnel in
large numbers

Paragraph 5-31c(4),
AR 360-1

Official photographs of combat deceased
under field conditions normally will not be
released to the public media.
Photographing graves registration facilities
or temporary cemeteries is prohibited.

Photographs or video recordings showing
mangled bodies, obvious expressions of
agony, or expressions of severe shock

Paragraph 5-31c(5),
AR 360-1

Photographs or video recordings of
psychiatric or other mental patients

Paragraph 5-31c(6),
AR 360-1

Photographs or video recordings of plastic
surgery or severe disfigurement cases

Paragraph 5-31c¢(7),
AR 360-1

Photographs or video recordings of blind or
deaf patients

Paragraph 5-31¢(8),
AR 360-1

Photographs or video recordings of
amputees demonstrating prosthetic
appliances

Paragraph 5-31c(9),
AR 360-1

Casualty information — specifically before
verification that next-of-kin have been
formally notified by the military service
concerned

Paragraph 5-20, AR
360-1

Disclosure of medical records

Paragraph 4.7, DoDD
5400.11; Paragraph 6-

Prohibited except as authorized by DoD
6025.18-R [DoD Health Information
Privacy Regulation, Jan. 24, 2003].

Pg 110




TRADOC Guide for the Publicly Accessible Web

Version 2.0 FINAL DRAFT as of 8/27/09

7¢(4), AR 25-1

Medical records are FOIA-exempt as
records which, if released, would result in a
clearly unwarranted invasion of personal
privacy.

Information or imagery of enemy personnel N Paragraphs 5-25b and Treatment of enemy personnel is not

killed, wounded in action, or hospitalized 5-31, AR 360-1 specifically considered by AR 360-1, but
best practice is to extend the same
consideration to enemy KIA, WIA, or
hospitalized as to U.S. / Allied personnel.

Casualty information on key U.S. N Paragraph 5-3a(18), Releasable only by OSD.

government personnel or equivalent AR 360-1

foreign-government personnel

Missing in action

Missing in action — names and addresses of | N Paragraph 5-26, AR

next-of-kin 360-1

Missing in action — photographs or video of N Paragraph 5-26, AR

person MIA 360-1

Missing in action — MIA’s name, grade, and | Y Paragraph 5-26, AR If PAO has verification that next-of-kin were

date of birth; statement indicating the MIA’s 360-1 officially notified and search-and-rescue

status operations were terminated. DOB cannot be
released on the public-domain Web,
however.

Missing in action — circumstances of or Y Paragraph 5-26, AR If PAO has verification that the next-of-kin

other details about the release, escape, or 360-1 were officially notified.

other method of return to military control of

personnel classified as MIA

Missing in action — data on MIA’s physical D Paragraph 5-26, AR If PAO has verification that next-of-kin were

condition or scheduled return to the United
States, or information that former MIAs may
provide about other persons known or
believed to be casualties or MIA

360-1

officially notified, but there may be OPSEC /
security issues involved.

Army and unit structu

re, status, movement, and

training

Opposing Forces (OPFOR) program D Section VI, AR 350-2, IAW Paragraph 5-35, AR 360-1. Releasing
for guidance on policy information about the OPFOR program is
for public displays and / | restricted.
or demonstrations of
OPFOR equipment and
training.

Activation, inactivation, or realignment of Y Paragraph 5-38a, AR Accurate and timely information, consistent

installations, facilities, or activities, and / or 360-1 with security and the policies of AR 5-10,

associated personnel reductions will be released to the public when the

decision has been made to activate,
inactivate, or realign an installation, facility
or activity, and / or associated personnel
reductions. Initial announcement must be
made by OCPA.

Unit activation, inactivation, and D Paragraphs 5-3 and 5- Normally, the initial release of information

reorganization

39a, AR 360-1

on activations, inactivations, and
reorganizations of Active Army units of
brigade or larger size will be made at the
national level. This does not apply to
announcements of such actions for Reserve
Component units. (See AR 5-10.)
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Exact personnel strength and composition
of units

Paragraph 5-39b(1),
AR 360-1

This is safeguarded information and is
generally not releasable. Applies to any
phase of unit activations, inactivations,
redesignations, reorganizations, training, or
movements within the United States or
overseas. Commanders may approve
release of information when release will not
compromise OPSEC.

Status, amounts, or quality of a unit’s
equipment

Paragraph 5-39b(2),
AR 360-1

This is safeguarded information and is
generally not releasable. Applies to any
phase of unit activations, inactivations,
redesignations, reorganizations, training, or
movements within the United States or
overseas. Commanders may approve
release of information when release will not
compromise OPSEC.

Combat efficiency of a unit

Paragraph 5-39b(3),
AR 360-1

This is safeguarded information and is
generally not releasable. Applies to any
phase of unit activations, inactivations,
redesignations, reorganizations, training, or
movements within the United States or
overseas. Commanders may approve
release of information when release will not
compromise OPSEC.

Deployment of units to combat areas

Paragraph 5-39b(4),
AR 360-1

This is safeguarded information and is
generally not releasable. Applies to any
phase of unit activations, inactivations,
redesignations, reorganizations, training, or
movements within the United States or
overseas. Commanders may approve
release of information when release will not
compromise OPSEC.

Unit activation, inactivation, redesignation,
and reorganization of Reserve Component
unit

Paragraph 5-39c, AR
360-1

For U.S. Army Reserve units, the local
commander may release this information
about the local unit: exact personnel
strength and composition of unit; status,
amounts, or quality of equipment; combat
efficiency. For Army National Guard units,
the NGB will notify the unit concerned.
When this notification is received, the State
Adjutant General concerned may release
this information about the local unit: exact
personnel strength and composition of unit;
status, amounts, or quality of equipment;
combat efficiency.

Training and movement of units

Paragraph 5-40, AR
360-1

Information on unit training or movement
that is not safeguarded or restricted by
Paragraph 5-4 or other provisions in AR
360-1may be released by the responsible
commander, except in the cases of major or
Joint exercises. Initial release of information
on major Army exercises will be made at
HQ DA, through OSD. Initial release of
information on major Joint exercises will be
made by OSD, with later announcements
by the Joint commander.

Mi

litary facilities

Photography of military installations or
equipment

Paragraph 5-33a, AR
360-1

Army installations are generally open to the
public. Photographing historical buildings or
areas of public interest for private use is
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permitted.

Ground or aerial photographs, sketches or N Paragraph 5-33b, AR Punishable by law (18 USC 795).

graphic representations of classified military 360-1 Reproducing, publishing, or selling this type

equipment or installations designated as of material is also punishable by law unless

restricted areas the photograph, sketch, or graphic
representation indicates it has been
reviewed and cleared for release by proper
authority.

Military Entrance Processing Stations D Paragraph 3-11, AR IAW Paragraph 5-41, AR 360-1.

601-270, for guidance

Commissaries

Y Paragraph 5-42, AR
360-1

Coordinate with the PAO of the Defense
Commissary Agency, Fort Lee, Va.

Miscellaneous

Visual information that does not accurately N Paragraph 5-30, AR

portray Soldiers in situations reflecting Army 360-1

activities, missions, and uniforms

Army participation in disaster-relief Y AR 500-60 for PA IAW Paragraph 5-47a(1), AR 360-1.

operations

responsibilities

Information on Army participation in
disaster-relief operations will be made
available promptly.

Information that misrepresents the Army N Called a category of “sensitive” information
and non-releasable.

Statements in conflict with good order, N Called a category of “sensitive” information

morale, discipline, and mission and non-releasable.

accomplishment

Fundraising publicity — quotas, competition, | N Paragraph 13-15a, AR Do not release quotas, competition, or

or tallies 360-1 tallies of solicitation between or among
agencies. Discuss the campaign in general
and focus on participation by command
personnel, not specific CFC agencies.

Fundraising publicity — information that N Paragraph 13-15b, AR Stories that compare unit participation or

states, implies or in any way inspires the 360-1 progress of subordinate units are

existence of competition among units, prohibited.

offices, activities, or personnel to raise

funds

Intelligence / counterintelligence personnel and activities

U.S. Army / DoD counterintelligence N Paragraphs 5-3 and 5- Public release of this information must be

personnel or activities 24, AR 360-1 authorized by INSCOM PAO. This
information is restricted.

Records pertaining to National Security N Paragraph 4.7, DoDD Disclosure of records on personnel

Agency, Defense Intelligence Agency, 5400.11 assigned to these agencies shall be

National Reconnaissance Office, and
National Geospatial-Intelligence Agency
personnel

prohibited to the extent authorized by Public
Law 86-36 (1959) and 10 U.S.C. 424.

Research and development, testing, and simulations

Army studies

N Paragraph 5-34, AR
360-1

Premature release of emerging results of
Army studies and/or analyses before official
approval is prohibited.
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Developmental, technological validation, or N Paragraph 5-36, AR Coverage of Army-systems testing is
operational equipment testing 360-1 prohibited.
Battle labs and advanced warfighting Y Paragraph 5-37, AR At ACOM level, and in coordination with
experiments (AWES) 360-1 OCPA.
Ongoing test or evaluation programs N Paragraph 13-2g, AR Coverage is prohibited. Seek exceptions to
360-1 policy through channels to OCPA (see
Paragraph 5-36, AR 360-1).
Scientific and technical information D Paragraph D-2b, AR Scientific and technical information will not
360-1 be released if it discloses classified military
applications, or, if unclassified, disclosure
would be adverse to the national interest.
DoD or higher authority will release
scientific and technical information that
would generate national public interest.
Certain technical data N DoDI 5230.29 Not releasable if the document contains

technical data, including data developed
under contract or independently developed
and subject to potential control that may be
militarily critical and subject to limited
distribution, but on which a distribution
determination has not been made.

Weapons of mass destruction, othel

r munitions, NBC facilities and accidents / incidents, and nuclear facilities

Coverage on installations with chemical
munitions and/or a nuclear, biological, or
chemical defense-related mission or activity

D

Paragraph 5-43, AR
360-1

Coverage of NBC missions or activities is
case-by-case basis and approved by the
chemical activity or installation commander.

NBC accidents and incidents concerning
materials under the supervision or
responsibility of the Army

D-
specifics
follow

Paragraphs 12-1a and
12-3b, AR 360-1

The public is entitled to all unclassified
information concerning an accident when
AR 360-1 or other directives or instructions
allow it. Furnishing this information to the
public in a positive manner is in the national
interest and is a command function.

An incident is not as urgent as an accident;
however, an incident may impose a
responsibility to inform the public. This
determination depends upon the type and
scope of the incident and the severity and
potential impact the presence of biological
and chemical components, materials, or
facilities at the incident site may have on
the public.

NBC accidents and significant incidents —
nuclear

Paragraphs 12-1a(1),
12-1b, and 12-4e, AR
360-1

DA policy is that, normally, the presence of
nuclear weapons or nuclear components
will not be confirmed or denied. However, in
the event of a serious accident involving a
nuclear weapon, official confirmation of the
presence of such weapons may be made
when it will have public-safety value; will
reduce or prevent widespread public alarm;
and will ensure public understanding of the
extent and nature of the public hazard
resulting from the accident and of the safety
precautions being taken.

Releasing information about the reactor or
nuclear materials which is beyond the
scope of this guidance must be approved in
advance by OCPA. It is Army policy not to
comment on facilities, nuclear materials, or
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matters involving agencies outside DA.

Most information on nuclear weapons and
their storage is classified as restricted data
or formerly restricted data and is very
sensitive. Examples include information on
the design of nuclear weapons and
components, disclosure of whether or not a
weapon contains tritium, disclosure of
tritium's physical state and chemical form,
and data on the specific location of nuclear
weapons.

NBC accidents and incidents — biological Y Paragraph 12-1a(2), Unless precluded by valid security
AR 360-1 concerns, information on a serious incident

involving biological weapons or agents will
be provided to the public and news media in
a timely and accurate manner consistent
with requirements. Releasing officials are
specified in Paragraph 5-3, AR 360-1.

NBC accidents and incidents — chemical Y Paragraph 12-1a(3), Unless precluded by valid security

AR 360-1 concerns, information on a serious incident

involving chemical weapons or agents will
be provided to the public and news media in
a timely and accurate manner consistent
with requirements.

Initial information on new chemical N Paragraphs 5-3 and 12- | Prior to the initial release of information

munitions; NBC defense or related matters; 2, AR 360-1; DoDI outside DoD, the information will be

or other weapons or weapons systems. Or 5230.29 coordinated with OCPA. This applies to all

significant modifications or improvements to Army agencies, contractors, subcontractors,

existing weapon systems, equipment, or vendors, and suppliers. Releasing this type

techniques of information may become an item of
national interest. Such information must be
cleared through OASD(PA) by OCPA.

Routine use of non-chemical surety Y Paragraph 12-2e, AR

material, such as pyrotechnics, 360-1

flamethrowers, smoke agents and delivery

means, and incendiaries

Unclassified chemical agents, items of Y Paragraph 12-2e, AR

equipment, or techniques used for training 360-1

purposes only

Information on weapons of mass N Paragraph 5-3, AR Must be cleared through OASD(PA) by

destruction (including nuclear weapons) 360-1; DoDI 5230.29 OCPA. Includes nuclear-weapons-effects

and the components of such weapons research; chemical warfare and defensive
biological and toxic research; high-energy
lasers and particle-beams technology; and
NBC defense testing and production,
policies, programs, and activities.

Contracts / contracting

Release of information by manufacturers, D- Paragraph 5-48b, AR Army policy is to make available to the

research organizations, educational specific 360-1 public the maximum accurate information

institutions, and other commercial entities exceptions on Army contractual relationships, industry

holding Army contracts follow accomplishments, and scientific

achievements. Exceptions to this policy
include safeguarded information as well as
data that offers unfair and competitive
advantages to specific entities and
individuals; non-exportable commercial
information or data and information subject
to International Traffic in Arms Control,
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information about material in the Militarily
Critical Technology List. This list is available
in military contracting and research and
development offices. PAOs will not release
or authorize release of material that
contains implied DA endorsement of a
commercial firm, product, or service; or
comparison of the merits of one item of
military material with another.

DoD specification details or results of
acceptance tests

Paragraph 5-48d, AR
360-1

Critical military technology

Paragraph 5-48d, AR
360-1

Procurement information

Paragraphs D-1b and
D-1c, AR 360-1

DA agencies, contractors, or educational
institutions will not release procurement
information on Army-contracted R&D
projects without prior approval and
clearance from the Assistant Secretary of
the Army (Acquisition, Logistics, and
Technology).

Data that offers unfair and competitive
advantages to specific entities and
individuals

Paragraph 5-48b, AR
360-1; Paragraph 6-
7c(4), AR 25-1

This type of info is FOIA-exempt. Per AR
25-1, Army organizations using the Internet
will not post the following types of
information on the Army’s public Websites:
trade secrets and commercial or financial
information obtained from a private source
which would cause substantial competitive
harm to the source if disclosed.

Non-exportable commercial information or
data and information subject to International
Traffic in Arms Regulation (ITAR) control

Paragraph D-2c, AR
360-1

Export and ITAR restrictions may govern
release of certain information. See DoDD
5230.24 and DoDD 5230.25 for guidance in
making this determination. Approval from
OASD is required for such a release.

Information about material in the Militarily
Critical Technology List

Paragraphs 5-3 and 5-
48b, AR 360-1;
Paragraph 6-7c(4), AR
25-1

This type of info is FOIA-exempt. Per AR
25-1, Army organizations using the Internet
will not post the following types of
information on the Army’s public Websites:
information and materials, including
submissions by defense contractors,
involving critical military technology.

Initial announcement of awarded Army
contracts valued at more than $3 million

Paragraph 5-3, AR
360-1

Must be made IAW the applicable
provisions of the Federal Acquisition
Regulation, Defense Federal Acquisition
Regulation Supplement, and Army Federal
Acquisition Regulation Supplement.

Information infrastructure

Information concerning communications
security (COMSEC), electronic warfare
(EW), signal intelligence (SIGINT),
computer security (COMPUSEC),
command, control, communications,
computers, and intelligence (C4l), and
information operations (10)

Paragraph 5-3, AR
360-1; DoDI 5230.29

Must be released by OSD.

Release of information regarding
information-system infrastructure
architecture

Paragraph 4-13a, AR
25-2

All Army personnel and contractors will
protect and restrict access to all
documentation describing operational IS
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architectures, designs, configurations,
vulnerabilities, address listings, or user
information. This information is a minimum
of FOUO and will not be made publicly
accessible. Evaluate FOIA requests for
such documents in these categories on a
case-by-case basis.

Specific vulnerabilities of a system or
network

Paragraph 4-13b, AR
25-2

All information or IS responses that
document or display specific vulnerabilities
of a system or network that would aid
attempts by an adversary to compromise
those critical systems or networks are
OPSEC-sensitive and will be protected,
controlled, marked, or stored at the
appropriate classification level for the
system concerned. This information will not
be made publicly available.

Interrelated processes

Paragraph 4-13c, AR
25-2

Protect and restrict access to information
that is a collection of interrelated processes,
systems, and networks that provides
information on information-assurance (1A)
services throughout the Army, the
knowledge-management enterprise, or the
incident detection and response
infrastructure, capabilities, or configuration.
This information should be marked FOUO
and may be exempt from mandatory
release pursuant to the FOIA. Coordinate
with your servicing FOIA or Privacy Act
office and servicing judge advocate or legal
adviser before releasing or deciding to
withhold such information.

Personally id

entifying information (PII)

Age

N

Paragraphs 5-15, 9-7,
and K-2, AR 360-1

Non-releasable PII (as protected by the
Privacy Act). Age information is not
routinely or normally releasable. Reasons
for disclosure must be evaluated and
balanced against the degree of personal
privacy invasion.

Date of birth

Paragraphs 5-15, 9-7,
and K-2, AR 360-1

Non-releasable PII (as protected by the
Privacy Act). Date-of-birth information is not
routinely or normally releasable. Reasons
for disclosure must be evaluated and
balanced against the degree of personal
privacy invasion.

Social Security Number (SSN)

Paragraphs 5-15 and 9-
7, AR 360-1; Paragraph
4-3, AR 340-21

Non-releasable PII (as protected by the
Privacy Act). Also, Executive Order 9397
authorizes DA to use the SSN as a system
to identify Army members and employees.
Once a military member or DA civilian
employee has disclosed his / her SSN for
purposes of establishing personnel,
financial, or medical records upon entry into
Army service or employment, the SSN
becomes his / her identification number. No
other use of this number is authorized.

Home address

Paragraphs 9-7 and K-
3b, AR 360-1

Non-releasable PII (as protected by the
Privacy Act). Usually, in response to
questions, an individual's present location —
for example, Clinton, Md. — may be
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provided but not the individual's street
address.

Duty address

Section 505.7, 32 CFR,
The Army Privacy
Program

Per cited reference et al, no release of duty
addresses of DoD military members and
civilian employees, especially duty
addresses for units that are sensitive,
routinely deployed, or stationed in a foreign
territory (see below). IAW AR 340-21,
compilations of unit / office addresses of
military personnel may not released when
the requester's main purpose in seeking the
information is to use it for commercial
solicitation. However, military personnel’s
duty address is not exempt from required
release under the FOIA and therefore must
be released to the public if requested.

Home telephone number

Paragraphs 5-15 and 9-
7, AR 360-1

Non-releasable PII (as protected by the
Privacy Act).

Duty phone number

Paragraph 6-7c(4)(i),
AR 25-1

POC contact information in posted
memoranda may include office telephone
number. However, IAW AR 340-21,
compilations of unit / office telephone
numbers of military personnel may not
released when the requester's main
purpose in seeking the information is to use
it for commercial solicitation. Military
personnel’s duty phone numbers and
federal civilian employees’ office or duty
phone numbers are not exempt from
required release under the FOIA and
therefore must be released to the public if
requested.

Marital status

Paragraphs 5-15, 9-7,
and K-4, AR 360-1

Non-releasable PII (as protected by the
Privacy Act). An individual's marriage status
is not routinely or normally disclosed.
Reasons for disclosure must be evaluated
and balanced against the degree of
personal privacy invasion.

Family members’ names

Paragraphs 5-15, 9-7,
and K-4, AR 360-1

Non-releasable PIl (as protected by the
Privacy Act). Is part of individual's marital
status.

Family members’ sexes

Paragraphs 5-15, 9-7,
and K-4, AR 360-1

Non-releasable PII (as protected by the
Privacy Act). Is part of individual's marital
status.

Family members’ SSNs

Paragraphs 5-15 and 9-
7, AR 360-1; Paragraph
4-3, AR 340-21

Non-releasable PII (as protected by the
Privacy Act).

Race / ethnic origin

Paragraphs 5-15, 9-7,
and K-7, AR 360-1

Non-releasable PII (as protected by the
Privacy Act). However, a specific request
may be made under circumstances where it
is relevant; for example, a racially oriented
protest or altercation. When an individual's
race is relevant to the essential facts, it may
be released.

Civilian-education degree(s) and major area
of study

Paragraphs 5-15, 9-7,
and K-6, AR 360-1

Listed as non-releasable Pl (as protected
by the Privacy Act), but generally releasable
under the FOIA.
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School and year of graduation D

Paragraphs 5-15, 9-7,
and K-6, AR 360-1

Listed as non-releasable Pll (as protected
by the Privacy Act), but generally releasable
under the FOIA.

Educational level; specialty designator D

Paragraphs 5-15, 9-7,
and K-6, AR 360-1

Listed as non-releasable Pll (as protected
by the Privacy Act), but generally releasable
under the FOIA. Further, since it is not
exempt from required release under the
FOIA, a military person’s civilian-education
level must be released to the public if
requested.

Home of record D

Paragraphs 5-15, 9-7,
and K-3, AR 360-1

Listed as non-releasable PIl (as protected
by the Privacy Act). Under the FOIA, no
general rule exists for disclosing an
individual's home of record because of the
different circumstances present when
requests for this information are made, and
therefore, requests are weighed on a case-
by-case basis. Under the FOIA, the home of
record may usually be released if no street
address is given. Home-of-record
information is ordinarily not releasable
under AR 530-1 (may present OPSEC risk)
on the public-domain Web, and if
information is not releasable on the Web, it
is not releasable in any public venue.

In addition to considering the Privacy Act,
the FOIA, and OPSEC, consider the
individual’s desire or that of f the individual’s
next-of-kin in disclosing the home-of-record
or present geographic location. However,
the individual’s consent or the individual’s
next-of-kin’s desires do not necessarily
control the decision to release. This
decision must be balanced against security
considerations. On the other hand, if an
objection to release is made, a balancing of
interests under the FOIA may still require
disclosure.

Awards and decorations / citations Y

Paragraph K-5, AR
360-1

Award and decoration / citation information
is releasable. An award, decoration and / or
other proper citation presentation is
generally a public event. For most awards
and decorations, there is a visible token to
be worn on the uniform. Further, military
personnel’'s awards and decorations are not
exempt from required release under the
FOIA (this information must be released to
the public if requested).

Character of discharge — administrative N

Paragraph K-8a, AR
360-1

The character of discharges resulting from
administrative processing is not a matter of
public record. Do not release any indication
of whether or not a discharge is honorable,
general or under other-than-honorable
conditions. The release of this information
to the general public is viewed as an
unwarranted invasion of personal privacy
and not releasable under the Privacy Act
unless the individual provides his or her
written consent.

Duty status Y

Paragraph K-9, AR
360-1

Releasing information such as the fact of
unauthorized absence or desertion,
hospitalization, in hands of civil authorities
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awaiting trial, and confinement by military
authorities awaiting trial is permitted.
Military personnel’s duty status at any given
time is not exempt from required release
under the FOIA and must be released to the
public if requested.

Personnel-board decisions D Paragraph K-10, AR Personnel-board decision information is
360-1 releasable after decision by final approving

authority if the board action applies to a
category of persons as opposed to an
individual; otherwise, it is not releasable.
Results of personnel-board actions affecting
groups, such as promotion boards and
augmentation boards, are releasable. The
results of personnel-board actions affecting
individuals, such as administrative
discharge boards and aviator flight boards,
are not generally releasable. The results of
the latter category of boards traditionally
have not been released. The board
proceedings are not public, and the nature
of the action taken, often adverse, warrants
preservation of its confidentiality.
Information that has become a matter of
public knowledge through the action of the
individual or his / her counsel may be
confirmed.

DoD photographs Y Paragraph K-11, AR Photographs of DoD military and civilian
360-1 personnel taken for official purposes are

generally releasable unless matters are
depicted that would constitute a clearly
unwarranted personal privacy invasion if
disclosed to public view. Generally, award
ceremony photographs, official selection file
photographs, chain-of-command
photographs, and similar photographs are
releasable.

Name — single (individual’'s name) D Memorandum from In general, an individual’'s name is not
OSD, “Withholding of releasable on the public Web, but there are
Personally Identifying four exceptions to this: 1) name and duty
Information Under the information may be posted of personnel,
Freedom of Information | who by the nature of their position and
Act (FOIA),” Nov. 9, duties, frequently interact with the public
2001; memorandum (official, designated command
from ASD-C3lI, spokespersons); 2) name and duty
“Removal of Personally | information of any GO / SES (IAW AR 25-
Identifying Information 55, Paragraph 3-200, under exemption No.
of DoD Personnel from | 6, the names of general officers (or civilian
Unclassified Websites,” | equivalent) may be released at any time); 3)
Dec. 28, 2001; name, rank, and duty station of military
TRADOC Command personnel in photo captions and news
Guidance: Noble Eagle | stories; and 4) POC information on posted
#02-019, “Personal memoranda. Organizations required to post
Data on Unclassified public contact information should use
Websites,” March 13, organizational designation / title and generic
2002; Paragraph 6- position email addresses, such as
7c(4)(i), AR 25-1; office@organization.mil. On the other hand,
Section 505.7, 32 CFR, | names of either military personnel or federal
The Army Privacy civilian employees are not exempt from
Program required release under the FOIA and

therefore must be released to the public if
requested.

Name — list N Memorandum from Lists of names of any personnel assigned to
ASD-C3l, “Removal of any component, unit, organization, or office
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Personally Identifying
Information of DoD
Personnel from
Unclassified Websites,”
Dec. 28, 2001;
TRADOC Command
Guidance: Noble Eagle
#02-019, “Personal
Data on Unclassified
Websites,” March 13,
2002; Section 505.7, 32
CFR, The Army
Privacy Program;
Paragraphs 6-4r(1), 6-
4r(2), and 6-7c(4)(i),
AR 25-1

within DA are prohibited. Rosters,
directories (including telephone directories),
and detailed organizational charts showing
personnel are considered lists of PIl and
are prohibited. Multiple names of individuals
from different organizations / locations listed
on the same document or Webpage
constitutes a list.

Organizational directories made available to
the public will list position titles rather than
individuals’ names. Electronic versions of
organizational directories may be placed on
that organizational community page on
AKO or AKO-Secure, but not on the publicly
accessible Web.

Release of emergency-recall rosters should
only be shared with those who have an
“official need to know” the information, and
they should be marked FOUO.

Present or past position titles

Section 505.7, 32 CFR,
The Army Privacy
Program; Paragraph 6-
7c(4)(i), AR 25-1

In general, DoD requires that its
components not release present or past
position titles of DoD military members and
civilian employees. POC contact
information in posted memoranda may
include official title. However, present and
past position titles for federal civilian
employees are not exempt from required
release under the FOIA and therefore must
be released to the public if requested.
Disclosure of this information, however,
may not be made when the FOIA request is
a list of present or past position titles,
grades, salaries, and / or duty stations and
1) is selected to constitute a clearly
unwarranted invasion of personal privacy
(for example, the nature of the request calls
for a response that would reveal more
about the employee than the items listed
above); or 2) would be protected from
mandatory disclosure under a FOIA
exemption.

Present or past duty stations / organizations

Paragraph 3-3b(1), AR
340-21; Section 505.7,
32 CFR, The Army
Privacy Program

As with other categories, in general, DoD
requires that its components not release
this type of information about DoD military
members and civilian employees. POC
contact information in posted memoranda
may include organization name, per AR 25-
1; no other information, including room
numbers, is to be included about POCs.

Office / unit name for military personnel and
present / past duty stations for federal
civilian employees are not exempt from
required release under the FOIA and
therefore must be released to the public if
requested. Disclosure of this information,
however, may not be made when the FOIA
request is a list of present or past position
titles, grades, salaries, and / or duty stations
and 1) is selected to constitute a clearly
unwarranted invasion of personal privacy
(for example, the nature of the request calls
for a response that would reveal more
about the employee than the items listed
above); or 2) would be protected from
mandatory disclosure under a FOIA
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exemption.

Position descriptions and identification of
job elements for federal civilian employees

Paragraph 3-3b(1), AR
340-21; Section 505.7,
32 CFR, The Army
Privacy Program

This category is not exempt from required
release under the FOIA and therefore must
be released to the public if requested,

Civilian grades and salaries; military rank
and pay

Section 505.7, 32 CFR,
The Army Privacy
Program; Paragraph 3-
3a(1), AR 340-21

In general, DoD requires that its
components not release grades and
salaries of DoD military members and
civilian employees. However, the following
categories are not exempt from required
release under the FOIA and therefore must
be released to the public if requested: for
military personnel — rank and gross salary;
for federal civilian employees —
occupational series and grade; present and
past annual-salary rates (including
performance awards or bonuses, incentive
awards, merit-pay amount, meritorious or
distinguished executive ranks, and
allowances and differentials). (Disclosure of
this information, however, may not be made
when the FOIA request is a list of present or
past position titles, grades, salaries, and / or
duty stations and 1) is selected to constitute
a clearly unwarranted invasion of personal
privacy (for example, the nature of the
request calls for a response that would
reveal more about the employee than the
items listed above); or 2) would be
protected from mandatory disclosure under
a FOIA exemption.)

Performance standards

Section 505.7, 32 CFR,
The Army Privacy
Program; Paragraph 3-
3b(1), AR 340-21

In general, DoD requires that its
components not release performance
standards of DoD military members and
civilian employees. However, federal civilian
employees’ performance standards (but not
actual performance appraisals) are not
exempt from required release under the
FOIA and therefore must be released to the
public if the release will not interfere with
law-enforcement programs or severely
inhibit agency effectiveness. Performance
elements and standards (or work
expectations) may be withheld when they
are so intertwined with performance
appraisals that the disclosure would reveal
an individual’'s performance appraisal.

Source of commission — military personnel

Paragraph 3-3a(1), AR
340-21; Section 505.7,
32 CFR, The Army
Privacy Program

Not exempt from required release under the
FOIA and must be released to the public if
requested.

Date of rank / promotion sequence number
— military personnel

Paragraph 3-3a(1), AR
340-21; Section 505.7,
32 CFR, The Army
Privacy Program

Not exempt from required release under the
FOIA and must be released to the public if
requested.

Professional military education — military
personnel

Paragraph 3-3a(1), AR
340-21; Section 505.7,
32 CFR, The Army
Privacy Program

Not exempt from required release under the
FOIA and must be released to the public if
requested.

Separation or retirement dates — military

Paragraph 3-3a(1), AR

Not exempt from required release under the
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personnel 340-21; Section 505.7, FOIA and must be released to the public if
32 CFR, The Army requested.
Privacy Program
Military occupational specialty (MOS) — Y Paragraph 3-3a(1), AR Not exempt from required release under the
military personnel 340-21; Section 505.7, FOIA and must be released to the public if
32 CFR, The Army requested.
Privacy Program
Active-duty official attendance at technical, Y Paragraph 3-3a(1), AR Not exempt from required release under the
scientific, or professional meetings — 340-21; Section 505.7, FOIA and must be released to the public if
military personnel 32 CFR, The Army requested.
Privacy Program
Biographies and photos of key military Y Paragraph 3-3a(1), AR Not exempt from required release under the
personnel 340-21; Section 505.7, FOIA and must be released to the public if
32 CFR, The Army requested. OPSEC review must be done
Privacy Program and must consider aggregation of key-
leader names across Webpages.
Overseas assignments (present or future) N Paragraphs 9-7 and K- Listed as non-releasable PII (as protected
12, AR 360-1 by the Privacy Act). Name of service
member assigned to a unit stationed in a
foreign territory is routinely not releasable.
Release only if requested under the FOIA,
as military personnel’s present and past
duty assignments, as well as future
assignments that are officially established,
are not considered exempt under the FOIA
and must be released to the public if
requested.
Overseas office or unit mailing address N Paragraphs 5-3, 9-7, Non-releasable Pll (as protected by the
and K-12, AR 360-1 Privacy Act). Duty address of military
personnel assigned to a unit that is
stationed in a foreign territory is not
routinely releasable.
Names of military personnel in sensitive or N Paragraphs 5-3, 9-7, IAW DoDD 5400.11, disclosure of records
routinely deployed units, or assigned to and K-12, AR 360-1; pertaining to personnel of overseas,
units stationed in a foreign territory Paragraph 4.7, DoDD sensitive, or routinely deployable units shall
5400.11 be prohibited to the extent authorized by
Section 130b of Title 10, U.S. Code. IAW
AR 360-1, information of this type may be
released only by HQ DA or OASD(PA). The
Secretary of Defense (Public Affairs) is the
sole approving authority for releasing
rosters that list members of this type of unit
by name.
Duty phone of routinely deployable or N Paragraphs 5-3 and 9- See above.
sensitive units 7, AR 360-1
PII that would otherwise be protected from N Paragraph 9-7, AR Much of the prohibited information listed in
mandatory disclosure under a FOIA 360-1; Paragraph 6- AR 25-1 is FOIA-exempt information. Per
exemption 7c(4), AR 25-1 AR 25-1, Army organizations using the
Internet will not post on the Army’s public
Websites records which, if released, would
result in a clearly unwarranted invasion of
personal privacy.
For Official Use Only (FOUO) information
FOUO (FOIA exempted) N Paragraph 6-7c(4), AR Generally not releasable.
25-1
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Records related solely to internal personnel | N Paragraph 6-7c(4), AR FOIA exempt.

rules and practices that are not meant for 25-1

public release

Restricted- or limited-distribution N Paragraph 6-7c(4), AR FOIA exempt.

information 25-1

Records protected by another law that N Paragraph 6-7c(4), AR FOIA exempt. Includes information
specifically exempts the information from 25-1 protected by copyright.

public release

Internal records that are deliberative in N Paragraph 6-7c(4), AR FOIA exempt. This exemption includes draft
nature and are part of the decision-making 25-1 documents, draft publications, or pre-
process that contain opinions and decisional information of any kind.
recommendations

VIP travel N Paragraph 10-6, AR General information on VIP travel will be

360-1

handled as FOUO information. Specific
information on VIP travel should be
classified (level: confidential) for security
reasons.

“Sensitive” or security-related topics

Classified information N AR 380-5
Information or imagery of U.S. coalition N Paragraph 5-31, AR Not without an official release signed by the
forces 360-1 individuals in advance.
Photographs containing sensitive images N Paragraphs 2-1c and 2- | Especially photos showing the results of
19, AR 530-1; IED strikes, battle scenes, casualties, and
ALARACT 156/2005, destroyed or damaged equipment.
“Chief of Staff of the
Army OPSEC
Guidance,” Aug. 23,
2005; ALARACT,
“Sensitive Photos,”
Feb. 14, 2005
Information discusses and may affect the N Enclosure 3, DoDI Must be submitted to DoD’s Office of
OPSEC of IEDs 5230.29 Security Review (OSR) for review and
clearance.
Information discusses and may affect the N Enclosure 3, DoDlI Must be submitted to OSR.
OPSEC of initial fixed weapons basing and 5230.29
arms-control treaty implementation
Information that affects national security N Enclosure 3, DoDlI Must be submitted to OSR.
policy, foreign relations, or ongoing 5230.29
negotiations
Information that is presented by a DoD N Enclosure 3, DoDlI Must be submitted to OSR.
employee, who, by virtue of rank, position 5230.29
or expertise, would be considered an official
DoD spokesperson
Information that originates from or is N Enclosure 3, DoDI Must be submitted to OSR. DoDI 5230.29
proposed for release at the seat of 5230.29; Paragraph 5- adds “by senior personnel on sensitive
government 3, AR 360-1 political or military topics.”
Information that is or has the potential to N Enclosure 3, DoDlI Must be submitted to OSR.

become an item of national or international
interest

5230.29; Paragraph 5-
3, AR 360-1
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Information and public statements with
foreign-policy or foreign-relations
implications

Enclosure 3, DoDI
5230.29; Paragraph 5-
3, AR 360-1

Must be submitted to OSR.

Information on subjects of potential
controversy among the military services or
with other federal agencies

Enclosure 3, DoDlI
5230.29; Paragraph 5-
3, AR 360-1

Must be submitted to OSR.

Information on significant military
operations, potential operations, OPSEC,
and military exercises

Enclosure 3, DoDI
5230.29; Paragraph 5-
3, AR 360-1

Must be submitted to OSR.

Information on military applications in space

Enclosure 3, DoDlI
5230.29; Paragraph 5-
3, AR 360-1

Must be submitted to OSR.

Information and public statements
concerning high-level military or DoD policy

Paragraph 5-3, AR
360-1

Must be cleared at HQ DA or above.

Information concerning U.S. government
policy or policy within the purview of other
government agencies

Paragraph 5-3, AR
360-1

Must be cleared at HQ DA or above.

Information on national command
authorities (NCAs) and NCA command
posts

Paragraph 5-3, AR
360-1

Must be cleared at HQ DA or above.

Initial announcement of GO assignments

Paragraph 5-3, AR
360-1

Must be cleared at HQ DA or above.
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Chapter 4
Web-content managers / Web-content management

The previous chapter discussed PAO’s role as the uber-reviewer, which naturally moves into the uber Web-content
manager. We touched on the subject in Chapter 1, but this chapter discusses Web-content planning and oversight in
more detail. There are many “moving pieces and parts” to being a true Web-content manager, but it boils down to
what to do and what to be aware of — which this chapter’s sections discuss.

ORGANIZATIONAL WEBSITE COORDINATOR

Although overall Web-content manager, PAO needs management teammates. First, PAOs should set the conditions
(such as convince the boss and write the local SOP) that the local content-review process requires the command’s
organizations to appoint a Website coordinator — who is the person the overall Web-content manager looks to for
management and coordination of his / her organization’s Web products. The Website coordinator also fields a
number of the questions from his / her organization’s members that would ordinarily be directed to PAO or G-6.

Although industry uses the term in various ways, a Website coordinator, as referred to in Chapter 3, is essentially the
Web-content manager on an organizational level. He / she ordinarily has the following responsibilities:

e Provide overall management of organizational (e.g., DCG-, DCS-, division-, directorate-, or branch-level)
Websites;

e Establish the Website as a core business function IAW its core competencies for the organization, focusing
on the Website as a value-added information product for “customers” such as organizational users as well
as Army and general-public users;

o  Ensure the Website is in compliance with federal, DoD, Army, and TRADOC Web policy;

e Periodically (at least quarterly) review all the organization’s posted content, including monitoring content
(including links) for currency, accuracy, and policy alignment; checking for broken links or content errors;
and updating contact phone numbers and e-mail addresses;

e  Assist his/ her organization’s staff with development of Web products and coordinate with TRADOC PAO
on the same;

o Keep TRADOC PAO up-to-date on organizational-level Web projects;

e Monitor the content provider’s progress through the review process and / or coordinate the review and
approval of content to be placed on Web products;

e Strategically plan and evaluate the organization’s Web content for improvement to establish / maintain a
robust, relevant, up-to-date Website that ties in with its higher headquarters’ strategic-communication
topics while remaining the go-to Website for news and information specifically about the organization;

o  Work with organizational staff to identify gaps in current Website content and develop content to fill those
gaps;

e Archive outdated organizational Web products;

e Design and conduct on-line user-satisfaction surveys on behalf of the commander / director IAW Paragraph
8-2g9, DA PAM 25-1-1;

e Represent his / her organization at WCWG meetings or forums on Web issues; and

o Apply best practices in writing for the Web or apply QI standards to reviewing content providers’ writing
for the Web.

When members of the organization are planning a new Website, the Website coordinator should coordinate with
TRADOC PAO and TRADOC G-6. The purpose of this coordination would be to determine Website objectives and
target audience; Web publishing destination (e.g., public, controlled access, intranet, or classified server); design,
content, and technical requirements; roles and responsibilities; and a tentative schedule for posting.

The Website coordinator should also coordinate review of materials by the organization’s OPSEC officer, and the
OPSEC officer should notify the Website coordinator if any modifications are recommended as a result of the
OPSEC review. Website coordinators should be almost as familiar with the rules governing FOUO information and
the aspects of the organization’s operations considered critical as the organizational OPSEC officer, since — although
the content provider shares primary OPSEC responsibility with the organizational OPSEC officer — the Website
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coordinator must monitor this. Also to be assessed is a specific risk to the Army’s credibility if publicly released
information is omitted and / or deleted from the Web — this is determined by PAO as the overall Web-content
manager, in conference with the content provider and Website coordinator.

While it is the commander’s / director’s ultimate responsibility, the Website coordinator will assist in ensuring that
1) an annual survey of Website users is conducted to assess satisfaction with the Website, and 2) an organization-
wide Web-content review to assess valid mission need and accuracy is conducted each year. Each Webpage /
organizational Website requires review. Once a review is complete, the Website coordinator reflects completion
with an updated date stamp on the page (see content requirements section later in this chapter). Although formal
reviews must be conducted yearly IAW policy, all Web content should be reviewed and updated as often as
appropriate. See Appendix O for tips on measuring your Website.

POST OR ACOM WEB-CONTENT MANAGER

With fingers in all pies is the overall Web-content manager. Somebody must manage or be in charge of content who
is able to see the overall picture as well as who is an SME in communication. Web-content managers check for
everything, as you undoubtedly saw via the PAO content reviewer’s checklist. (We suggest that you use the PAO
content reviewer’s checklist in conjunction with the Website coordinator’s / Web-content manager’s checklist at the
end of this chapter.)

There is no such thing as laissez faire Web-content management — Web-
content managers must be hands-on and active. Web-content managers
must be security conscious. Web-content managers should maintain
constant dialogue with their senior leaders. And yes, by DoD policy, the
commander / director is ultimately responsible for the Website, but the
Web-content manager actually does the work and is a stakeholder as
well as an SME.

The Web-content manager at HQ TRADOC is TRADOC PAO. The
Web-content manager at installation level should be the TRADOC
senior commander’s PAO — and is indeed appointed thus by TR 25-1.
As we’ll look at in the “strategic Webbing” section of this chapter, it’s a
role that requires viewing the Web strategically (what should be there) as
well as from the perspective of the reviewer (which concentrates more
on what shouldn’t be there). And unlike the conceptual framework of
AR 25-1 (see Chapter 1), the Website must be managed from the
standpoint of what should be there: e.g., what is valuable, what is
relevant, what is legally required, what will hurt corporate ethos if it’s
not there.

Typical Web-content manager responsibilities are:**

e Prior to posting, approve for release new content posted on the
corporate Website, organizational portal, and to AKO
unrestricted-content areas.”®® New content includes new
Websites, new Webpages, and documents posted to Websites,
and major updates of Websites. PAO is the commander’s
designated review and approval authority for the release of
official information to the public.?” Publicly accessible, non-
restricted Army Websites may only provide information that
has been properly cleared for release,?® so PAO must ensure that the information posted to these publicly
accessible sites is consistent with federal, DoD, Army, TRADOC, and local command policies.

2% See Paragraph 1-5d, TR 25-1.

2% paragraph 2-3a(15), AR 530-1; Paragraph 6-7c(3), AR 25-1; Paragraphs 4-5a(7) and 4-20g(11), AR 25-2; Paragraphs 1-5d, 1-
5i, 5-3a(4)(c) and 5-5¢(1), TR 25-1.

27 Expected to be clearly stated thus in Paragraph 2-4m of the soon-to-be-published AR 360-1.

2% paragraph 1a, memorandum from DISC4 (now known as the Army’s CIO/G-6), “Guidance for Management of Publicly
Accessible U.S. Army Websites,” Nov. 30, 1998; Paragraph E-9, AR 380-5. See also Paragraph 6-7¢(3), AR 25-1.
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e Inconjunction with the command’s CIO / G-6, provide oversight and control of the content on public
Websites. Ensure a command public Web program is operated and maintained as the official primary point
of access to the command’s information on the Internet IAW DoD Web policy and coordinated with Web-
management procedures from the command’s CIO / G-6. (TRADOC PAO serves as Web-content manager
for the TRADOC corporate Website.”*® The TRADOC senior commander’s PAO is the MSO / CoE Web-
content manager.>®) Develop and organize content while promoting a consistent look and feel on all
TRADOC Web products. Also in conjunction with CIO / G-6, recommend and interpret federal, DoD, DA,
and TRADOC Web-content policies. Ensure that Websites are maintained in compliance with relevant
policies listed in DoDI 5400.13: Joint Public Affairs Support Element (JPASE)’s CONOPS, May 30, 2006;
the DoD Web policy; the DEPSECDEF’s memo on Interactive Internet Activity (I1A), June 8, 2007; the
DEPSECDEF’s memo on “Trans Regional Web Policy,” Aug. 3, 2007; OMB Memorandum 05-04,
“Policies for Federal Agency Public Websites,” Dec. 17, 2004; DoDD 5230.9, “Clearance of DoD
Information for Public Release,” [Aug. 22, 2008]; DoDD 8500.01E, “Information Assurance (IA),” Oct.
24, 2002; and DoDI 8500.2, “Information Assurance (IA) Implementation,” Feb. 6, 2003.%%

e Maintain ACOM-, MSO-, or CoE-level content and monitor the maintenance of DCG- and DCS-level (or
equivalent at MSO / CoE) content — i.e., the “flagship,” or the most visible and visited content.

e Conduct quarterly Web content reviews (post-dissemination of information) of public Webpages** and
AKO unrestricted-content areas. Also conduct on-the-spot checks of subordinate-organization Webpages.

e Coordinate the corporate information content, and determine the major communication themes on the
homepage and pages linked off the homepage.®® Assess the risk to the command’s credibility if publicly
released information is omitted and / or deleted from the Web.**

e  Advise on design of the Website, its business-practice needs, and the functions the organization wants to
make available.

e Research and develop long-term and annual strategies, goals, and objectives for ACOM / MSO / CoE Web
products, as well as establishing procedures and standards for Web products.

e Manage Web marketing, outreach, and messaging efforts AW “strategic Webbing” concepts outlined later
in this chapter.

e Coordinate with the CIO / G-6 on any content that may affect the supporting IT or conformance with
Website policies.*®®

e  Ensure Web-content providers have followed the content-approval process, including coordination with the
organization’s OPSEC officer / security manager, and, if needed, the SJA.%% The TRADOC senior
commander’s PAO should establish local procedures, in compliance with TR 25-1 — and in coordination
with the mission Webmaster, mission portal administrator, OPSEC officer, SJA, and G-2 — for review and
clearance of information posted to the command / activity’s Websites. At minimum, procedures should
include insurance that content providers have coordinated with the local OPSEC officer, local security
reviewer, QI Program POC and, if needed, SJA for review prior to disseminating information. As Web-
content manager, TRADOC PAO also consults SMEs before clearing information, such as:

o TRADOC PAO may consult the TRADOC OPSEC officer (TRADOC G-3/5/7), TRADOC G-2
(due to G-2’s role as the command security manager), or TRADOC SJA for information reviews
and guidance, either before PAO gives approval for posting information or while PAO is
performing quarterly Website reviews once information is posted.*”’

29 paragraph 2-9b, AR 25-1; Paragraph 1-5d(2) and 1-5i(2), TR 25-1.

300 paragraph 1-5i(2), TR 25-1.

%01 paragraph 6b, Enclosure 2, DoDI 5400.13.

%02 paragraph 6-7¢(4), AR 25-1; Paragraph 8-4a, DA PAM 25-1-1; Paragraph 6b(8), TRADOC OPSEC Plan.

%03 paragraphs 1-5d(1) and 1-5i(4), TR 25-1.

304 5ee Paragraphs 5.2.2, Part |, and 3.5.2.2, Part 11, DoD Web policy. Public Affairs makes the final determination on the
“absolute credibility” of defense information released to the public through publicly accessible Websites, but content providers
should provide input.

%05 paragraph 1-5d(3), TR 25-1.

306 paragraphs 1-5i and 5-5c(1), TR 25-1.

307 paragraph 5-5¢, TR 25-1.
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o Inaddition to organizational QI measures, TRADOC PAO consults, as needed / requested, the
TRADOC Section 508 SME in the Equal Employment Opportunity Office (EEQQ), and
coordinates with TRADOC G-6 on FOIA concerns before approving release of information on the
publicly accessible Web.

e Provide general staff supervision and approval for the release of VI products to the public.®

e Chair the WCWG. Serve on the TRADOC / MSO / CoE WWG and OWG. Provide direction, guidance,
and training for content providers, content reviewers, and Website coordinators via telephone, email, or the
WCWG and WCWG portal.

e Maintain written records of reviews and violation notifications, IAW local G-6 / DOIM guidance, based on
DA PAM 25-1-1, Paragraph 7-7j, as well as AR 380-5, Paragraphs 1-13 and 4-15b.

e Execute IA responsibilities as required by ARs 25-2 and
25-1; Public Affairs assists in the Army Information
Assurance Program (AIAP).> Public Affairs’ IA
responsibilities are also mentioned in Chapter 5, AR 25-
1, and include Web risk assessment.

More broadly, Web-content manager functions are established by
DoDD 5122.5 and its “companion,” DoDI 5400.13. Although the
DoDD is specific to the Assistant SECDEF for Public Affairs
(ASD-PA), lower-level PAO functions should parallel DoD
Public Affairs’ organization and functions as much as possible:

e Adviser to the commander — “[Public Affairs] is the
adviser ... for news-media relations, public liaison,
internal communications, community relations, public
affairs and [VI] training, and audiovisual matters.”*!°

e Primary communicator — Public Affairs is called “a
primary DoD communications capability” in the
DEPSECDEF memorandum, “2006 Quadrennial
Defense Review (QDR) Strategic Communication (SC)
Execution Roadmap.”®! “[Public Affairs] activities
shall ... [communicate] information about military
activities to domestic, international, and internal
audiences.”"? “[Public Affairs] activities’ capabilities
shall be developed and employed to support the
command’s operations to assure the trust and confidence
of the U.S. population, friends and allies; deter and
dissuade adversaries; and counter misinformation and
disinformation, ensuring effective, culturally appropriate
information delivery in regional languages according to
[DoDI] 5160.70.7%5

e Strategic planner and policy-maker — “[Public Affairs]
will develop communications policies, plans, and
programs in support of DoD [Internet] objectives and

operations in coordination with the Assistant Secretary of Defense for Networks and Information

Integration (ASD-NII) / DoD CIO as appropriate.”*'* “[Public Affairs] will establish a communication,

398 parallels Paragraph 2-9a, AR 25-1.

399 paragraph 3-3j, AR 25-2. Also see Paragraph 4-5a(7), AR 25-2: “[U]sers are not to release [or] disclose ... information
without the consent of ... the Public Affairs Office. ...”

310 paragraph 3, DoDD 5122.5.

311 paragraph 1b, DoDI 5400.13.

312 paragraph 4a, DoDI 5400.13.

313 paragraph 4b, DoDI 5400.13.

314 paragraph 3c, DoDD 5122.05. See also Paragraph 1d, Enclosure 2, DoDI 5400.13.
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integration, and planning activity focusing on mid- to long-range strategic communication planning, and
issues, trends, and objectives of broad scope and importance to DoD components.”3

e Public Web program manager — “[Public Affairs] will ensure a consolidated ... [pJublic Web [p]rogram
is operated and maintained as the official primary point of access to DoD information on the Internet
[IAW] Website policies and procedures established by [C10], [and will] serve as the approval authority for
... [NA]. ...”*'® Further, according to Army regulations: “All commanders will resource and maintain a
[Public Affairs] capability to operate on the Internet and to monitor the global information environment.”’

The Web is a large provider of information to most, if not all, target audiences; DoD realizes this and charges the
secretaries of the military departments (MILDEPS) to ensure that Public Affairs has capability sufficient to “conduct
and interface with the technologies employed by target populations ... for all planned and ongoing Public Affairs
activities.”**® While this may be seen as permission to conduct social-networking activities as a primary means of
employing technologies already used by target populations that other means cannot reach, operating in the social-
media “battlespace” is problematic, as will be discussed further later in this chapter.

The Web-content manager must ensure that content not only feeds the information needs of the taxpayers who are
actually funding the Website, but also is relevant to the internal audience. AR 360-1 states that “[t]he primary
function of Army electronic media is to support a commander’s internal-information objectives,”*** which somewhat
clashes with other Army policy that electronic media must be of value to the American public at large. TRADOC
PAO agrees that one function of Army electronic media is to support internal-information programs, but that’s not
its primary function. Electronic media should 1) provide both Army-wide and local information; 2) assist the
commander in identifying and correcting command problems; and 3) act as tools for two-way communication.
Internet editorial and news policies must also support the commander’s responsibility to keep the command
informed, so PAOs are responsible for deliberately designing Web-content policies (same principle as newspaper
editorial policies) that improve the ability of Soldiers and Army civilians to better perform their missions by keeping
them informed of Army policies and programs, and of the individual’s role in accomplishing Army missions.**°

Beyond working with the news media, Public Affairs is an important part of an organization’s Web presence as the
proponent for information in the public domain, since as stated, |IAW Paragraph 5-2d(3), AR 530-1, when
information is not cleared for posting on the WWW, it cannot be released into any other public forum. As the local
Web-content manager, PAO should help ensure that corporate content does not release information on one public
venue when it is prohibited in another venue. This takes a broad overview more suitable to Public Affairs than to G-
6 / DOIM organizations. Adopting a Web-manager approach for all PAOs will also help ensure that strategic-
communication themes, both Army-wide and local, are included.

WEB MANAGER VS. WEB-CONTENT MANAGER

As we said in Chapter 1, AR 25-1 uses the terms Web manager and Web maintainer as synonyms for Webmaster,
but that’s not what we’re talking about here. PAQO’s role in Web content is a sore point with some in the IT world,
as “technical control”™? to some means “total control.” Not so. As we explained in Chapter 1, G-6 / DOIM Internet
management heavily emphasizes IT — the computers and the networks; i.e., the means of the content’s delivery — as
well as the format the content appears in (enabled by what-you-see-is-what-you-get, or WYSIWYG, software) and
the policies for managing IT. On the other hand, PAO Web management specifically encompasses content,
including the messages behind the content and the command’s relationships with the public.

Perhaps the picture will be clearer if we explain technical control. As defined by AR 25-1, technical control is
“[t]he authority for one organization or command to issue and enforce policy and authoritative direction concerning
the use of techniques, procedures, standards, configurations, designs, devices, and systems to another specified
organization to accomplish a specific mission. Technical control does not include command authority or
administrative control for logistics or matters of administration, discipline, internal organization, or unit training.”

315 paragraph 3g, DoDD 5122.05.

316 paragraphs 3j and 3k , DoDD 5122.5.

317 paragraph 2-3a(4), AR 360-1.

318 paragraph 7a, Enclosure 2, DoDI 5400.13.

319 paragraph 13-1a, AR 360-1.

320 paragraph 13-1b, AR 360-1.

321 We're referring to Paragraph 6-7a(13)(c), AR 25-1: “Webmasters/maintainers will have technical control over the site’s
content and will ensure the site conforms to Defense and Army policies, standards, and conventions.”
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This definition does not mention management of content anywhere, and it specifies that technical control does not
equal command authority — i.e., total control / primary oversight; it focuses on who is responsible for applying the
technical skills and techniques required to support the DoD Information Enterprise (DDIE) and to exercise the
federally mandated responsibilities for establishing and managing DoD / Army knowledge-management efforts.
Therefore the G-6 / DOIMs are charged to consider information a “strategic asset” to DoD and thus secure it; ensure
that it is shareable and made available “throughout the information lifecycle to any DoD user or mission partner to
the maximum extent allowed by law and DoD policy”; and that any of their IT solutions provide “reliable, timely,
accurate information that is protected, secure, and resilient against information warfare, terrorism, criminal
activities, natural disasters, and accidents.” In the previous chapter,
when we discussed QI, we said that the standard of integrity was the
responsibility of IT professionals. They are responsible for ensuring
that all aspects of the DDIE — including the Global Information Grid
(GIG) infrastructure and enterprise services and solutions — are
planned, designed, developed, configured, acquired, managed,
operated, and protected to achieve a net-centric environment as
envisioned in our country’s national-defense strategy.

322

Therefore IT professionals, called in AR 25-1 as “Website managers /
maintainers,” typically have the following technical responsibilities in
managing Army Websites:

e  Comply with Web-management policy in AR 25-1 and the
DoD Web policy, as well as all other DoD guidance and
direction.**

e  Serve as Webmaster / maintainer for each of their Websites /
pages, assigned by their organizations.**

e Register their public Websites with the Army Webmaster at http://www.army.mil and update the
registration information as changes occur. The registration requirement is specifically designed to assist
the American public in locating government information resources.*®

e Serve as a top-level administrator for the primary organizational presence / space on the AKO / DKO
portal, as assigned by his / her organization. Coordinate with delegated administrators to manage content
within subordinate organizations.**®

e  Ensure that management and use of public and non-public Websites is consistent with DoD and Army
policy on official and authorized use of telecommunications.**’

%22 HoDD 8000.01, Management of the Department of Defense Information Enterprise; Paragraph 1-6¢, AR 25-1.

%23 paragraph 6-7a(8), AR 25-1.

324 paragraph 6-7a(13), AR 25-1.

325 paragraph 6-7¢(2), AR 25-1.

326 paragraph 6-7d(3), AR 25-1.

%27 paragraph 6-7a(9), AR 25-1. Authorized and prohibited uses of telecommunications are outlined in Paragraphs 6-1e and 6-1f,
AR 25-1, and Paragraphs 4-5a(1) and (3) plus 4-5r(7), AR 25-2. Use of telecommunications, including computers, must be IAW
legitimate public interest and may not adversely affect performance of official duties by the employee or employee’s
organization; may not adversely reflect on DoD or the Army; may not be uses that are incompatible with public service; must be
of reasonable duration (normally five minutes or less) and frequency (twice per day), and, whenever possible, are made during
the employee’s personal time, such as during lunch, break, and other off-duty periods; are not used for activities related to
operating a private business enterprise; may not be for unlawful activities, commercial purposes, or in support of for-profit
activities, personal financial gain, personal use inconsistent with DoD policy, personal use that promotes a particular religion or
faith, or uses that violate other Army policies or laws — this may include, but is not limited to, violation of intellectual property
and copyright laws, gambling, support of terrorist or subversive activities, and sexual or other forms of harassment; may not be
political transmissions, including transmissions that advocate the election of particular candidates for public office; and may not
cause, directly or indirectly, congestion, delay, or disruption of service to any computing facilities or cause unwarranted or
unsolicited interference with others” use of communications. AR 25-2 specifically prohibits on a government-provided IS or
connection 1) “unlawful or unauthorized” activities such as file-sharing of media, data, or other content protected by federal or
state law, including copyright or other intellectual-property statutes; and 2) modification of the IS or software, use of it in any
manner other than its intended purpose, or adding user-configurable or unauthorized software such as, but not limited to,
commercial instant messaging, commercial Internet chat, collaborative environments, or peer-to-peer client applications. AR 25-
2 explains that these applications create exploitable vulnerabilities and circumvent normal means of securing and monitoring
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e  Serve as senior authority for VI, and manage non-tactical VI and multimedia products per OMB Circular
A-130, DoDD 5040.2, DoDI 5040.4, DoDD 5040.5, DoDI 5040.6, DoDI 5040.7, and 36 CFR, as defined in
Chapter 7, AR 25-1,3%

e  Keep records of reviews, IAW DA PAM 25-1-1, Paragraph 7-7j, as well as AR 380-5, Paragraphs 1-13 and
4-15h. Keep written records of violation notifications. Manage Web records per OMB Circular A-130 and
guidance from NARA (see 36 CFR 1220-1238 and www.archives.gov/records_management/index.html).3?

e  Serve as the appeal authority and liaison with TRADOC G-6 (if at MSO / CoE level) or Army G-6 (if at
TRADOC level) to receive and resolve QI appeals.®*

TR 25-1 brings in a further application at MSO / CoE level. 1AW TR 25-1, persons managing public Websites fall
into two categories: the person responsible for maintaining the organization’s public Website, who is known as the
mission Webmaster, and the person responsible for maintaining the organization’s portal, who is known as the portal
administrator. All TRADOC public sites must have a primary mission Webmaster or portal administrator
designated in writing by a commander / supervisor.®** (Note: Portals are included in this Guide because they are
deemed publicly accessible Websites, per TR 25-1. Logically, of course, if the portal is access-controlled with a
positive control (see “public accessibility and security” section later in this chapter), it is not a publicly accessible
Website and this Guide does not apply.)

Mission Webmaster. The mission Webmaster’s functions are detailed in Paragraph 5-5, TR 25-1. The mission
Webmaster administers and maintains the command / activity’s public site, which includes managing the
information / content lifecycle in repositories, databases, Websites, and shared drives; ensuring the organization’s
functional information is current and valid; and ensuring outages are resolved. The mission Webmaster should have
a good working relationship with the TRADOC senior commander’s and garrison commander’s PAO.

Typical responsibilities for the mission Webmaster include:**

e Review Web content quarterly to ensure that the posted content complies with DoD Web policy, AR 25-1,
DA PAM 25-1-1, and subsequent DoD, Army, and TRADOC directives. Establish local policy as required,
in conjunction with the Web-content manager (the TRADOC senior commander’s PAO). As part of this
function, the mission Webmaster keeps the mission Web-content manager informed about, and ensures
quick resolution of, content problems the mission Webmaster identifies.

e Coordinate with the TRADOC senior commander’s PAO on the adoption of an effective pre-dissemination
content-review process at organization level. Other people the mission Webmaster should work in
conjunction with on this project should include the command’s portal administrator, OPSEC officer, and
other SMEs such as the SJA and security experts.

o  Work with the mission Web-content manager to ensure that all content inappropriate for general-public
viewing is located in an approved TRADOC knowledge environment. Restricted access by domain or IP
address only (i.e., .mil-restricted) is not sufficient for content inappropriate for public viewing; FOUO
information, for example, must be contained in a TRADOC restricted-access portal — such as an AKO team
site, TRADOC Knowledge Environment (TKE), or Battle Command Knowledge System (BCKS) — or
other means of restriction requiring client / user authentication. (See Paragraph 5-3, TR 25-1, and the
“public accessibility and security” section later in this chapter.) AKO is the Army’s intranet and the
preferred site for non-public content.*** According to TR 25-1, all organizations listed in TR 10-5 will

network activity, and provide a vector for the introduction of malicious code, remote access, network intrusions, or the
exfiltration of protected data. AR 25-2 also states that “[c]ertain activities are never authorized on Army networks. ... These
activities include any personal use of government resources involving pornography or obscene material (adult or child); copyright
infringement (such as the sharing of copyright material by means of peer-to-peer software); gambling; the transmission of chain
letters; unofficial advertising, soliciting, or selling except on authorized bulletin boards established for such use; or the violation
of any statute or regulation.

328 paragraph 2-10, AR 25-1.

329 paragraph 8-1g, DA PAM 25-1-1.

30 paragraph 2-1s, AR 25-1.

! paragraph 5-5, TR 25-1.

%32 See Paragraphs 1-5f and 5-5, TR 25-1, for more information on mission Webmaster and portal administrator functions and
responsibilities.

333 paragraphs 5-2a and 5-3a, TR 25-1. AKO is authorized for content up to unclassified / FOUO or CUI, according to
ALARACT 089/2008, “Securing AKO Content and Credentials (NIPR),” March 25, 2008, but “[w]hen determining access
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have a KC on AKO and use it for content that must be available to the Army community. Content not
approved for the public domain may be posted to organizations’ AKO KC(s).

e Coordinate establishment of new Websites with the TRADOC Webmaster
(monr.webmaster@monroe.army.mil), supporting PAO, OPSEC officer, and SJA.

e  Chair or co-chair the organization’s WWG and organize meetings, conferences, or forums on Internet
issues. Serve on the organization’s WCWG and OWG.

Portal administrator. AKO-based organizational portal administrators also manage a type of publicly accessible
Website®**: portals are also subject to DoD, Army, and TRADOC policies and guidance on Web content. Portal
administrator functions are also detailed in TR 25-1. Portal administrators manage the command / activity AKO
portal presence, which includes managing the information / content lifecycle in repositories, databases, and shared
drives, and ensuring that the organization’s functional information, if included in the portal, is current and valid.
The portal administrator should also have a good relationship with the TRADOC senior commander’s PAO.

Typical responsibilities for the portal administrator include:>*

e Coordinate — in conjunction with the mission Webmaster, TRADOC senior commander’s PAO, OPSEC
officer, and other SMEs such as the SJA and security experts — adoption of an effective pre-dissemination
content-review process at organization level.

e Establish a process for quarterly review of the portal. Quarterly review, at a minimum, should include
checks for security risks and design deficiencies, as well as content (post-dissemination) to ensure
continued compliance with DoD Website administration policy, AR 25-1, DA PAM 25-1-1, and
subsequent DoD, Army, and TRADOC directives. As part of this function, portal administrators should
inform the Web-content manager about, and work to ensure quick resolution of, content problems the portal
administrator identifies during his / her quarterly review. This may include content on the portal that
violates FOIA®*® and should be released to the public domain, for instance.

e Ensures that all content inappropriate for general-public viewing is located in an approved TRADOC
knowledge environment. Restricted access by domain or IP address only (i.e., .mil-restricted) is not
sufficient for content inappropriate for public viewing; FOUO information, for example, must be contained
in a TRADOC restricted-access portal — such as AKO team sites, TKE, and BCKS — or other means of
restriction requiring client / user authentication. (See Paragraph 5-3, TR 25-1, and the “public accessibility
and security” section later in this chapter.)

e  Serve on the organization’s WCWG, WWG, and OWG.

Obviously the roles and responsibilities of PAO and G-6 / DOIM (i.e., Web managers, mission Webmasters, or
portal administrators) are very different, so it’s childish to argue over who has “control.” One has control of the
content; the other is challenged with IT and IS issues as mentioned in Chapter 1. As also outlined in Chapter 1, the
local PAO and local DOIM should share responsibility for the post’s Website, but there’s no question that Websites
are / should be a primary PAO function. Websites are Cl, community-relations, and media-relations venues all
rolled into one information tool. PAOs coordinate with other installation entities to accomplish this mission, as
required by the interdisciplinary approach, but by charter solely speak for the commander as the “one voice”
(command spokesperson).

At the 2008 Army Worldwide Public Affairs Symposium, we heard a PAO remark to another that he had turned
over the post Website to his DOIM because he “didn’t have time for it.” If you’re one of those PAOs who don’t
claim your post Website as one of your primary functions, why not? Take ownership of one of the most important
information tools your command has. Only you can provide the overall perspective and see Public Affairs

controls on AKO NIPR, consider that information which is unclassified or FOUO / CUI may become sensitive or even classified
in the aggregate.”

3 paragraph 5-5¢, TR 25-1.

3 5ee Paragraphs 1-5f and 5-5, TR 25-1, for more information on mission Webmaster and portal administrator functions and
responsibilities.

%% | AW Paragraph 8-5g, AR 25-1: “The FOIA program implements the DoD policy that requires its activities to conduct
business in an open manner and to provide the public a maximum amount of accurate and timely information concerning its
activities, consistent with legitimate public and private interests of the American people.” See Chapter 3 for more information on
FOIA.
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sensitivities that DOIM personnel will miss. You should be the last stop and last set of eyes before content goes
“live” on the public Webserver. And the Web should be a priority — it shouldn’t languish behind other things on
your plate. People look at Websites and judge the command /
commander quicker by the command’s Website than by any other
information tool there is. Not to mention that newspapers are
dying — all newspapers, including Army newspapers; it’s
predicted that soon an Internet presence is all the news and
information presence you’ll have. If you abandon control of
content to the DOIM now, you will never gain it back unless the
guy or gal with stars on his / her shoulders orders it, and even then
you will be far behind on what you need to do. You will have lost
momentum on communicating to key audiences that you will
never overcome.

GENERAL FEDERAL REQUIREMENTS

Part of the necessary responsibilities of a Web-content manager is
to ensure that his / her Website meets the general federal
requirements laid out in OMB memo M-05-04. As Clay Johnson
III, OMB’s deputy director for management, said, a federal
Website does not belong to the federal organization to do
“whatever” with: “The efficient, effective, and appropriately
consistent use of federal-agency public Websites is important to
promote a more citizen-centered government. Federal-agency
public Websites are information resources funded in whole or in
part by the federal government and operated by an agency,
contractor, or other organization on behalf of the agency. They
present government information or provide services to the public
or a specific non-federal user group and support the proper
performance of an agency function.”

There are 10 standards for public Websites established at the federal level.**” These standards — which fulfill the
requirements of Section 207(f) of the E-Government Act of 2002 (Public Law 107-347) — are reflected in DoD and
Army policy for Websites. Web-content managers must ensure that, overall, management of the ACOM / MSO /
CoE public Website is in compliance with federal IRM law and policy. Strategic planning, policy, and best-
practices coordination is required with the federal standards, not just black-and-white obedience to Army regulations
as expected for compliance to the general military requirements outlined in Chapter 2.

The first federal standard is to establish and maintain information-dissemination product inventories, priorities, and
schedules. OMB Circular A-130 and the PRA® require federal public Websites to disseminate information to the
public in a timely, equitable, efficient, and appropriate manner, and to maintain inventories of information-
dissemination products. The E-Government Act requires organizations to develop priorities and schedules for
making government information available and accessible to the public, IAW public comment, and to post this
information on the organization’s Website. This standard also includes a reporting requirement; an organization
must plan and post updates to its final determination of inventories, priorities, and schedules, and to include that
information in its E-Gov Act report.

¥7 OMB memorandum M-05-04, “Policies for Federal Agency Public Websites,” Dec. 17, 2004.

338 OMB Circular A-130, Section 8(a)(5), is available at http://www.whitehouse.gov/omb/circulars/al30/a130trans4.pdf. The
PRA is available at http://www.archives.gov/federal_register/public_laws/paperwork_reduction_act/3501.html. The PRA
provides guidance and requirements for implementation of surveys / questionnaires for which the public may be an audience. All
surveys conducted on publicly accessible Websites must include an OMB control number — which is provided following
submission and approval of PRA application. It can take up to six months to obtain OMB approval for survey questions.
However, open-ended questions don’t require OMB approval. If an office requires a survey to be administered on a public site,
such as a user-satisfaction survey, consider contacting the Army Research Institute (ARI), as guidance concerning surveys can be
conflicting; per an email from ARI July 22, 2009, Website customer-satisfaction surveys do not require approval. However,
surveys and other Army information-collection efforts must also comply with AR 380-13, Acquisition and Storage of
Information Concerning Non-Affiliated Persons and Organizations.
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The second federal standard is to ensure information quality. The Information Quality Act, discussed in the
previous chapter, requires organizations to maximize their Website content’s quality, objectivity, utility, and
integrity. This includes making information and services available to the public on a timely and equitable basis.
Organizations must reasonably assure suitable information and service quality, consistent with the level of
importance of the information. Reasonable steps include: 1) clearly identifying the limitations inherent in the
information-dissemination product (for example, the possibility of errors, degree of reliability, and validity) so that
users are fully aware of the quality and integrity of the information or service; 2) taking reasonable steps to remove
the limitations inherent in the information; and 3) reconsidering delivery of the information or services. (See the QI
section in the previous chapter and the definitions section for details on the QI standards of quality, objectivity,
utility, and integrity. Also see Section 515 of the Information Quality Act, Public Law 106-554; OMB guidelines;
and other references.)

The third federal standard is to establish and enforce explicit agency-wide linking policies describing management
controls for linking within and beyond the organization (which the DoD Web policy has done — we’ll discuss
external links and linking policies later in this chapter). The policies must appropriately limit external linking to
information or services necessary for the proper performance of an agency function (in military jargon, “valid
mission need”), and must include reasonable management controls to assure that external links remain active or
otherwise continue to provide the level of quality (including objectivity, utility, and integrity) intended by the
organization and expected by the Website’s users.

It should be noted that OMB’s information-quality guidelines exclude hyperlinks from its definition of
“information” (although links are considered Webpage content), but this exclusion does not remove organization
responsibility to exercise due diligence when determining whether to link externally. When an organization
determines that external links are necessary for, and material to, the presentation of its information or to delivery of
services as part of properly performing one or more of its functions, it must take reasonable steps to ensure that the
presentation (and therefore content at the links, by derivative) is accurate, relevant, timely, and complete.

Agencies must reasonably assure suitable information and service quality of external links, consistent with the
information’s level of importance, and using the same “reasonable steps” listed in the first standard. Although OMB
advises caution in this standard on linking to commercial organizations or interest groups due to endorsement
considerations,* DoD guidance is more restrictive — DoD prohibits linking to commercial organizations or interest
groups unless a disclaimer is employed IAW the DoD Web policy.

There are several mandated links, and a mandatory linking policy that identifies those mandatory links and posts (or
links to) the following information on an organization’s principal Website and major entry points to the site:

e The organization’s strategic plan and annual performance plans;

e Descriptions of the organization’s structure, mission, and statutory authority;

e Information made available under FOIA;

e  Specific Website privacy policies;

e Linkto USAGov.gov;

e Summary statistical data about equal-employment-opportunity complaints filed with the agency, and
written notification of “whistleblower” rights and protections as required by the No Fear Act of 2002;

e The agency point of contact for small businesses as required by the Small Business Paperwork Relief Act
of 2002; and

e  Other cross-government portals or links required by law or policy.
The fourth federal Website standard is to establish and maintain communications with members of the public, and

with state and local governments, to ensure that the federal organization creates information-dissemination products
meeting their respective needs. To determine those needs, the PRA requires organizations to manage information

%39 paragraph 3E, Attachment, OMB memorandum M-05-04: “Agency links to commercial organizations or interest groups
present special challenges with respect to maintaining agency objectivity and thus must be used judiciously.”
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collections from the public, or state and local governments (such as Website surveys or questionnaires) as prescribed
in OMB’s guidance at 5 CFR Section 1320.**° (See Footnote 338, Page 134.)

The fifth federal standard is to assist the public in locating government information — the principal public Website
and major entry points must include a search function. Organizations may determine, in limited circumstances (for
example, small Websites), that sitemaps or subject indexes are more effective than a typical search function. The
search function should permit searching of all files intended for public use, display search results in order of
relevancy to search criteria, and provide response times appropriately equivalent to industry best practices. (The
Army’s DA PAM 25-1-1 spells out the standards of the search function in more detail.) Websites should provide
data in an open, industry-standard format, permitting users to aggregate, disaggregate, or otherwise manipulate and
analyze the data to meet their needs.

The sixth standard is to use approved domains. (See DoDI 8410.1.) Federal agencies may use only .gov, .mil, or
fed.us (DoD is limited to .mil) unless the agency head explicitly
determines that another domain is necessary to properly perform an
agency’s function. For the Army, “agency head” is not delegated
below CIO / G-6. The standard allows that “proper performance of
agency functions” includes an obligation to the organization for clear
and unambiguous public notification of the organization’s involvement
in, or sponsorship of, its information-dissemination products, including
public Websites. (The Army’s requirement for Webpage titles to
contain information on the site’s sponsor addresses this.) The federal
standard also recognizes that, in certain limited circumstances, other
domains may be necessary for the proper performance of an agency
function. Approved exceptions to the .mil domain are in DoDI 8410.1.

The seventh standard is for federal organizations to implement security
controls. DoD’s and the Army’s more stringent controls are discussed later in this chapter, but the minimum federal
standards are in OMB Circular A-130, Appendix I11; OMB memorandum M-04-25, “Reporting Instructions for the
Federal Information Security Management Act [FISMA] and Updated Guidance on Quarterly IT Security
Reporting”; National Institute of Standards and Technology (NIST) Special Publication 800-44, “Guidelines on
Securing Public Webservers”; and other associated guidance from NIST.** Adequate security controls must be in
place to ensure that information is resistant to tampering to preserve accuracy; remains confidential as necessary;
and the information or service is available as the organization intends and as expected by the Website’s users.
Agencies must also implement management controls to prevent the inappropriate disclosure of sensitive
information; the Army’s management controls are discussed later in this chapter.

The eighth federal standard is to protect privacy and to not disclose information about personnel by implementing
OMB Circular A-130’s Appendix I and OMB memorandum M-03-22, “OMB Guidance for Implementing the
Privacy Provisions of the E-Government Act of 2002.**? Protecting personnel privacy is a particular concern for
the Army.

The ninth standard is for public Websites to maintain accessibility, discussed in greater detail in the “Section 508”
section of this Guide, Page 177. Every federal agency must ensure accessibility for individuals with disabilities by
implementing Section 508 of the Rehabilitation Act (29 USC 794d). Federal-agency public Websites must be
designed to make information and services fully available to individuals with disabilities.*** Also, organizations are
required to provide appropriate access for people with limited English proficiency by implementing DoJ guidance
for EO 13166, “Improving Access to Services for People with Limited English Proficiency.” Organizations must
determine whether an individual document on their public Website requires translation.**

340 See htp://www.access.gpo.gov/nara/cfr/waisidx_99/5¢fr1320_99.html; Section 8(a)(6), OMB Circular A-130,
http://www.whitehouse.gov/omb/circulars/al30/a130trans4.pdf; PRA,
http://www.archives.gov/federal_register/public_laws/paperwork_reduction_act/3501.html.

31 OMB Circular A-130, http://www.whitehouse.gov/omb/circulars/al30/a130trans4.html; M04-25,
http://Aww.whitehouse.gov/omb/memoranda/fy04/m04-25.pdf; FISMA, http://csrc.nist.gov/policies/FISMA-final.pdf; NIST
800-44, http://csrc.nist.gov/publications/nistpubs/800-44/sp800-44.pdf.

32 M-03-22 is available at http://www.whitehouse.gov/omb/memoranda/m03-22.html.

343 More information on Section 508 is available at http://www.access-board.gov/index.htm.

344 More information is available at http://www.usdoj.gov/crt/cor/Pubs/lepga.htm.
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The 10" standard, like the first, is a record-keeping requirement.
Organizations must meet records-management requirements by
implementing OMB Circular A-130 and NARA guidance.?* See
provider and reviewer responsibilities in Chapters 2 and 3.

WHEN TO USE AKO; WHEN NOT TO
Web-content managers must also be alert to what their
organizations are placing on AKO. Have you thought about it:
what do you have on your organizational AKO site? Is it there to
get around a review process or around a PIl requirement? Do the
policies still exist that led you to post it to AKO in the first place?
And does it meet the FOIA exemptions for being restricted
content? (See Chapter 3.)

The Obama administration has said that the federal government
will be open and transparent, adopting “a presumption in favor of
disclosure.” New FOIA guidelines were issued March 19, 20009,
by the U.S. attorney general. We can anticipate a need to evaluate
what we have on AKO for possible move to the publicly accessible Web, and we can expect a more rigorous
insistence that information must meet a FOIA exemption to be withheld or restricted via AKO or other means. (You
may remember from the Chapter 3 discussion that, by definition, only if information matches one of the specific
FOIA exemptions is it FOUO, although it may be “sensitive” or CUI under AR 530-1 and / or AR 380-5.

Posting content to AKO for your convenience — because you didn’t want to follow a policy or procedure — should be
a no-go anyway, but we recommend that you evaluate the content you are withholding from the public to see if
AKO is truly its proper home. But keep in mind that if content is moved to the publicly accessible Web, the
information must be validated for release IAW DoD Web policy et al, and thus the review / clearance procedures
outlined in Chapter 3 apply.

Having said this, we’ll discuss when to use AKO. That’s fairly easy to figure out, since AR 25-1 specifies some
instances:

e The installation telephone directory must be on AKO, not on the Internet — Each Army installation is
required to publish an unclassified organizational telephone directory at least annually. Electronic versions
of the directory must be placed on the organization’s AKO / DKO community pages (or on AKO-S, as
appropriate), but not on the publicly accessible Web. Individual names and office information may be on
the directory within the AKO / DKO community page, but organizations must use the AKO / DKO
whitepages as their primary tool for individual locator information.**

¢ When you need a collaboration and coordination site — Collaboration and coordination must be done on
the non-public (private) side, where the Web manager installs the required access-control mechanisms.*
The AKO portal is considered the primary source for collaboration and coordination.**® In fact, Army
commands must staff unclassified draft publications and forms electronically by posting them to AKO /
DKO or AKO-S, and send email notifications of the document’s presence on AKO / DKO that include the
link to AKO / DKO rather than attaching files to the email for review. Further, access to draft documents
on a Website must be limited to activities involved in staffing and reviewing the publication or form. Draft
publications will not be displayed on public-access Websites.**°

Organizations are required to use AKO / DKO or AKO-S “to the maximum extent possible to develop knowledge
networks and portals inside AKO / DKO.”**° However, there may be times when AKO / DKO resources cannot
support an organization’s functional requirements and so the organization is authorized to host a private Website off

5 See 36 CFR, Parts 1220-1238; for more information, http://www.archives.gov/records_management/index.html.
%8 paragraph 6-4r, AR 25-1.

%7 paragraph 6-7a(15), AR 25-1.

%28 paragraph 6-7a(2), AR 25-1.

349 paragraph 9-2c, AR 25-1.

30 paragraph 6-7d(1), AR 25-1.
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AKO / DKO.*' That private Website, however, must be on the .mil domain,*? and it is still considered an official
Army Website.**® An example of a private Website that AKO / DKO cannot support is the unclassified extranet,
which is a private Website used for exchanging non-public-domain information with members of the public and
other individuals not authorized to use DoD PKI resources.**

A more subjective requirement is that Army public Website content must be “appropriate for the general public,”
and if it is not, the content possibly should be on AKO. Even if the content provider and / or organizational
Webmaster have done so, Web-content managers must thoroughly evaluate content for its necessity — an assessment
of valid mission need, in other words — and consider which venue the content would best fit: the general-public
Web, the organization’s portal, on restricted areas within the portal, or on AKO knowledge centers / communities of
practice, AKO team sites, TKE, or BCKS, as appropriate. DoD Website policy states: “Only information of value to
the general public and which does not require additional protection should be posted to publicly accessible sites on
the [WWW]. Information requiring additional protection, such as [FOUO] information, information not specifically
cleared and approved for public release, or information of questionable value to the general public and for which
worldwide dissemination poses an unacceptable risk to the DoD, including military personnel and civilian
employees, should be placed on Websites with security and access controls.”**® Therefore the conditions for content
to be placed on the publicly accessible Web are that the content must be of value to the general public, and that the
content does not require additional protection. (The content must meet both standards.)

IAW the DoD Web policy, then, information that requires additional protection is:
e FOUOQ;
o Information not specifically cleared and approved for public release; or

¢ Information of questionable value to the general public and for which worldwide dissemination poses an
unacceptable risk to DoD.

The organization’s general-public Website must comply with Army requirements that “Websites should be made
publicly accessible on the Internet only when the target audience includes the public at large. Information that is for
Army personnel only should be moved to AKO or placed in a separate, clearly labeled part of your Website.”**® The
Army intends that private (intranet) Websites reside on AKO; see Paragraphs 6-7d and 6-7e, AR 25-1.

Therefore, in addition to the examples specified by AR 25-1, the proper use of AKO is for FOUO information,
uncleared content, or information meant exclusively for organization employees and of little or no use to the private
sector — according to Army policy, if information is for an organization’s exclusive use, it must be contained in
AKO “or other approved intranet (private) site.”**’ (Note: “Uncleared content” is a temporary state, meant for draft
content, and is not to be used to avoid the content-review process, which is outlined in Chapter 3.) Inversely,
content on an Army public site — which includes the organization’s non-access-controlled portal — must include only
information of value to visitors ranging from private industry to citizens with an interest in the missions performed
to users from Army organizations, other government agencies, and academies.**®

Content on the HQ TRADOC, MSO, or CoE homepages pointed exclusively toward organizational employees may
be considered in emergency or other exceptional situations; the organization’s contingency and continuity-of-
operations plan (COOP) should outline this provision. (See Page 140.)

Again, the security approach is evident throughout this requirement, but on the other hand, remember that the
“public at large” actually “owns” the public Website, and therefore content on it must cater to them. This does not
mean that security can be ignored. As AR 25-2 states, use of government IS and access to government networks is a
“revocable privilege, not a right.”**® All IS users are charged to mark and safeguard files per their classification
level and to disseminate them only to people authorized to receive them with a valid need to know,** which

%1 paragraph 6-7e(1), AR 25-1.

%2 paragraph 6-7b, AR 25-1.

%58 paragraph 6-7a, AR 25-1.

3% paragraph 6-7e(6), AR 25-1.

355 paragraph 3.3, Part 11, DoD Web policy. See also Paragraph 3.6.1.
%6 paragraph 8-1a, DA PAM 25-1-1.

%7 paragraph 8-2e, DA PAM 25-1-1.

%8 paragraph 8-2a, DA PAM 25-1-1.

%9 paragraph 3-3c, AR 25-2.

%0 paragraph 3-3c(3), AR 25-2.

Pg 138



TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

precludes a “release everything” attitude toward the Internet. Government IS users are further required to practice
safe network and Internet operating principles and to take no action that threatens the integrity of the system or
network. >

There are also “when not to use AKO” considerations and, as may be expected, they also are subjective. These
considerations invoke reference to the FOIA discussion of Chapter 3, and they help the organization meet the fifth
federal standard mentioned earlier in this chapter. From a Web-content manager’s viewpoint, content on AKO must
not violate the FOIA by being information that is mandated for release. In fact, an organization’s public Website
and the FOIA integrate when the Website is FOIA-friendly enough that it contains records releasable under the
FOIA, precluding the public from being forced to request the information — DoJ’s FOIA Web section,
http://www.usdoj.gov/oip/index.html, is a good example of a FOIA-friendly Website. DoJ’s FOIA Website contains
an “about the organization” section as well as a press room for news releases, a publications and documents portal,
and FOIA reading rooms — all which contain information already available to the public. DoJ’s FOIA Website also
contains a reference guide, cited in the last chapter, and a list of principal FOIA contacts.

In planning inclusion of a FOIA section on your organization’s public Website, work with your organization’s FOIA
officer. Each organization’s FOIA officer is responsible for reviewing the organization’s policies and practices on
the availability of public information through Websites and other means, including the use of Websites to make
available the records described in Section 552(a)(2) of Title 5, USC.3*? Each organization should implement
features on its Website that will make processing FOIA requests more streamlined and effective, as well as
increasing the public’s reliance on using the Website to retrieve the records that can be made available to them
without requiring them to request records under the FOIA.**® As organizations must provide not just FOIA
requesters, but the public in general, citizen-centered ways to learn about the FOIA process, about agency records
that are publicly available (make the records available but also provide information in a “reading room”
introduction, for instance, about what types of information are publicly available), and about the status of a person’s
FOIA request and the agency’s response,*** the public Website is a natural tool in the FOIA and transparency
process.

Public Affairs personnel work behind the scenes with the FOIA officer as well as on the organization’s FOIA-
specific public-Website content. In a Sept. 17, 2008, memo, the Army Staff’s director and the SecArmy’s
administrative assistant charged core members of the FOIA team — FOIA officers, PAOs, SJAs, and initial denial
authorities — to coordinate proposed FOIA releases and other releases of information with each other “[b]ecause
many Army FOIA releases generate significant public interest and garner national media coverage.” The memo,
which was written to commanders, supervisors, and leaders to ensure that the Army responds to FOIA requests in a
“consistent, coordinated, and timely fashion,” stressed a needed commitment across the Army to “making timely
and accurate responses to requests for information submitted by the public, representatives of the news media, or
members of Congress.” Again, the organization’s public Website can be used to buttress that commitment.

The FOIA effort must be coordinated because Army records — via the Web or other venue — may only be released
after the FOIA / Privacy Act authority approves their release IAW AR 25-55 and AR 340-21. FOIA / Privacy Act
officials who release Army records must inform their PAOs if the records contain controversial information; if
denying a request for release of the records will probably be contested; or if the records will be released to a media
representative. PAOs, in turn, must notify their commanders and OCPA.*®

DoD and Army policy establish required FOIA content for publicly accessible sites, including processes to submit
FOIA requests. These requirements will be delineated for the Website coordinator / Web-content manager in this
chapter’s “required content” section. At this time, the TRADOC homepage includes a FOIA page linked from the
“resource center” page, while a link is provided to the Army’s FOIA page from the footer of www.tradoc.army.mil,
to fulfill the requirements.

%! paragraph 3-3c(5), AR 25-2.
%2 Section 3(a)(iv), EO 13392.
%3 Section 3(b)(ii), EO 13392.

%4 Section 1(b), EO 13392.

%5 paragraph 5-5a, AR 360-1.
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“STRATEGIC WEBBING”

Where a Web-content manager’s guiding hand is needed most is in the strategic vision behind the Website. As
PAOs, we understand the concepts of “branding” and “speaking with one voice” — those concepts, however, are the
tip of the iceberg in portraying a strategy. Army Websites, too, as tools of public and command information, must
display these concepts. The links you choose to make and the Webpages you post not only enhance visitor usability
but also enhance (or detract from) the Army’s corporate ethos.

On the surface, PAOs help educate their commands about the strategy behind the policy’s requirements so that
content providers buy into the strategy rather than feeling “burdened” with requirements. However, “strategic
Webbing,” or strategically constructing your organizational Website, is a far deeper strategy, as we’ll discuss
following. First, we’ll cover the Army’s minimal requirements vis a vis a strategic vision.

Website purpose (mission) statement and plan. Each Website must have a clearly defined purpose statement and
Website plan that supports the organization’s mission.**® The purpose / mission statement should encompass the
organization’s key processes.*®’ The Website plan should be approved by the organization’s parent command or
organization, and it must address, at minimum:

e Its Website registration.

e  Mission Webmaster / portal administrator contact information.
(At a minimum, this must include the mission Webmaster’s /
portal administrator’s email address for users to request
information or direct questions, comments, suggestions, etc.,
for that organization.)*®

e  Procedures that explain posting of information and review of
the site for content and format.

e Contingency and continuity of operations, describing what the
organization will do with its Website during disasters or
emergencies, and what important information and services will
be provided to the public.

This Website plan is to be documented along in the organization’s
COOP,** which must comply with Paragraph 6-1b, AR 25-1.
TRADOC’s COOP must be modeled after AR 500-3, which requires a
plan for re-establishing minimum essential operational capabilities
(MEOC) at the facilities TRADOC will relocate to in an emergency. A
COORP plans for emergency response, backup operations, transfer of
operations, and post-disaster recover procedures each activity maintains
as part of its 1A security program.*® Each organization must determine how high-level a MEOC its public Website
is—or even if it is considered a MEOC at all; whatever the decision, the organization tells the public what services,
including the Website, will be restored, when they are expected to be restored, and what the priorities for restoration
are. The Website purpose statement and plan must be robust enough that they can fulfill the conditions implicit in
the non-endorsement disclaimers for hyperlinks: “Such links are provided consistent with the stated purpose of this
Website.”

The Interagency Committee on Government Information recommends that each organization’s COOP plans cover:
e Situations in which Websites may need to be taken off-line;
e  Procedures for bringing Websites back on-line and ensuring access to systems;
e  Procedures for updating, approving, and maintaining content in an emergency;

%8 paragraph 2.1, Part 11, DoD Web policy; Paragraph 8-1c, DA PAM 25-1-1. Expected to also be included in the new AR 360-1
as Paragraph 13-14c.

%7 paragraph 3-2a(1), AR 5-1.

%8 paragraph 5-5b(3), TR 25-1.

%9 paragraph 8-1c(4)(a), DA PAM 25-1-1.

370 paragraph 4-5i, AR 25-2.
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e  Procedures for providing critical information that the public expects and needs most; and

e  Procedures for collaborating with other agencies to minimize redundancy and to ensure that similar
information is consistent and accurate across agencies.*”

Organizations must consult SMEs as to the markings on their Website purpose statements and plans, as they may
require FOUO marking.

See Appendix L, this Guide, for a “template” to adapt.

Army policy requires organizations to institute a Website plan but doesn’t give details on the how or why, although
the principles in AR 5-1 for organizations can certainly apply to organizations’ public Websites. This section
discusses strategically planning and managing an organizational Website.

Our assessment of TRADOC’s organizational Websites is that they are, by and large, reactive. They respond to the
demands of policy or their leaders’ whims, but few are actually backed by strategic planning.®”* To have a truly
robust Web presence, TRADOC should adopt a proactive, customer-service-based, strategic-communication way of
thinking about its Web content. This aligns with the concepts outlined for Total Army Quality (TAQ) management
in AR 5-1.

We’re not talking about strategic communication as the Army practices it via themes and messages. What we mean
by strategic communication is putting our audience first. To do this, we must adopt strategic Webbing as an ACOM
and across all the ACOM’s elements, as strategic Webbing requires a concerted effort among all ACOM
organizations.

As illustrated by the quote from The Handbook of Strategic Public Relations & Integrated Communications on
the preceding page, there’s a difference between a plan for the future and a strategic plan. The strategic plan applies
to how you want your Website to grow and develop as well.

Strategically constructing your organizational Website is expected by DoD policy, too, as shown by the excerpt
from the DoD Web policy on the preceding page. Implicit in achieving this portion of the policy is a plan: a plan
and purpose for the Website that supports the organization’s mission. Out of the mission statement are built the
organization’s strategic objectives. If the organization clearly communicates and adheres to its strategic objectives,
the content of your organization’s Website will serve its users, or “customers,” better. Not to mention that a badly
presented Website with poorly thought-out content will actually do your organization more harm than good since
people will judge your organization based on the quality of your Website. If your Website looks bad or has no
content “meat” to it, your organization’s and TRADOC’s corporate ethos will suffer.

Thus the need for strategic Website planning. Let’s look at these principles and the steps for achieving them.
o Distill the organization’s essential nature, its values, and its work into a motivating mission statement.
e Building on the organizational mission statement, clarify the purpose of your organization’s Web presence.
e  Understand your Website’s customers’ needs via careful analysis.

e  Set objectives to communicate what your organization does that will serve those needs. These are your
organization’s strategic Website plan goals.

e Target your content, or message, to your customers.

o Evaluate your effectiveness. Keep content fresh.
Step 1, distill the organization’s essential nature, its values, and its work into a motivating mission statement.
A motivating mission statement will be the foundation of your content. But it’s not a mission statement like you’ll

find on TRADOC Websites. There are certain things you’re trying to achieve when you write, or rewrite, the
mission statement for your organization:

371 From http://www.usa.gov/webcontent/governance/policies/emergency_planning.shtml.

372 To adapt Paragraph 3-2a, AR 5-1, to Website strategic planning, strategic planning is the process by which high-level
managers (Web-content managers and organizational heads) envision their organization Website’s future / goals and develop the
necessary procedures and operations to achieve their vision. Website strategic planning is a continuous and systematic effort to
determine and meet Website customers’ needs, present and future. Website strategic planning focuses and aligns the
organization’s efforts to portray on its public Website the core competencies, key strategies, and actions that must be taken to
achieve success for both the organization and its Website.
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e  The mission/vision statement should act as the organization’s guiding light, pointing the way toward the
future.

e The organization’s purpose should be expressed in an emotional way to inspire passionate support and
ongoing commitment.

e  The mission statement should include a vision of the
future that is possible, articulated in a way that is easy to
understand, and 100 percent convincing.

e  The mission statement should articulate the organization’s
values in such a way as to be the motivating force behind
everyone connected to the organization.

e The mission statement should use proactive verbs to
describe what you do.

e  The mission statement should be jargon-free and
expressed in language that could be easily understood by
an eighth-grader.

e  The mission statement should be short enough so that
anyone connected to the organization can readily repeat it
when asked by anyone else anywhere at any time. We
recommend that the mission statement be no longer than
five sentences.

A good mission statement should accurately explain why your
organization exists and what it hopes to achieve in the future. The
organization’s mission statement should be motivational. Does
your organization’s mission statement do these things, or is it rather
ho-hum?

To help you craft a mission statement that achieves these things,
answer these questions:

e What are the opportunities or needs that our Web presence
exists to address? (The purpose of the organization’s Web
presence.)

e What are we doing to address these needs? (The business
of the organization’s Web presence.)

e  What principles or beliefs guide our work? (The value of
the organization’s Web presence.)

Step 2, building on the organizational mission statement, clarify
the purpose of your organization’s Web presence. A number of
organizations think they have to have a Web presence but have put
no thought into what they expect their Website to do or what they
want it to achieve in the future. So we recommend that when you
write a mission statement for your organization’s Website, you
ensure that it supports the strategic goals of your organization and
advances its purposes. Explain your organization’s Web presence
accurately. You should answer the questions in the preceding three
bullets while writing a mission statement for your organization,
since the mission of your organization and the mission of your organization’s Website are inseparable.

Step 3, understand your Website’s customers’ needs via careful analysis. An important part in knowing what
you want your organizational Website to do is knowing who in cyberspace you want the site to reach. So analyze
and focus on who or what your organization exists to serve. Embrace that the Website is a core business function
and that you have customers and stakeholders. Think about who your customers or stakeholders are. (We’ll come
back to customers and stakeholders). Do the annual survey that the Army requires — it could be enlightening. (See
Appendix O.)
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Step 4, set objectives to communicate what your organization does that will serve those needs; these are your
organization’s strategic Website plan goals. Now that you have an idea who you are or can be reaching with your
Website, you set your objectives for what, how, and why you’re communicating; the next logical step — once you’ve
defined your organizational mission, your Website’s mission, and your customers — is to then determine what your
organization wants its customers to derive from your site. Before you set communication objectives, ask yourself
these questions:

e Does your organization’s Website help the organization achieve its objectives?
e Why do you have a Website? What’s it supposed to accomplish?

e Does your content support that objective?

o What makes your Website different from all the others out there?

Then, as you set your objectives, work within these parameters:
e Goals — focus on what your organization wants to make happen. Tips for goal setting:

o Goals should grow out of your mission.
o They should have a long-term, big-picture focus.

o When put together, they comprise an
organizational “wish list.”

o Agoal is the end result your organization wants to
achieve; every goal should specify what your
organization wants to happen and who will be
affected by it.

e  Objectives — focus on how your organization proposes to
make its goals happen. Tips for establishing measurable
objectives:

o Set a realistic target date for completion of goal(s).

o  Specify the degree of change — give number of
people or percentages of an existing figure, such
as percentage of targeted audience, that can be
counted and / or measured along the way. What
must happen to indicate that something has been
accomplished within the targeted audience?

o If money is used as a measurement, give amount,
whether in dollars or percentage of current
benchmark. State exactly what you hope to
accomplish with those people or that money.

o ldentify the population within which you want to
create change.

o Be specific about what it is you want to
accomplish. Five areas need to be clearly defined:
area of change, direction of change (i.e., more or less, and percentage), target audience, degree of
change, and timeframe or target date.

e Communication (Website) objective — focuses on who needs to be reached and why. (Covered more in the
“customer” section.)

Step 5, target your content, or message, to your customers. In Step 5, you write the content that is most relevant
to your customers. We will come back to messaging, but see the box on the previous page: it has some key
principles for messaging.

You may be thinking, “Aw, I don’t need to know this.” However, TRADOC as a whole must commit all our
energies to thinking what information products our audience needs and producing those. All information in the
public domain is the responsibility of Public Affairs, true, but if this philosophy is adopted command-wide, by all
Web content providers, think how powerful this would be.
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Step 6, evaluate your effectiveness and keep content fresh. See Appendix O for best practices on how
organizations can evaluate their effectiveness. One way to be effective is to change your content frequently.
Adding new content gives your Website visitors a reason to return — if they know they’ll see a new thought-
provoking article, a new product, a “what’s new” section, a calendar of events relevant to them, or a feature on
things to come, they’ll come back to your Website.

How TRADOC can have products, customers. We cannot just “throw” information out there and pretend that it
will be of use to someone — that someone will read it. We will miss the mark with that type of thinking. Our
“general public” audience on the public-domain Web consists of stratifications. (See Chart 4-1, below.) We have to
know the purpose of our communication — and it is not to solely provide information. Optimally, we want our
reader to feel, think, or do in response to our information, and therefore the information must be the right message to
the right person at the right time — in other words, relevant.

MEWSMEDIA

MARKETPLACE

Noton artere dudy

Chart 4-1. The DoD Web policy provides an illustration of DoD target audiences that shows the
stratifications of audiences for public-domain Websites. For our purposes here, we will use the terms
audience, public, consumer, customer, and stakeholder interchangeably. It is also important to note that,
although audiences are shown stratified for thinking / planning purposes, in reality Internet communication
reaches across all audiences and cannot be stratified for just one audience.

It used to be that, as defined by communications science, a message was information sent from a source to a
receiver, with varying degrees of relevance to the receiver. Today’s world, however, is receiver-centric. The
receiver holds all the cards in how he / she receives messages, and this has major implications for would-be message
sources. In fact, a communicator’s approach cannot be through methods tried just five years ago, as social media is
causing a paradigm shift in how people receive messages and read / share news, information, and other content.
Today’s consumer of content expects to dialogue with an information source (no more “And that’s the way it is” in
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the flavor of Walter Cronkite) and to edit (e.g., turn off, snip, repurpose, retransmit, retweet) an information source.
Never has it been truer that the medium is the message (Marshall McLuhan).?®

To achieve relevance in this receiver-centric Brave New World, it may help to adopt a business model and think in
terms of products and consumers or customers. It may be a transition in mindset to truly think of our Website
audiences as our customers or consumers, but since a “consumer is anyone from whom the organization wants
something” (Caywood) — and, at minimum, we want people to read our Web content — the customer / consumer, in a
sense, is the person who “consumes” our organization’s product or service. |AW TAQ tenets: “All organizations
have customers. The sole reason for an organization to exist is to meet or exceed customer requirements. All
processes and activities are focused on meeting the current and future requirements of customers. The customer
determines the value of your organization based on the quality of the products or services you provide.”"

First, let’s look more closely at what our product is, to use a common business term. Our product is tied to the
Army’s mission, which is to “provide national defense and security for American citizens — our ultimate
customers.”*”® Using the TRADOC CG’s vision items on http://www.tradoc.army.mil/about.htm, let’s consider the
topics, as shown in the Webpage’s bullets, as clues to TRADOC’s product lines, if you will. Each bullet is also a
strategic objective. Therefore one of TRADOC’s major products is what we produce to recruit and train Soldiers.
Another major product is what we produce to develop adaptive leaders. A third is what we produce to design the
modular force and future combat force. A fourth is what we produce to achieve institutional learning and
adaptation.

So what do we want from our Website visitors, and what do they need from us? That’s the question each
organization must answer for itself, backed by strategic planning and distilled into concrete strategic and action
plans. (See AR 5-1; also see Appendix O in this Guide.) The consumer for TRADOC is the end-user of our
services, the one who benefits from the services our organization has to offer and — an important part of the picture —
the one who creates for our organization a sense of purpose and focus. We should not be merely imparting
information to our customers, deciding what we think they need vis a vis Web content, but we should be interacting
with them, and this gives us purpose and focus. (It is also what they expect in this day-and-age of social media.) If
we adapt to this spirit: “[Consumers] are our constituents and we are their representatives,” this gives us far more of
a stake in meeting their needs.

In addition to thinking of people as our customers or consumers, we also must think of them as our stakeholders.
Simply defined, stakeholders include “individuals and organizations that have a ‘stake’ in the failure or success of
another organization (Caywood).” Illustrated in the following list are stakeholders for HQ TRADOC; your
organization will have many of the same stakeholders:

e Employees, prospective employees, retired employees;
e Global, national, local and trade media;

e |Institutional and individual investors — in the Army’s case, the institutional investor is Congress (budget),
and the individual investor is the American taxpayer;

e Local, state and regional government — elected and appointed officials, public-interest groups, political
party leaders, PACs;

o Leaders and employees in executive, legislative or judicial branches of the federal government; government
agencies;

o  Professional associations such as the Association of the United States Army (AUSA), Army Aviation
Association of America (AAAA); rank associations such as the Warrant Officer Association;

e Educational institutions — college for ROTC base and high schools for the Junior ROTC base;
e Industry partners for TRADOC;

e Community members and leaders;

e Neighbors to Fort Monroe (Phoebus, Hampton);

e American public as supplier of employees (“influentials”);

373 See http://individual.utoronto.ca/markfederman/article_mediumisthemessage.htm for a thoughtful essay by Mark Federman.
374 paragraph 3-1d, AR 5-1.
375 |hid.
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e Environmental interest groups for impact of training on environment;
e Unions and related labor interest groups;

e “Big A” Army; and

e  “Sister” services.

TRADOC s biggest consumer / stakeholder probably is the operational Army.

Rule-of-thumb: any piece of content on the public-domain Web should have at least three stakeholder audiences —
this should help in determining what should be on AKO and what should be in the public domain.

Critical in building a strategically based Website is researching and analyzing your audience, as we’ve been
discussing, then determining your audience’s level of involvement. There are several key points about audiences:

e The more specific you can be when defining your key audiences and potential outreach partners, the easier
it will be to find the most effective ways to communicate with them.

e Learn all you can about your audience so that you can “stand in their shoes” and relate to their point of
H 377
view.

e Three types of information are usually used to segment audiences: demographic, geographic, and
psychographic.
o Demographics — sex, age, income, education, marital status, occupation, race, family-dwelling location
(city, suburb, rural), family size, lifecycle. For the Army audience, occupation and family dwelling
location is known, but the variety of family-member occupations, for instance, must be researched.

o Geographics / geodemographics — this segmentation is done by looking for the average demographic
characteristics of a particular geographic area and applying them to everyone in that area.
Geographical categories: country (different culture, government, economy), region (different
sensibilities, economies), state (different climate, regulations economy), city (pace, culture, politics),
zip code (different congressional districts), neighborhood (different stores, parks, restaurants, families,
friends), rural (associated with isolation, quiet, hard labor such as farming), town (each has its own
unigue center), suburb (“culture” of tract housing, strip malls, and giant stores). While IMCOM may
find this segmentation to be of value in applying it to audiences surrounding particular installations, a
spread-out ACOM may find this category of segmentation to be far less beneficial.

o Psychographics — use of psychological, sociological, and anthropological factors, such as benefits
desired, self-concept, and lifestyle, to determine how the market is segmented by the propensity of
groups within the market — and their reasons — to make a particular decision about a product, person, or
ideology, or why they otherwise hold an attitude or use a medium. There are three basic categories
within this segment: activities (how people spend their time), interests (what’s important to them in
their immediate surroundings), and opinions (how they view themselves and the world around them).

In addition to using measurement and survey tools (see Appendix O), to learn all you can about your audiences, you
conduct an analysis of your external environmental scan. This scan has three components: public environment,
competitive analysis, and macroenvironment.

The public-environment scan analyzes which groups of people or which organizations have an interest in the
activities of your organization: whether that interest is for or against doesn’t matter. They have a stake in what it is
you do and they have an impact — or the ability to impact — your organization.

The competitive analysis is a list of groups that compete for the attention and loyalty of the segments of the public
you’ve identified as your targeted audiences. These organizations often are viewed as competitors. The competitor
organizations may provide similar services to similar audiences, or they may be perceived as doing the same things
your organization does — whether that is true or not.

The macroenvironment scan analyzes the outside forces that shape opportunities and pose threats to the organization
— part of the traditional analysis of the organization’s strengths, weaknesses, opportunities, and threats (SWOT).*"®
By researching five primary areas (demographics, economic, technological, political, and social), your organization

376 page 41, Radtke.
377 1pid.
378 paragraph 3-2d(4), AR 5-1.
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can prepare itself to take advantage of opportunities these forces present as well as have ready contingency plans to
avoid or lessen the impact of any threat set off by one or several of these five factors.
o Demographics — a shift in the population you serve. (See above.)
o Economic — the perception of the economy will have an impact. Economic indicators may also suggest the
need for higher levels of existing services; new service opportunities; or a constituency in the making for a
specific policy proposal.

o Technological — advances in technology can create ways of relating to different audiences. Social media is
a prime example of this.

o Political — political decisions, especially regarding base
realignment and closure (BRAC), will impact the Army.

o Social — changes in the social agenda or cultural norms
can affect an organization, either positively or negatively.

The best way to keep abreast of these five areas is to stay informed
not only about current affairs but also to conduct informal surveys
every six months or so — at least yearly, as the Army requires.
Such surveys can help to either confirm or challenge our general
perceptions as to where these five forces are heading and what
impact to expect and/or plan for.

As a recap to this section, if you accurately define your
organization’s “products,” you can better document how those
“products” will help your “customers” solve their problems or
enhance their lives. In essence, addressing your customer’s needs
is one of your Website’s purposes. Posting articles, fact sheets,
and whitepapers helps visitors understand what you are trying to
accomplish.

True, TRADOC is not in the business of selling a product, but you
still “sell” your corporate ethos on the Internet. So use your
Website to “sell” your organization. Use email links, fill-in forms,
a contact page, a frequently-asked-questions (FAQ) page, “invite
‘em in” links, even a bulletin board or discussion page. If you
produce a newsletter or whitepapers, use a subscription form.

Messaging. Our content fails because we don’t have a relevant
message. Remember, we are not discussing messaging as the
Army practices it, where an Army organization puts forth a
statement (usually heavily jargonized) that it wants to deliver, but
relevant messaging that the audiences need to know. Messages
are not just pieces of information; they have inherent calls to
action.

What makes a good message? The text should:
e  Clearly define the issue or problem;
o Delineate the cause of the issue / problem;

e Connect the issue / problem to the target audience (makes
it relevant);

¢ Indicate a course of action or solution;

e Help the organization achieve its objective;
e Be only one or two sentences; and

e Communicate a complete thought.

“A strong message will define the problem or issue in a specific
way, delineating the cause of a problem, which in turn will dictate

Pg 147



TRADOC Guide for the Publicly Accessible Web
Version 2.0 FINAL DRAFT as of 8/27/09

the solution,” according to Radtke. The message may define the problem by centering on an individual’s role in the
problem and the solution.

Let’s break down a message on the “about TRADOC” Webpage that states how TRADOC develops adaptive
leaders: “TRADOC trains leaders for certainty and educates them for uncertainty. Leader development produces
innovative, flexible, culturally astute professionals expert in the art and science of the profession of arms and able to
quickly adapt to the wide-ranging conditions of full-spectrum operations.”

What is the issue or problem? What is its cause? Most importantly, what is the relevance of the problem to the
American public? What do we want them to do about it? How does what we want them to do about it help
TRADOC achieve its objective(s)? And all this in just one or two complete sentences!

Message “construction” is not for amateurs or the faint-of-heart, as these small pieces of information are responsible
for TRADOC’s success and image in the public’s mind. There are six key steps to developing effective messages:

o Develop key themes;

e Decide on the message “frame”;

o Create an umbrella, or universal, message;

e  Use the message triangle to develop messages;

e Examine language and symbols; and

e Teach the message to all staff personnel, then let go of it.

Step 1, develop key themes. “Ideally, your organization should have three or four key themes that help you
formulate messages that anyone from within your organization can use to talk about the issue with others. These
themes provide the emotional grist that best responds to challenges, arguments, or questions that may arise while
resonating most readily with a number of populations.” (Radtke) If you recall the previous discussion about
TRADOC having “product lines,” you can build key themes around the product lines.

Step 2, decide on the message “frame.” “How you delineate the problem and the cause of that problem will
dictate not only the solution and who’s responsible for the solution, but how the entire issue is discussed — or
framed.” (Radtke)

Step 3, create an umbrella message. “(The umbrella message) is the universal message — the one that defines the
organization and clarifies its mission. It has three components. What it is defines the organization; what it means is
why the organization and / or its mission is important to society or the community; what to do is what your
organization would like to see society or the community do to support the mission. This message encompasses the
values and the positions of the organization, which is why it is called an umbrella message. Inasmuch as possible,
symbolic language should be used in an umbrella message to capture the attention of both emotional and more
rational audience members.” (Radtke) Applied to your organization, its umbrella message should define your
command’s core functions and responsibilities (what it is) but should also portray its relevance to its higher
command, the Army, and the nation (what it means). The message also should include what your organization
wants from its higher command, the Army, and nation (what to do).

The principles behind the umbrella message are:

e  “Usually [the ‘what it is’ element] remains constant throughout and is influenced primarily by your
organization’s values, knowledge, and experience. It is the common thread that runs through all your
messages ..., no matter which audience your organization is addressing. It is this aspect of the message
that most effectively frames an issue — e.g., the problem and its cause.

e  “Usually it is [the ‘what it means’ element] of the message that gives us the effective lead when addressing
a specific target audience because it goes to the heart of audience members’ concerns. Ideally, you want to
be able to tailor this in response to different target audiences. Why should an individual pay attention, be
concerned, take action? [T]his aspect of the message also can be used to segment audiences.

e “[The ‘what to do’ element] is often the same for several audience groups. ... Obviously, the effectiveness
of this type of message may be more difficult to measure. ... This element of the message equation may
change over time as the political, social or economic landscape changes.” (all three bullets, Radtke)

The universal message serves as an overall communications goal or objective. As discussed above, it defines the
organization and clarifies its mission. To support TRADOC strategic communications, once you have a universal
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message, you craft messages that support TRADOCs strategic objectives, keeping in mind that most successful
messages are expressed in ways that resonate with the perspective, experience, and values of your target audience.

TRADOC’s umbrella message is inherent in our slogan, “Victory Starts Here!” (“Victory Starts Here!” is a slogan,
not a proper umbrella message.) However, your Website content should portray what part your organization has in
ensuring victory.

Step 4, use the message triangle to develop messages. To assist in creating an umbrella message and any “product
line” messages, consider building messages on the message triangle, illustrated below. The message triangle builds
in relevance to the audience and asks for their interaction or to do something.

We acknowledge that building messages on the message triangle is a departure from the way HQ TRADOC
STRATCOMMers build messages now, but the message-triangle concept is more likely to keep your messages from
being empty slogans. An organization should have three or four key themes based on its strategic objectives. In
looking back at the “product lines” from the CG’s vision statement, TRADOC has four key themes, but the
messages that are part of those themes are too long and not memorable. Even the shorter ones are rather “so-what”
messages. They’re not relevant to our customers — they don’t resonate.

Chart 4-2. The message triangle illustrates the three components of the umbrella, or universal message: what it
is, what it means, and what to do. Each component must be answered in constructing a good message. What it
is is an explanation of the problem, program, issue, or service. What it means will tell an audience why this
issue, problem, program, or service is important to it. What to do may be phrased as a more subtle “request”
such as asking someone to look at something differently. The what to do element is the foundation of the
triangle, as — in answering this component — your organization makes its message relevant to audiences, based
on your correct analysis of what it is and what it means to them.

Step 5, complete a QI check: examine language and symbols. In Step 5, you check your verbal communication;
you look at what you’ve written: your language, the emotions it invokes, and the symbology it conveys. “It is
important that messages be truthful as well as clear, persuasive, and concise. The language we use conveys more
than the simple meaning of the words. Language suggests the images that will be used to convey our messages.
Some words trigger an emotional response, while others convey the need for a more rational approach. Note that
some words may bring about a positive feeling in some audiences while at the same time conjuring up negative or
uncomfortable emotions in others. ... Get rid of words that have been overused or that have no emotional punch,
words that we have come to rely on too much: services, programs, unique, innovative, facilitate, comprehensive.
Never underestimate the power of symbolic language to convey the emotional context and the values that we want
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to have connected to our messages and our missions. ... By connecting the right symbols and values to your cause,
issue, or concern, and associating them truthfully with your objectives, you can not only solidify existing support but
also win converts to your position.” (Radtke)

Symbolic-language words = freedom, oppression, privacy, deceit, equality, greed, individualism, dependency,
fairness, favoritism, security, suspicion, family, fraud, opportunity, problem, honesty.

These are examples of jargon to “translate” into plain English: intervention (plain English: help, counsel), facilitate
(bring together), assessment (study). As military language is chock-full of jargon, there are many other examples.

“Finally, go through your messages once more and see whether you can simplify the language so that your audience
understands exactly what you are saying without your having to explain what you mean. ldeally, someone with an
eighth-grade reading level should be able to understand what you’re talking about and what you mean.” (Radtke)

Step 6, let go of the message. One, you truly do not have control of the message, and two, your organizational
members will be your best message-conveyors via their personal use of social media. “Empower” them to state your
message in their social-networking engagements.*”® So:

e Once you have made sure that all personnel affiliated with your organization know what the messages are,
can say them in their own words, and understand the importance of sticking to the central idea inherent in
those messages, let them go out and “engage” in the social-media sphere.

e Drive traffic to any electronic media your organization
produces — newsletters, brochures, videotapes, Websites,
and so on — which should repeat and reinforce your
messages. The necessary step of Step 6 is to ensure you are
consistent and provide a headquarters (central) resource; as
a headquarters, it will benefit you strategically to be
consistent in your Website messages.

Rather conspicuously absent from Web content up to this time have
been the what it means and especially the what to do aspects, which
would contribute to making our content more relevant. Building
TRADOC messages on the message triangle will help content
providers understand what elements are critical. Relevance will also
encourage our unofficial bloggers, for instance, to dialogue with
members of the American public.

Our messages must be credible to have the greatest impact on the
behavioral goals and objectives we have in mind for our
stakeholders. “The more personal the communicating, the more
important the credibility factor,” say the communications experts. “The more credibility, the more likely the
targeted public is to receive, accept, and act on your message.” (Caywood) Thus one of the ways social media can
aid our communication — and one of the ways it can massively backfire. However, in personal communication, we
can bank on the CG’s credibility as an Army senior leader and the commander responsible for training the current
force and building the future force. We need other TRADOC spokespersons in Web content to be just as credible.

Corporate ethos.*®® As in the corporate world, TRADOC and its “products” must be reflected on our Websites.
But we go one step farther here, and that’s in “branding” our Websites. This notion is actually established in Army
policy — it’s not just a marketing term.

379 | AW Paragraph 3-1e, AR 5-1: “Empowerment shares control, responsibility, and ownership of organizational processes.

Empowerment is based on open dialogue, shared purpose and vision, and clearly understood goals and priorities. Empowered
employees are focused on providing value to their customers, not on simply completing assigned tasks.”

%80 Corporate ethos is built on these factors: self-regulation of conduct, transparent relations with society, dialogue and
participation with employees / respect for the individual / respect for workers (decent pay for decent work), management of
environmental impact, responsibility for future generations, selection and partnership with suppliers (if commercial firm, but
apply this to the American public in TRADOC s case), relations with local community, philanthropy / social investments,
volunteer work, political transparency, and social leadership, according to the Ethos Institute for Business and Social
Responsibility, http://www.ethos.org.br/_Rainbow/Documents/indicators_2003.pdf.
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DA PAM 25-1-1, Paragraph 8-1i, establishes a requirement for corporate sponsorship by requiring that 1) the phrase
“U.S. Army” must be clearly displayed on every page, along with organization’s official name, and 2) there must be
a statement that the Website contains official government information. This helps establish an organizational
identity, also called a corporate ethos.

We establish clear “branding” on our Websites, however, not just by stamping “U.S. Army” and “This is official
government information” on them, but also by robustness of content, expressed in language easily understood,
posted on Webpages that are not only eye-catching but easily navigated and memorable. “Branding” and an
organizational Website should be inextricably linked.

Therefore branding is a Website strategy. The Web is a key information tool as well as a strategic-communication
venue, where the CG’s top concerns and topics can be emphasized merely by a presence on the TRADOC
homepage. Successfully branding a Website is inherent in the following criteria, which should be assessed yearly
for effectiveness:

e Ease and consistency of use / navigability;

e Key messages conveyed;

e Interactivity;

e  Consistent content;

e Integration with the rest of TRADOC’s information products.
Branding TRADOC’s Websites supplements the enhancement of TRADOC’s corporate ethos and reputation.
Branding helps build support for the organization’s mission, principles, and objectives; and keeps, or stewards, the

organization’s reputation as it influences the actions of groups who are key to the organization’s success (based on

Caywood).
The Web is important to TRADOC s corporate ethos because it allows establishment of consistent corporate content
(corporate cohesion), reaching across a broadly diverse audience. Using the Web, the HQ may:

e  Speak with “one voice.”

o Employing “one voice” enables the organization to unanimously, consistently describe how it is
fulfilling its role in supporting an Army and country at war and / or supporting TRADOC’s
communication objectives as described by TRADOC strategic-communication messaging or PAO
content guidance.

e  Make available consistent statements of the CG’s mission, vision, goals, priorities, and policies, which all
TRADOC sites should support with content.

e Ensure that all organizations outline strategic-communication points and their role in them.
o Standardize and make consistent TRADOC’s message.
o Show how TRADOC is the Army’s lead change agent.
o Enhance understanding of TRADOC s role in supporting the Army.
o Advance a key set of ideas on behalf of the Army.
As we work toward relevant messaging, branding, and corporate ethos at HQ TRADOC, we should have several
near-term goals, then some longer-range goals:
e Near-term goals for content:
o Establish content supporting TRADOC communication objectives.

»  The goal is that TRADOC’s communication objectives show how TRADOC is supporting the
Army’s strategic-communication priorities, and in synch with that, organizational
communication objectives show how organizations support TRADOC’s communication
objectives.

o Establish corporate ethos, building on the corporate Web-design template.
e Longer-range goals for content:

o TRADOC’s site to be the Website of choice for the Army, since “if it’s happening in the Army, it’s
happening here.”
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*  “One voice” and relevant content built on the message-triangle concept. At this point, we’ll
have progressed a long way in offering valuable information of interest to the general public
and in telling TRADOCs story.

As a corporate entity, TRADOC is fragmented in how successfully we communicate the importance of what we’re
doing for the Army and for the nation. And we’re not saying these things as a starry-eyed marketing major fresh out
of college. The Army has been “boots on the ground” at war since 2001. The propensity for military service (and
those qualified to do it) has declined. The American public is not only jaded about the war on terrorism, but there is
a rising trend of disbelieving there is any terrorism threat. Spurred by constant stories of alcoholism among
Soldiers, perceived rising domestic abuse / rising violence / rising sexual abuse / rising suicide rates, the Army
appears “broke.” We are therefore at no more critical time, and with no more critical mission, than to responsibly
engage on ways the Army is addressing its corporate ethos — especially with respect to conduct and values self-
regulation, relations with and reliance on the American public, respect for each individual, and our care-taking for
the future — and so we are obligated to strive for corporate cohesion via branding and other techniques.

Therefore, as the content required by DA PAM 25-1-1 is put in place, and as we begin to think in terms of strategic
Web content, Web-content reviews should begin to include scrubs on corporate cohesion and corporate branding.

PUBLIC ACCESSIBILITY AND WEB SECURITY

Chapter 1 discussed the public domain as framed by network and IA regulations (AR 25-1 and 25-2), defining
publicly accessible as Webpages on which there is no security or access control. Since what the public can access is
determined by network controls, that’s within the Web-content manager’s concerns. Therefore this section of
Chapter 4 will go into more detail, defining public accessibility, providing DoD policy for the security and access
controls that must be given to content prohibited on the publicly accessible Web, and providing a framework for the
concept of zero-based content mentioned in Chapter 1.

In a nutshell, DoD and Army policy determines releasability of information on the WWW based on whether the
information’s target delivery venue is a Website in the public or in the non-public domain — i.e., whether the
Website does not authenticate individual users or restricts access solely by domain or IP address (public), or whether
it authenticates individual users (non-public). Access control defines the difference between publicly accessible and
non-publicly accessible when it comes to the Web, and therefore the difference between public domain and non-
public domain. Control must be, at minimum, a “positive” access control such as a user ID and authenticator: AKO
authentication, Common Access Card (CAC) authentication, and / or restriction by user name / password.
Recommended access control is via CAC log-in. These requirements are discussed further, following.

Public accessibility can be amorphous, given shape only by understanding key principles from DoD and Army
policy and guidance. These principles, for purposes of this Guide, come under the generic headings of “content”
and “security.” Policy is given per principle listed.

The principles of content. The WWW was not designed with security in mind. It was designed to share
information. The “locks” on information access come when content providers ask themselves, “Why does the
WWW public need to know this?”” and emphasize that access to the WWW is worldwide. The worldwide access is
why DoD defines rules for what should and should not go on a Website as part of its focus on “content security” for
material that is published on public Websites. DoD also defines how information should be reviewed before it is
posted to a Website; in general, DoD policy and Army policy state that all material will be reviewed prior to posting
to a DoD Website, as well as quarterly thereafter.®" This is discussed in detail in previous chapters.

Following are some principles of content for public Websites (other principles are outlined in previous chapters):
e Public sites are developed when an organization wishes to provide all users with information.*

o  WWW users are encouraged to access public sites as their preferred and routine choice to research or
develop and exchange information.**®

e Public Websites are on the Internet (WWW) and are considered unrestricted.®**

%81 paragraphs 1.3.3 and 2, Part VV, DoD Web policy; Paragraph 2-3a(15), AR 530-1; Paragraphs 3-3i, 4-5a(7), and 4-20g(11), AR
25-2; Paragraph 6-7c(3) and (4), AR 25-1; Paragraph 8-2b(3), DA PAM 25-1-1.

%2 paragraph 5-5¢, TR 25-1.

383 paragraph 6-4n, AR 25-1.

%84 paragraph 6-7a(7), AR 25-1.
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On the other hand, private sites are developed when the Website’s target audience is specific and exclusive. These
are the principles of content for private Websites:

o  Website owners must establish appropriate mechanisms to protect sensitive information. Access to content
on the private side is authorized according to how those controls are applied.**®

o Not all content is appropriate for the publicly accessible Web. Determinations as to whether the content
should be public or non-public will be based upon 1) the sensitivity of the information, 2) the target
audience for which the information is intended, and 3) the level of risk to DoD interests, which will be
determined by an OPSEC assessment.>®* Content providers / content reviewers must consider these
elements in matching information types to what security and access controls to employ IAW Table 1, Part
V, of the DoD Web policy.**’

o Table 1, Part V, of the DoD Web policy provides the types of information and the security and
access control appropriate to its type. In essence, only information of interest to the general public
should be on “open” Webpages — pages that have no access control. The vulnerability of
Webpages that have as an access control a restriction by Internet domain (e.g., .com, .edu, .org,
.mil, .gov) or IP address is very high. The vulnerability of Webpages with access control of
limitation by user ID and common password is high. Even AKO is at risk, as adversaries may
compromise login credentials (username and password), based on credential thefts over the past
couple of years, and can exploit improper content-access settings with those stolen credentials to
obtain sensitive information.*® An organization can post FOUO information or information
sensitive by aggregation only when it employs PKI software or hardware tokens for access to its
content, IAW DoD Web policy.

¢ Information included in the following categories may not be accessible to the general public: FOUO
information; information not specifically cleared and marked as approved for public release IAW DoDD
5230.9 and DoDI 5230.29; or information of questionable value to the general public and for which
worldwide dissemination poses an unacceptable risk to DoD, especially in electronically aggregated form.
Information in these categories must employ positive security and access controls appropriate to the type of
information.®

Even the Internet (publicly accessible side), when a user is on a government-owned computer, employs some
minimal security. At minimum, a “notice and consent banner” activates as a user logs onto the IS — including, but
not limited to, access to the Web, FTP, telnet, or other services.>* The IS typically advises DoD
telecommunications systems / devices users that the systems / devices are for authorized use; that they are subject to
monitoring, including their personal communications and stored information; that using government telecomm
systems / devices constitutes the user’s consent to monitoring; and that users may expect no privacy while using ISs
or accessing Army resources.

The principles of security. Web security can be described as a moving target — thus the layers of DoD and Army
policies and guidance. Policies concerning Army Web policy and publicly accessible Websites — the “rules” —
include the Americans with Disabilities Act, export laws, FOIA, PRA, Privacy Act, Telecommunications Act, DoD
Web policy, FOUO regulations, DoD 5500.7-R (the JER), DoDI 5120.4, DoDD 5122.5, DoDD 5230.9, DoDI
5230.29, AR 360-1, AR 25-2, AR 530-1, AR 25-1, DA PAM 25-1-1, et al.

(Guidance is the subsequent information issued that personnel take into account to correctly implement policy, like
this user guide and information contained on the TRADOC WCWG portal. As mentioned at the beginning of
Chapter 1, TRADOC organizations with Webpages, portals, repositories, and shared drives can adhere to the

%5 paragraph 6-4n, AR 25-1.

38 paragraph 3.6.2, Part |1, DoD Web policy. Also see Table 1, Part VV, DoD Web policy.

37 paragraph 5-3b, TR 25-1.

%8 ALARACT 089/2008, “Securing AKO Content and Credentials (NIPR),” March 25, 2008. User login credentials may be
stolen from a user’s home, office, or public Internet-access locations. Malicious software to capture user logins and other
information may be installed on a user’s computer without his / her knowledge via programs like chat, file sharing, and free
downloads from untrusted sites.

%9 paragraph 4.3.1, Part I, DoD Web policy. Also see Paragraph 2, Part V, DoD Web policy. Cited in message posted to 5
Signal Command Webmasters listserver March 5, 2003, by the chief of the Vulnerability Assessment Division (VAD), 1% I1OC.
390 paragraph 4-5m, AR 25-2.
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391

policies and principles in this Guide to maximize the security and accessibility of their content,”" as this Guide is

based on DoD and Army policy and guidance.)

These categories are considered publicly accessible simply because no security / access control is applied, or it is
inadequate:

e Websites posted on a .mil domain or other domain without access control, and whose content makes them
official Websites (includes .edu, .gov., .com).

e A Website using SSL restriction. SSL, a data-transport protocol, works by combining programs and
encryption / decryption routines existing on the Web-hosting computer and in the user’s browser.
Therefore SSL only authenticates the server, while the client / user remains unauthenticated. (PKI is the
only thing that authenticates both server and client / user.) Hypertext Transfer Protocol-Secure (HTTPS),
which some military Websites use as pseudo-security, is publicly accessible. The “s” at the end of
Hypertext Transfer Protocol (HTTP) merely means that a Website visitor has established an SSL session
through the HTTPS-secured URL.

e A Website using a single password for all users. A common password is not an adequate authenticator.
e A Website that does not authenticate individual users.**

e A Website that employs only domain or IP restriction as access restriction.**® The IP address is a unique
number that identifies each machine on the Internet — nicknamed “dotted quad” because the IP consists of
four sets of numbers between 0 and 255 separated by dots / periods. The IP address points to the domain,
which is tied to a name server — the number is “translated” into a name, such as www.tradoc.army.mil.
Thus a Webpage can be restricted from access by those not having the approved domain / IP. Because of
this method’s age (the Army first used it in 1997), domain and IP restriction are not secure and therefore
are in the realm of publicly accessible.

e A TRADOC AKO organizational portal*** and any KCs within that portal that have “open” access
permissions.

e AnFTP site. FTP operates with authentication but without encryption, so although its administration can
be run through secure shell, FTP data is still open to sniffing and attack. FTP sites in the public domain are
not authorized and may not be used in place of authorized public Websites.**®

Because separation between the NIPRNET and the WWW is ambiguous, unencrypted information on the NIPRNET
is at risk for compromise by an adversary or competitor. Servers must employ a combination of access and security
controls on the NIPRNET for content intended for internal DoD use only, as this information is likely to be
accessible to non-DoD users without the access control.**® Controls may include firewalls, routers, or host-based
systems to ensure the integrity, confidentiality, accessibility, and availability of DoD 1Ss and data.*’

Following are principles of security for the NIPRNET:

o All servers, including Webservers, that are connected to publicly accessible computer networks such as the
Internet will be configured to employ access and security controls (e.g., firewalls and routers) to ensure
integrity, confidentiality, accessibility, availability, non-repudiation, and authentication, regardless of
classification level of DoD 1Ss and data.>®

e All non-public Web content must be on a site that is accessible only through methods that authenticate the
individual client / user — in other words, the site uses positive security and access control.*** Positive
security and access controls are those which authenticate individual client / user access; Army IA policy on

®! paragraph 5-3, TR 25-1.

%2 AL DODACT message 11/06.

38 ALDODACT message 11/06; memorandum from the ASD-C3I, “Removal of Personally Identifying Information of DoD
Personnel from Unclassified Websites,” Dec. 28, 2001; Paragraphs 6-7a(7) and 6-7e, AR 25-1; Paragraph 5-5d, TR 25-1;
message posted to the 5 Signal Command Webmasters listserver March 5, 2003, by the chief of VAD, 1% 10C.

%% paragraph 5-5¢, TR 25-1.

%% paragraph 6-7a(10), AR 25-1.

3% paragraph 1.3.2, Part VV, DoD Web policy.

%7 paragraph 4-20g(10), AR 25-2.

39 paragraphs 4-20a and 4-20g(10), AR 25-2.

399 paragraph 4-5¢(7), AR 25-2. Also see Paragraph 3-4c, DA PAM 25-1-1, and Paragraph 5-3a(4)(d), TR 25-1.
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access controls are a minimum of user ID and an authenticator. (The password is the most common
authenticator but isn’t necessarily the one Web managers should be applying — see the following
principles.) An authenticator is something the user knows, such as a unique password; something the user
possesses, such as a token (CAC card); or a physical characteristic (biometric).

o Authenticators such as PKI and biometrics are called 1A-enabling technologies and will be used to
enhance information protection.*®

ISs must identify users through the user’s use of unique user IDs.

Commanders must validate that systems authenticate users through the use of the CAC as a two-
factor authentication mechanism.“*®* The CAC will be used as the primary user identifier and
access authenticator to systems. The CAC is the primary token for both Class 3 and target Class 4
PKI certificates used in unclassified environments for active-duty military personnel, members of
the Selected Reserve, DoD civilian employees, and eligible contractors.*®

o Class 3 PKI is the minimum DoD-wide standard for client / user authentication.*%*

401

. Unpublisged Web addresses (URLS) and unlinked Webpages stored on the Webserver do not provide
security.

e  Working-draft content must not be stored in publicly accessible files or portals.

e  Publicly accessible Army Websites may provide hyperlinks to access-controlled Websites only through
intervening access-control mechanisms or procedures sufficient to address the perceived level of threat and
sensitivity of the information.**’

e FOUO information can only be posted to a site that, at a minimum uses SSL for transmission control and
PKI at the software or hardware level for access control.**®

406

e Web applications must be PKI-enabled.**

e Organizations that collect SBU from the general public as part of their assigned mission may buy and use
approved commercially available certificates to provide SSL services for ease of access.*'°

Beyond working with the network manager to ensure that any private Website is secured by the proper
authenticator, Web-content managers do not have to worry about the server’s security like the Web manager does.
However, it may be useful for Web-content managers to know some more of the security measures a Web manager
must take:

e Network managers must protect publicly accessible Army Websites by placing them behind a reverse Web
proxy server. The reverse proxy server acts as a proxy from the intranet to the protected server, brokering
service requests on behalf of the external user or server. This use of a reverse proxy server provides a layer
of protection against Webpage defacements by preventing direct connections to Army Webservers.***
Reverse proxy servers must be configured in a way that does not cache SSL traffic.**

e  Publicly accessible Websites not protected behind a reverse Web proxy (until moved to the reverse Web
proxy) will be on a dedicated server in a demilitarized zone (DMZ), with all unnecessary services,

%00 paragraph 5-1¢, AR 25-1.

%01 paragraph 4-5¢(5), AR 25-2.

%92 paragraph 4-5¢(6), AR 25-2.

“% Memo from the DoD CIO, “Department of Defense (DoD) Public Key Infrastructure (PKI),” Aug. 12, 2000.

%4 Memo from the DoD CIO, “Public Key Enabling (PKE) of Applications, Webservers and Networks for the Department of
Defense (DoD),” May 17, 2001; memo from the DoD CIO, “Department of Defense (DoD) Public Key Infrastructure (PKI),”
Aug. 12, 2000.

%05 SECDEF message, “Website OPSEC Discrepancies,” Jan. 14, 2003.

%96 paragraph 5-3b, TR 25-1.

7 Memorandum from DISC4, “Guidance for Management of Publicly Accessible U.S. Army Websites,” Nov. 30, 1998.

498 Taple 1, Part \/, DoD Web policy. 1st 10C uses Table 1 in its Web-content reviews, according to a message posted on the 5™
Signal Command Webmasters listserver March 5, 2003, by the chief of VAD, 1 10C. PKlis required of FOUO information;
SSL is required of private servers.

%9 paragraph 6-7e(4), AR 25-1.

10 paragraph 6-7e(6), AR 25-1.

411 paragraph 4-20g(12), AR 25-2; Paragraph 6-7¢(6)(a), AR 25-1.

412 paragraph 6-7¢(6)(a), AR 25-1.
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processes, or protocols disabled or removed. Supporting Regional Computer Emergency Response Teams
(RCERTS) and Theater Network Operations and Security Centers (TNOSCs) conduct periodic vulnerability
assessments on all public servers and may direct that a Website be blocked, depending on the inherent risk
of identified vulnerabilities — thus the possible sudden changes and blocks on public content.***

e Network managers must ensure that they do not install or run publicly accessible Websites under a
privileged-level account on any Webserver, since with a privileged-level account, programs can be
downloaded and executed without the user knowing. Similar configuration for non-public Webservers,
unless they’re operationally required to run as a privileged account and unless appropriate risk-mitigation
procedures have been implemented.*** Someone with a privileged-level account has administrative or
elevated rights on their computer or on the network.

e Webservers that are externally accessed (publicly accessible) must be isolated from the organization’s
internal network. The isolation may be physical, or it may be implemented by technical means such as an
approved firewall. In cases where an organization operating a TRADOC Website determines a requirement
to host both a public and non-public Webserver, additional security measures are required for the private
Webserver. At minimum, appropriate access controls, audit of security events, and additional measures to
ensure confidentiality, integrity, and availability of the information must be employed.**

e Network managers must enable all unclassified intranets (private Websites used for processing information
limited to DoD users) to use DoD PKI certificates for server authentication and client / server
authentication. Owners of authorized intranets must ensure that SSL is enabled and PKI encryption
certificates are loaded.*'®

e Anunclassified, private Webserver is exempt from using CAC / PKI or other forms of encryption only if it
meets one of these three conditions:*!’

o Provides non-sensitive and publicly releasable information resources, but is categorized as a private
Webserver because it limits access to a particular audience only for the purpose of preserving
copyright protection of the contained information sources;

Facilitates its own development; or
o Restricts access to link(s) to limited access site(s) (and not the information resources).

All Army private (non-publicly accessible) Websites must be located on a .mil domain.**® In fact, all TRADOC
public and private Websites must be on the .mil domain, except those operating under the Army Accessions
Command’s Integrated Automation Architecture (AAC-IAA)* or unless a waiver is approved by the Army G-6.
(No waiver needed if the entity is one of the exceptions granted in Enclosure 3, DoDI 8410.1.) Pre-existing Army
Websites maintained in non-government domains (i.e., .org, .com, .net and .edu) not falling under DoDI 8410.1°s
exceptions must transition to the .mil domain.”® Regardless of the current domain, Army Websites are official
Websites because of their content (see definitions section, this Guide) and must comply with all federal, DoD,
Army, and TRADOC Webserver and Web-content policies and guidance.

AKO / DKO offers its own set of concerns vis a vis whether the content is in an unrestricted or restricted area.

Some of the preceding principles covering authentication requirements should help shed some light. The NIPRNET
side of AKO is authorized for content up to unclassified / FOUO or CUL.*** However, basic AKO authentication at
this stage of technology isn’t sufficient for posting FOUO information because AKO accounts can be held by
individuals not authorized FOUO access. “* If FOUQ is to be posted on AKO, additional / secondary checks of user
credentials are required to ensure appropriate user authentication, including entry of an additional password / 1D.*?

13 paragraph 4-20g(13), AR 25-2.

14 paragraph 4-20g(5), AR 25-2.

15 paragraphs 5.3 and 5.5, Part 11, DoD Web policy.

8 Memo from the DoD CIO, “Department of Defense (DoD) Public Key Infrastructure (PKI),” Aug. 12, 2000; Paragraph 6-
7e(2), AR 25-1; Paragraph 4-20g(14), AR 25-2.

47 paragraph 6-7e(5), AR 25-1.

18 paragraph 6-7b(1), AR 25-1; Paragraph 4, DoDI 8410.1.

19 paragraph 5-5, TR 25-1; Paragraph 4 and Enclosure 3, DoDI 8410.1.

%20 paragraph 5-5, TR 25-1; Paragraph 4 and Enclosure 3, DoDI 8410.1.

2L ALARACT 089/2008, “Securing AKO Content and Credentials (NIPR),” March 25, 2008.

422 paragraphs 3-4c and 3-4d, DA PAM 25-1-1.

423 | AW message posted on the 5" Signal Command Webmasters listserver March 5, 2003, by the chief of VAD, 1% 10C.
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The unrestricted area of AKO (available to all users, not further access controlled), which is required to have PAO
content review, isn’t sufficient security and access control for FOUO information. “** AKO authentication is based
on employment status and is done by means of active Army or DoD databases, such as secure Lightweight Directory
Access Protocol (LDAP), the Integrated Total Army Personnel Database (ITAPDB), or the Defense Enrollment
Eligibility Reporting System (DEERS) — therefore the validation is based on information that may or may not be
current, and on a status that may or may not be current. Further, although the Army uses LDAP to authenticate
clients, the Army is moving away from LDAP; now all intranet Web applications must use AKO single-sign-on
(SSO) or AKO SSO with CAC for user access, unless waived. Legacy applications currently using AKO / DKO
LDAP to authenticate clients must migrate to SSO-capable platforms.*”® Because of technological changes, at some
point in near-future time, PAO review anywhere on AKO may not be required, but that currently isn’t the case.

Also, due to the possible theft of login credentials,*?® an adversary may be able to access AKO’s unrestricted area.

Therefore, in determining access controls on AKO NIPR, personnel should consider risk mitigation and the
possibility that unclassified or FOUO / CUI information may become sensitive, or even classified, in the
aggregate.*?” Since the primary content repository within AKO is the KC,**® and since Army and TRADOC policy
require TRADOC organizations to use AKO KCs for non-public content, network managers can employ a positive
access control beyond basic AKO authentication for access to this content to meet the requirements. Or, network
manageirzg can use other approved TRADOC options for restricted-access portals such as AKO team sites, TKE, or
BCKS.

As a sidebar note, all AKO / DKO account users are responsible for securing their AKO / DKO credentials (i.e., user
name and password). Also, the Army prefers CAC logon to user name and password logon.**

AKO / DKO is the single authoritative source for authenticating user access to Army Web-enabled ISs and
Webservers that serve users with DoD IP addresses.*** Activities must therefore use AKO and AKO-Secret portals
as the primary tools for collaboration. EXisting Army portals or Webservers with authentication services that
duplicate AKO / DKO services must migrate to AKO / DKO authentication unless CIO / G-6 waives this. Further,
Army Web-enabled business applications must be linked from the AKO / DKO portal. The initial minimum
standard is a URL link on the Army portal to the application, while the objective standard is to use AKO / DKO
directory services for authentication as well as a URL link on the Army portal.

While not permitted to be general-public accessible, where collaboration with non-DoD personnel regarding
unclassified official information will benefit DoD, official “chat rooms” or collaboration sites may be established.
These collaboration sites must be regulated through the use of positive technical controls such as proxy services and
screened subnets IAW DoDI 8500.2, Information Assurance (1A) Implementation, and approved by the DoD
designated approving authority (DAA).** Collaboration can take place among DoD personnel, or among DoD
personnel and authorized non-DoD personnel (including public members of the scientific community), within
security and information dissemination guidelines (for example, export control restrictions). Non-DoD personnel
must be authorized access to the “chat room” or collaboration site on a by-name basis by the DoD sponsor IAW
procedures established by the DAA. Client / user authentication is required for system access.**

%24 paragraph 6-7d(4), AR 25-1.
425 paragraph 6-7e(3), AR 25-1.
;‘zj ALARACT 089/2008, “Securing AKO Content and Credentials (NIPR),” March 25, 2008.

Ibid.
%28 paragraph 3-8a, DA PAM 25-1-1. AKO allows the user, community, or team to create KCs or personal team areas available
from any Internet connection. The KC allows the user, based on the type of user account, to upload and download files, share
files, subscribe to working-team content, control versions, and delete files. The KC site administrator maintains the rules for
reference posting, versioning, and archiving of content. The KC has AKO-defined roles and rules for maintenance and archiving.
Content roles allow the user access to content based on applied rules such as account type, access level, and specific site
restrictions. See Paragraph 3-8b of DA PAM 25-1-1 for user types / access levels.
429 paragraph 5-5d, TR 25-1.
%0 paragraph 6-7d(5), AR 25-1.
3! paragraph 6-7d(2), AR 25-1.
32 Consult TRADOC G-6 — see Paragraph 1-5a(10), TR 25-1.
433 ALDODACT message 11/06.
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The zero-based approach to Web content.*** The zero-based approach to Web content (mentioned in Chapter 1)
integrates both the principles of content and security. These are the most important considerations (and
benchmarks) in zero-based Website security:

e  Assess the benefits to be gained by posting specific types of information on a Website. Identify a target
audience for each type of information and why their need for the information is important to the
organization’s mission. A careful examination of the potential consequences of placing information on the
Website is necessary. (See the DoD Webmaster policy, Paragraph 3.1 in Part I1.)

e Post only information for which the organization is responsible. Since any organization knows its own
critical information best, it can reduce the vulnerability of other organizations by letting them post their
own information. (See the DoD Web policy, Part I, Paragraph 2.3, and the policy on duplication of
content later in this chapter.)

o Do not post public links to sensitive sites. These links identify the existence and location of potential
targets for an information collector who may previously been unaware of them. If it is necessary to link to
sensitive sites, the link should pass through an intermediate site, which can screen visitors through
passwords or other criteria. (See the DoD Web policy, Part I, Paragraph 3.6.3.)

The zero-based approach to Web content is recommended because once the information is posted to the Web, it
cannot be retracted, so it must be protected prior to dissemination.*®® There are a number of Website / Webpage
archiving sites that ensure that, even if information is removed, it is still available to researchers, including
adversaries.

Our adversaries’ ability to aggregate information from open sources, especially the Internet, is often
underappreciated. The United States faces cunning and ruthless adversaries fighting asymmetrically to avoid our
strengths. The first step for them to inflict harm is to gather information about us. They exploit the openness and
freedoms of our society by aggressively reading and collecting material that is needlessly exposed to them. In fact,
the adversaries” asymmetric methods of warfare strongly emphasize collecting information from unclassified and
open sources. As a result, many adversaries do not need to invest in costly and highly technical intelligence
collection systems when they can obtain as much as 80 percent to 95 percent of the information they are seeking
openly and legally.**

In recent years, in fact, the Internet has become an ever-greater source
of open-source information for U.S. adversaries — in particular,
individual Soldiers and Soldiers’ family members’ personal Websites
(including blogs) are a potentially significant vulnerability, according
to AR 530-1. Other sources for open-source information include
public presentations, news releases from units or installations,
organizational newsletters (both for official organizations and
unofficial organizations, such as alumni or spouse support groups), and
direct observation.

Controlling vulnerabilities at the source — our voluntary release of
information — should help this situation.”*” AWRAC scrubs performed
between January 2006 and January 2007, as reported in commercial
media in August 2007, found more than 1,800 OPSEC violations on
878 official military Websites. For instance, AWRAC’s audits found a
map of an Army training center and a spouse’s maiden name
(prohibited PII).

SOCIAL MEDIA
One of the most controversial uses of the publicly accessible Web is

43 Adapted from the 10SS Intelligence Threat Handbook.
4% paragraph 1-7a(3), AR 530-1.

43 paragraphs 1-7b and E-1c, AR 530-1.

437 paragraph E-3a(2)(b), AR 530-1.
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DoD’s engagement in social media.”*®* A PAO trying to research what is permissible under the regulations will feel

like he / she has hit a number of brick walls, since the argument on social media has been framed by ARs under the
IRM /1T / 1A umbrella, while Public Affairs has lagged in producing policy or even minimal Public Affairs
guidance (PAG). Army leaders such as Secretary of the Army Pete Geren have said that Public Affairs must engage
in social-media venues. (See Geren’s statement, Page 161.)
DoD-level representatives consider the use of social media
integral to national security.*** And we know that social media
are “where the people are” — especially since, in today’s busy
world, social media is portable to people’s portable electronic
devices (PEDs) such as cellphones, pagers, personal digital
assistants (PDAS) (e.g., Palm Pilots and Pocket PCs), laptops,
memory sticks, thumb drives, and two-way radios.**® However,
everywhere an Army PAO turns, the answer seems to be “no” on
permission to use social media. And so the practice is to use
social media anyway, as it seems easier to ask forgiveness than to
get permission.

To add difficulty to the situation, Army Public Affairs blithely
advises Army personnel to “go forth and blog” without appearing
to wrestle with the issues “the field” does. So what’s a PAO at
ACOM level and below to do?

Let’s look at the existing policy and at what’s coming in the
future.

Brick wall #1: Social-media usage and monitoring aren’t
stated authorized uses of government telecommunications
systems. Social-media engagement must adhere to DoD and
Army policy on official and authorized use of
telecommunications.*** Authorized and prohibited uses of
telecommunications are outlined in Paragraphs 6-1e and 6-1f, AR
25-1. Use of telecommunications, including computers, must be
IAW legitimate public interest and may not adversely affect
performance of official duties by the employee or employee’s
organization; may not adversely reflect on DoD or the Army;
may not be uses that are incompatible with public service; must
be of reasonable duration (normally five minutes or less) and frequency (twice per day), and, whenever possible, are
made during the employee’s personal time, such as during lunch, break, and other off-duty periods; are not used for
activities related to operating a private business enterprise; may not be for unlawful activities, commercial purposes,

438 Social media refers to dialogue-based Web platforms, including sites such as Facebook, MySpace, Flickr, YouTube, and
Twitter.

4% For instance: “This is not just techie-geeky stuff, but serious stuff with national security ramifications. We can’t ignore [social
media] if other nations are using it, both friends and adversaries. If the government keeps not making use of these technologies,
we'll fall behind and be unaware of things that could affect us.” — Linton Wells, distinguished research professor at National
Defense University (NDU), former DoD CIO, and co-author of a policy paper, along with NDU associate research fellow Mark
Drapeau. The policy paper examines how software applications that allow groups of people to connect and communicate on-line
affects government security and how DoD should use social media in its operations. “If you work in national security, some of
these things happening in other countries may affect your job or mission. What’s happening over the past couple years is people
in other countries are using Facebook, Twitter, and blogs to organize. In some cases, even when government security knew it
was happening, they were overwhelmed by the amount of people who showed up.” — Mark Drapeau. “Not being involved [with
social media] is probably a greater risk than anything you may encounter from being involved. Listening to public conversations
and adjusting policies based on what is learned would prevent larger controversies and backlashes against the United States.” —
Jack Holt, senior strategist for emerging media at DoD. Holt says that not monitoring international dialogues on social-media
sites to identify potential conflicts is more risky than any adverse consequences that may occur if employees are allowed to use
the tools. All three men are quoted in the article, “Researchers say social media essential for national security,” by Gautham
Nagesh, April 15, 2009.

440 From Paragraph 4-29, AR 25-2.

441 paragraph 6-7a(9), AR 25-1.
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or in support of for-profit activities, personal financial gain, personal use inconsistent with DoD policy, personal use
that promotes a particular religion or faith, or uses that violate other Army policies or laws — this may include, but is
not limited to, violation of intellectual property and copyright laws, gambling, support of terrorist or subversive
activities, and sexual or other forms of harassment; may not be political transmissions, including transmissions that
advocate the election of particular candidates for public office; and may not cause, directly or indirectly, congestion,
delay, or disruption of service to any computing facilities or cause unwarranted or unsolicited interference with
others’ use of communications.

AR 25-2 reiterates DoD policy that federal-government communication systems and equipment (including
government-owned Internet systems and commercial systems), when use of such systems and equipment is paid for
by the federal government, will be for official use and authorized purposes only. Official use includes emergency
communications and communications necessary to carry out the business of the federal government. Authorized
purposes include brief communications by employees while they are traveling on government business and can also
include limited personal use established by JER guidelines (DoD 5500.7-R).*?

The problem here is that some people in the IT world operate under the mindset of “if it’s not specifically
authorized, it isn’t authorized.” Also, they argue, social media strays past these parameters: for example, it could
adversely reflect on DoD or the Army; it doesn’t stay within the five-minutes-or-less, twice-a-day-or-less duration
and frequency guidelines; is not accomplished during the employee’s personal time; or may cause congestion, delay,
or disruption of service. This part of Army policy is nebulous enough to cause headaches, as it may be used to
buttress other, stronger, prohibitions in AR 25-1.

Brick wall #2: the Army’s blocking / filtering policy. Paragraph 6-1g of AR 25-1 says that Paragraph 4-5, AR 25-
2, authorizes use of Web-access blocking / filtering tools for blocking access to “inappropriate” Websites —
inappropriate Websites are Websites whose content is the prohibited areas itemized in Paragraph 6-1f, AR 25-1.
Although AR 25-1 guarantees that exceptions to the policy will be made for jobs that require “unimpeded access” to
the Internet because of mission requirements — listing PAOs, intelligence specialists, SJIAs, 1Gs, auditors, and
criminal-investigation specialists — the DOIMSs have only recently been organized under the current hierarchy and
thus standards have been unevenly applied: some PAOs gained access, some did not. Recently the DOIMs were
reorganized — 93" Signal Brigade, based at Fort Eustis, Va., now has operational control (OPCON) of IMCOM-
managed Eastern Region DOIMSs, while 106" Signal Brigade, based at Fort Sam Houston, Texas, has OPCON of
IMCOM’s Western Region DOIMs.**

The Signal brigades issued operational orders (OPORDs) in mid-May 2009 that directed DOIMs to modify Web-
filtering software, allowing access to specific social-media sites. The DOIMs were directed to “support the intent of
senior Army leaders to leverage social media as a medium to allow Soldiers to ‘tell the Army story’ and to facilitate
the dissemination of strategic, unclassified information,” unblocking “social media sites available from the Army
homepage, http://www.army.mil.”

The sites now accessible are Facebook, Delicious, Flickr, Twitter, and Vimeo. Still blocked by Joint Task Force-
Global Network Operations (JTF-GNO), which is the ultimate authority for what Websites must be blocked on
military networks, are YouTube, 1.FM, Pandora, Photobucket, MySpace, Live365, hi5, Metacafe, MTV,
BlackPlanet, StupidVideos, and Filecabi, according to the OPORD. The accessibility of social-media sites may
change as the sites linked from the Army homepage change.

However, “[a]ccess to prohibited Websites for mission-support reasons is considered authorized use,” according to
AR 25-1. Therefore PAOs can still apply for exception to policy using JTF-GNO’s form. A blank form, tips, and
samples are available on the OCPA On-line and Social Media Division (OSMD)’s AKO page,
https://www.us.army.mil/suite/page/505262.

2 paragraph 4-5r(4), (5) and (6), AR 25-2.

3 The 93rd Sig. Bde. and 106th Sig. Bde. are subordinate to 7th Signal Command, Fort Gordon, Ga., which assures network
access to Army forces inside CONUS. The 7th Sig. Cmd., a new command (stood up in August 2008), currently has OPCON
only over network assets on IMCOM-managed installations and facilities. Therefore the brigade OPORDs, based on guidance
from JTF-GNO, affect only installations in CONUS managed by IMCOM. (Network responsibility for installations managed by
other commands and activities such as Army Materiel Command and Army Medical Command will come to 7' Sig. Cmd. later.)
Prior to issuance of the OPORDs, policies varied about which Websites were accessible on Army networks, but the OPORDs
standardized Web access across the command’s area of responsibility. http://www.army.mil/-news/2009/06/12/22553-web-
standards-order-opens-some-social-networking-sites-in-conus/?ref=home-ata71-title.
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If these brick walls are hard to get around just to access and
monitor social-media sites, what are the brick walls like for
actually using social media — to blog, for instance? Again, AR
25-1 and AR 25-2 have set the framework; since all new media is
Web-based and publicly accessible, the Web policy and public-
release policies are pertinent.

Brick wall #3, blogging is not allowed on Army-owned public
Websites. Paragraph 6-7c(4)k, AR 25-1, says it fairly clearly:
“Army organizations using the Internet will not post the following
types of information on Army's publicly accessible Websites: ...
[blogs], video logs [vlogs], or chat rooms.” The entire regulation
drives usage of the Internet toward army.mil, and also requires
that official Websites be in compliance with all the various
policies of AR 25-1. Thus a Catch-22: you can’t blog on the
NIPRNET, and you can’t blog off the NIPRNET (i.e., on a
commercial Internet service provider (ISP)). AR 25-1 doesn't ban
blogging entirely, but it sets conditions on blogging — confirmed
at the August 2008 TRADOC Public Affairs conference, when G-
6 representatives said that G-6 isn’t against blogging in general,
but they’re against blogging when it’s done 1) on publicly
accessible Websites 2) on the NIPRNET 3) but this doesn’t apply
to AKO.

Yes, you can blog on AKO (where it’s considered a social-
networking site (SNS)-like service**), but you must comply with
Paragraph 6-7d(6), AR 25-1: “AKO / DKO users will conform to AKO / DKO posting procedures and policy on the
use of official and authorized telecommunications. See [Plaragraphs 6-1d, e, and f.” Same policy as we mentioned
in Brick wall #1: IAW Paragraph 6-1d(1), AR 25-1, “The use of DoD and other government ... systems (including
the Internet) are limited to the conduct of official business or other authorized uses. [Again, “authorized use” is
defined in Paragraph 6-1e, AR 25-1. The JER, Section 2-301, is the basis for the Army’s policy on use of
telecommunications and computing systems.]” Usually, no one would “officially” blog something that would
seriously “adversely reflect” on DoD or the Army, but the duration and frequency guidelines, plus the fact that AKO
blogging most likely would not be done on the employee’s personal time, or the blogging may cause congestion /
delay / disruption of service, are problematic.

Lately, Army G-6 is nuancing the “no blogs on the NIPRNET” policy, saying in meetings and email and other
venues something different than what’s in the ARs and what they’re stating to people in their “you’ve violated Web
policy” review notifications. For instance, an email from the Army G-6’s Policy Division said: “We have no issues
with any [blogs] on a controlled-access .mil Website [i.e., AKO]. The issue is that they should not be on a public
Website unless the information is cleared by a public official before posting.”**> That seems to leave the door open
for blogging on the Internet if the blog is cleared beforehand — we’ll discuss the clearance process in a bit.

So we come to brick wall #4, “we can’t do this on the NIPRNET, but we can’t be off the dot-mil domain?” As
we said, AR 25-1 and AR 25-2 drive usage of the Internet toward army.mil. For example, the domain policy:

e Paragraph 6-7b(1), AR 25-1: “Per DoDI 8410.01, organizations must use the ‘army.mil” domain as their
second-level domain name for the [NIPRNET] and ‘army.smil.mil” for the [SIPRNET], unless a waiver has
been granted by the CIO/G-6 and, in turn, the DoD CIO. Requests for a waiver must explain the rationale
for the use of any domain other than army.mil on a temporary or permanent basis.”

e Paragraph 6-7a(2) and (5), AR 25-1: “Any organization desiring Web capabilities that would duplicate
services already available on AKO / DKO must request a waiver from the CIO / G-6. See also Paragraph

44 This kind of hair-splitting was evident in the Aug. 3, 2009, Marine Corps-wide ban for a year to social-media site access and
use from the Marine Corps’ enterprise network. (See http://www.marines.mil/news/messages/Pagess MARADMIN0458-09.aspx
for text of the order.) Blogging on AKO is done via an “SNS-like service,” to use the Marines’ phrase, whereas blogging on a
commercial site is just plain o]’ blogging.

445 Email forwarded to TRADOC March 12, 2009. Original from Army CIO G-6 Policy Division to OCPA OSMD.
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6-7b for policy concerning use of .mil domains, required waivers, and exceptions.” Paragraph 6-7b(2)
details the exceptions to this policy that do not require waivers. TRADOC-related exceptions include 1)
Army Reserve-officer training units that do not fund or operate Internet systems, but instead use the
domains of their hosting organizations or the organizations that support their Internet communication
needs; and 2) Army recruiting Websites in the public domain, which may be hosted and served in a
commercial Web domain. Paragraph 6-7b(3) details examples of special needs or requirements that may be
approved for domains other than army.mil. Paragraphs 6-7(4) and (5) give instructions for waiver requests,
including all items that must be included in the justification.

e Paragraph 6-7a(6), AR 25-1: “ACOM:s, ... service schools or centers, installations, division-level units, and
special-service organizations will establish third-tier level Websites and will consolidate subordinate
organizations into these sites ... to minimize the total number of Army Websites. All other organizations
may have a Web presence (for example, Webpages) on the Websites of their respective parent
organizations.”

And the ISP policy:

e Paragraph 6-40, AR 25-1: “The only authorized access from Army computers, systems, and networks to the
Internet is through a [Defense Information Systems Network (DISN)]-controlled and -monitored
connection. Exceptional situations may exist where Army organizations connected to the NIPRNET may
also require direct connection to the Internet, for example, through an [ISP].”

e Paragraph 4-20g(3) and (6), AR 25-2: “Government-owned or leased ISs will not use commercial ISPs ...
as service providers, unless a government-acquired subscription to such services is in place and the access
is for official business or meets the criteria for authorized personal use as indicated in AR 25-1, Paragraph
6-1. Commercial ISP services are authorized to support ... organizations identified in paragraph 4-20b(2),
... and no cross or direct connectivity to the NIPRNET will exist or be implemented.”

e Paragraph 4-20b(2), AR 25-2: “Proponents for programs that require network services for family members,
retirees, and other individuals serviced at Army installations ... should arrange for services through a
commercial [ISP] or other isolated connection capability. ... These connections are unofficial
communications and will be isolated either logically or physically from official DoD and Army NIPRNET
networks.” According to Paragraph 4-22d, AR 25-2, isolation includes “physical isolation (unplugging the
network connection), restricting any direct physical access, and logical isolation (blocking the IP at security
routers or firewalls both inbound and outbound) from the network to the system.”

e  Paragraph 4-20c(2), (3) and (4), AR 25-2: Supervisors and managers will authorize commercial ISP
accounts per Chapter 6, AR 25-1; ensure there are no cross-connections directly between the Internet and
NIPRNET of ISs; and permit direct connections to the Internet to support electronic commerce when those
systems will not connect to the NIPRNET or the SIPRNET.

So ISPs are possible if a waiver is requested and the computer uploading to the ISP is isolated from the NIPRNET .
This has been a hard case to plead so far, but at the 2009 Army Worldwide Public Affairs Symposium, Mike
Krieger, deputy Army CIO / G-6, and Maj. Gen. Kevin Bergner, Army CPA, agreed publicly at the close of
Krieger’s presentation that a commercial line was a permissible option for Public Affairs personnel.

Since G-6 is responsible for protecting the Army’s networks, any option that offers protection is more agreeable to
those professionals, but another community whose clearance / review is required for anything going out into the
public domain (see Chapter 3) is less enchanted with this option. Thus, brick wall #5, the clearance process,
especially the OPSEC review.

Soldier and DA civilian blogging done from home computers, or even on government-owned computers in deployed
areas, comes under the umbrella of unofficial blogging. PAO and / or commander / leader blogging is official
blogging. There is a difference in the clearance process.

In general, policy governing blogs is included in AR 530-1, especially Paragraphs 2-1g(1), 2-2c, 2-21c, and E-3;
ALDODACT 11/06; DoDD 5230.9; and DoDI 5230.29. We also recommend ALARACT 156/2005.

Unofficial blogging and other uses of social media. There are several characteristics of unofficial blogs that
differentiate them from official blogs. Unofficial Internet blogs are 1) the personal thoughts, ideas, knowledge,
experience, and opinions developed and disseminated by a Soldier or DA civilian employee 2) in an off-duty status
(on personal time) and 3) not as part of his / her official duties, posted to 4) Soldier- or DA civilian-owned and -
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maintained sites (not funded with DoD funds). 5) These unofficial Websites or blogs are located on commercial
networks (e.g., .com, .org, .biz, .edu). ALDODACT 11/06, published Aug. 9, 2006, defines the personal blog as one
not having DoD sponsorship and purpose; it further states that personal blogs may not be created on duty time and
may not contain information on military activities not available to general public.

DoD recognizes that service members are its best spokespersons. It encourages positive efforts and Soldiers’ pride
in their jobs. Caution, however, is appropriate because the military is on a war footing, and we have an enemy who
not only appreciates our shooting ourselves in the foot with what we release to the world, but is able to pick that
bullet up and shoot us with it again.

This, however, does not imply “censorship” of Soldiers’ personal blogs. A few years ago, the revised / reissued AR
530-1 raised furor in the media via several “the Army is playing
Big Brother / denying Soldiers their First Amendment rights /
holding something back from the public” stories. Although AR
530-1 was previous policy, just reissued, the public discussion was
so hyperbolic that the Army issued a fact sheet May 2, 2007,
entitled “Army Operations Security: Soldier Blogging
Unchanged.” As stated in the fact sheet, “America’s Army
respects every Soldier’s First Amendment rights while also
adhering to [OPSEC] considerations to ensure their safety on the
battlefield. In no way will every blog post / update a Soldier
makes on his / her blog need to be monitored or first approved by
an immediate supervisor and [OPSEC] officer. After receiving
guidance and awareness training from the appointed OPSEC
officer, that Soldier blogger is entrusted to practice OPSEC when
posting in a public forum.”

The fact sheet says that Soldiers may have a blog without needing
to consult their immediate supervisor and OPSEC officer if the
blog’s topic is not military-related (i.e., Sgt. Doe publishes a blog
about his favorite basketball team); the Soldier doesn’t represent or
act on behalf of the Army in any way; and the Soldier doesn’t use
government equipment when on his /her personal blog. But the fact sheet says that a Soldier should inform his or
her OPSEC officer and immediate supervisor anyway when establishing a blog for two reasons: to provide the
command situational awareness; and to allow the OPSEC officer an opportunity to explain to the Soldier matters to
be aware of when posting military-related content in a public, global forum.

The overarching DoD policy on releasing public information, DoDD 5230.09, Paragraph 4g, states: “DoD
personnel, while acting in a private capacity and not in connection with their official duties, have the right to prepare
information for public release through non-DoD fora or media. This information must be reviewed for clearance if
it meets the criteria in DoDI 5230.29. ... Such activity must comply with ethical standards in [DoDD 5500.07 and
DoD 5500.7-R] and may not have an adverse effect on duty performance or the authorized functions of [DoD].”**

Therefore unofficial blogs do not have to be cleared (the blogger just has to be trained in advance by the OPSEC
officer) unless the content meets the criteria in DoDI 5230.29 for national-security information: then it must be
cleared IAW procedures outlined in the DoDI.

Policy in AR 360-1 is generally applicable to social-media content:

e Paragraph 6-6¢, AR 360-1: “Unofficial materials do not require clearance. These include materials
produced on personal time, using personal equipment and open sources. ... It is the author’s responsibility
to ensure security is not compromised.”

e Paragraph 5-13, AR 360-1: “Army personnel may express personal opinions unless limited by law or
regulation. They should discuss candidly matters about which they have personal knowledge if the
information is not classified or otherwise non-releasable. When questioned on a classified matter, they will
state frankly that the information cannot be discussed.”

46 Also stated in Paragraph 6-8, AR 360-1.
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Official blogging and other social-media use. An official blog, on the other hand, is the inverse of an unofficial blog:
it may be the personal thoughts or ideas of someone, but an official blog meets one of these conditions:

e The blogging is done on duty time (not personal time);

e The blogging is done as part of the blogger’s official duties;

e The blog is initiated by a specific Army organization;

e The blog contains content where the blogger identifies himself / herself as a member of the Army.*’
e The blog is typically paid for via DoD funds.

When individuals post official information, these blogs must be reviewed and cleared by appropriate security experts
and PAOs prior to release. In fact, the DoD policy requiring clearance, by appropriate security review and PAOs
prior to release, of “any official information intended for public release that pertains to military matters, national-
security issues, or subjects of significant concern to the DoD” is inclusive of “materials placed on the Internet or
released via similar electronic media” — in other words, social
media.**®

As stated in the “unofficial blogging” section, the policy does not
apply to personnel posting in a private capacity (i.e., not identifying
themselves as connected to an Army component) on subjects not
involving Army business or issues. Examples of non-application
include maintenance of private Website content on matters
unconnected to the Army such as hobbies, sports, or religion, or
posting to a blog as a private citizen.

The differentiation in the clearance policy is because official
blogging is “publishing” — in other words, the public release of
information in an official capacity — and therefore is subject to the
laws, rules, and regulations that govern the public release of
information, including DoDD 5230.9, DoDI 5230.29, and
ALDODACT 11/06, which require OPSEC and security review for
all information released into the public domain.

Official writing and public-speech guidelines also apply:

e Remarks must address a subject within a speaker’s official
expertise. This policy does not prevent DA military or
civilian members from speaking on matters unrelated to the
official concerns of the U.S. government when such
activities are consistent with other laws and regulations and
do not conflict with official duties or imply government endorsement.

449

. Offié:ial writings must not contradict U.S. government policy or law. They must adhere to DoD 5500.7-
R.45

e Ingeneral, Army employees will not officially endorse, or appear to endorse, membership drives or fund-
raisers for any non-federal entity. (See DoD 5500.7-R.)**

e Situations where an event’s real or apparent purpose is to stage controversy and / or confrontation will be
avoided.*

47 1f the blogger states or implies Army affiliation but wishes to blog in an unofficial status, he / she should use this disclaimer
adapted from Paragraph 6-8c(2), AR 360-1: “The views expressed in this blog are those of the blogger and his / her guests and
commenters, and do not reflect the official policy or position of the Department of the Army, Department of Defense, or the U.S.
government.”

8 paragraph 5-1, AR 360-1.

449 paragraph 6-7a, AR 360-1.

%0 paragraph 6-7e, AR 360-1.

41 paragraph 6-7f, AR 360-1.

452 paragraph 6-7h, AR 360-1.
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e  Material must not endorse, promote, or sponsor any private individual, group or venture, or give the
appearance of doing so. The event itself should be of common public interest and benefit.***

e Any individual who uses a title or other identification connected with DoD in an unofficial writing will
include with his/ her material a disclaimer IAW Paragraph 6-8¢(2), AR 360-1. (See Footnote 447.) The
writer will not use a title or other DoD identification in connection with the material if requested to refrain
from doing so by the reviewing authority.**

o No Army personnel — including ARNG and USAR forces — acting in their official capacity, may engage in
public commentary concerning political campaigns or elections without prior clearance from the office of
the ASD-PA.**

e Official blogging should have a purpose, not merely be for self-aggrandizement, and be of value to the
general public.

The one item of policy that seems to run counter to local “empowerment” of official blogging is the DoD policy
memorandum for I1A, dated June 8, 2007. To legitimately exist, according to this memo, there is an additional
benchmark: MILDEP blogs must address manpower issues within the organization or address organizing, training,
and equipping their departments. And, ASD-PA is the approval authority for Public Affairs’ activities IIA. This
authority cannot be delegated from the ASD-PA, according to the memo. Yet ASD-PA has not provided guidance
to the MILDEPs vis-a-vis procedures for gaining its approval. The memo does not specify whether ASD-PA must
grant permission to anyone within the MILDEPs to establish and maintain a blog; some have said that ASD-PA does
view this as its authority. Many, including experts at DoD Public Affairs, see this memo as only applicable to 1A
whose audiences are foreign.

Whether given permission by ASD-PA or not, the Army’s official use of social media can be likened to a horse race
where the horses are well out of the gate. There are several official blogs, Facebook pages, and Twitterers, for
instance:

e The Army’s official blog is http://armylive.dodlive.mil. The blog provides a top-level approach on Army
issues, as well as news and updates on activities and events taking place in the Army and OCPA.
TRADOCs official blog is http://tradoclive.dodlive.mil/ — like Army’s official blog, TRADOC has been
given “permission” by ASD-PA (dodlive.mil is DoD Public Affairs’ official blog site).

e A unit-sponsored blog, www.hammerpao.com, is written by a team of PAOs. This blog provides localized
information and news stories, but adds the dimension of comments and conversation.

o A commander-written blog usually takes speeches or official statements and crafts them into a post. Maj.
Gen. Michael Oates, 10" Mountain Division commander, however, writes a blog
(http://www.taskforcemountain.com/mountain-soundoff) that’s more like a Web forum, sparking comments
and conversation from his Soldiers.

e  Maj. Gen. Elder Granger’s blog (http://www.health.mil/tmablog) during his time as TRICARE deputy
director included a mixture of posts from him as well as articles, information, and updates from other staff
members.

e Along with the Army’s official Facebook page, Gen. Ray Odierno, Multi-National Force-lrag commander,

has a Facebook fan page. It includes information about official events, travel, and milestones taking place
across Irag.

e You may follow TRADOC’s Facebook fan page at http://www.facebook.com/USArmyTRADOC.

e Ist Brigade, 1st Armored Division’s Facebook page links to articles about the unit and provides updates
useful to family, friends, and supporters.

e Lt Gen. Rick Lynch, commanding general of 11l Corps and Fort Hood, Texas, has a Facebook page
populated with news and information generated from official speeches and public statements.

e Navy Adm. Mike Mullen, chairman of the Joint Chiefs of Staff, is on Twitter at
www.twitter.com/thejointstaff. He posts links to news items of interest or provides his thoughts on a
particular topic.

%53 paragraph 6-7i, AR 360-1.
4 paragraph 6-8d, AR 360-1.
“%5 paragraph 3-4a, AR 360-1.
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e The Army’s official Twitter link is http://www.twitter.com/USArmy. TRADOC’s is
http://twitter.com/tradoc.

e  4th Battalion, 3" Infantry Division, uses Twitter to communicate between commanders and Soldiers.
Messages include “praise tweets” or performance “chastisements.” Because most individuals using Twitter
connect it to their mobile devices, it’s a good way for commanders and leaders to connect with their
Soldiers while on the go.

e The Army has several other official sites on commercial social media: Flickr (for photo sharing),
http://www.flickr.com/soldiersmediacenter; YouTube (for video sharing),
http://www.youtube.com/soldiersmediacenter; Vimeo (for video sharing), http://www.vimeo.com/usarmy;
and Delicious (for integrated bookmarking), http://delicious.com/USArmyMedia. TRADOC is also on
Flickr (http://www.flickr.com/photos/37859509@N02/), Wikipedia
(http://en.wikipedia.org/wiki/United_States Army_Training_and_Doctrine_Command#TRADOC_Prioritie
s), Delicious (http://delicious.com/tradoc), and Vimeo (http://www.vimeo.com/tradoc).

The clearance process brings up brick wall #6, social media violates OPSEC. Sometimes it might, just like
another other public venue could have OPSEC violations if personnel aren’t well-trained enough. One, our young
Soldiers are digital natives and expect free, unhindered communication. Since the private and public domains merge
in their minds (for instance, studies show that they have a false sense of privacy — when sharing information on
SNS, they think the info stays with “friends”), the potential solution is to encourage, educate, empower, and equip
them.**®* No one controls all aspects of OPSEC — the countermeasure is to give social-media users OPSEC training
specific to Web and social-media content (see Chapter 6 for the Army’s mandatory training) and to accept risk
because the “good” of using social media outweighs the “bad.”

It’s a matter of common sense as well as a sense of accountability and responsibility. As an upcoming OCPA
publication states: “[I]t is important for Soldiers as well as Public Affairs professionals to remember the two guiding
documents that apply to all public communication: [OPSEC] and
the [UCMJ]. ... Soldiers must maintain professional conduct and
good order and discipline in the virtual world in the same ways
they would in the real world. Special care should be taken to
ensure that public-facing profiles, to include Facebook pages and
sites, present an appropriate picture of Army life. ... Social
media is all about taking your identity or messaging and turning
over control to your community. A Facebook wall and a Flickr
comments stream are places for both positive comments as well as
negative ones. If you’re not willing to lose control of the message
and give some of the power to your community, social media is
not for you.”*’

Brick wall #7 is social-media sites’ user agreements. Current
user agreements and terms of service imply inherent legal
liabilities that DoD can’t incur, but a federal-wide waiver is being
worked. YouTube, Facebook, and Twitter, for instance, require
users to sign an agreement that allows advertising and establishes
legal jurisdiction / indemnity, among other things, while
government users operate under federal rules and policies.

Expected future policy and best practices. We’ve been putting
the cart before the horse a bit in this section about what’s coming
in the future, but we can be sure there will be change. Government-wide guidance on how agencies can more fully
use social media is forthcoming, according to Vivek Kundra, the federal CIO and OMB’s e-government and IT
administrator.®® Kundra has said that the Federal CIO Council and GSA are working on the “rules,” and that GSA
signed agreements with four video-sharing and social networks recently to provide services that comply with federal

46 From “New Media and the Warfighter” presentation by Professor Dennis Murphy, Army War College.
5" Erom draft TTP on social-media best practices, being prepared by OCPA’s OSMD.
48 From “Government working on rules for Web social networks,” reported on NextGov.com, April 28, 2009.
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terms and conditions. (Brick wall #7 is softening.) Kundra said it
could take time to align the new policy with statutes like the
Presidential Records Act and Privacy Act, both enacted in the 1970s,
and the 7-year-old FISMA.

The DEPSECDEF recently issued a memo**® directing DoD CIO / G-6
to present to the SECDEF’s attention no later than Aug. 31 a report on
the threats and benefits, as well as policies and processes, of Web 2.0
capabilities and SNS. The DoD CIO is also tasked to develop DoD
policy governing the use of Web 2.0 capabilities “from a
comprehensive risk management perspective” no later than Sept. 30.
The risk-management approach gives us pause, but we’ll know soon
where DoD’s top brass stand.

OCPA is also working on updated policy, including revisions to AR
360-1 that include unofficial Web publishing and blog guidance, plus
TTPs on official use of social media. The draft AR 360-1 gives
Soldier bloggers their parameters and trusts them to make responsible
decisions, as previous guidance has done. Before the DEPSECDEF’s
memo came out, the Army CIO / G-6 was also working on updated
policy for social-media use. It’s possible that a command policy letter
signed by CG TRADOC, however, will be published before any
Army-level policy or best practices are published.

AR 360-1’s expected additions will guide Soldier and DA civilians in
personal use of blogs on commercial networks (e.g., .com, .org, .biz,
.edu). Like the May 2007 blogging fact sheet, bloggers will be
expected to support individual freedom of speech and expression, but
at the same time demonstrate good order and discipline, reflect the
Army Values, and safeguard the privacy and safety of fellow Soldiers
by not making available their Pl or the OPSEC of their military units
or missions. We expect the following to be some of the key
parameters:

e Personal Websites and blogs produced in a personal capacity
and not in connection or reference to official duties do not
require advance clearance.

e Itis the personal responsibility of Soldiers, DA civilians, and DoD contractors to ensure that any personal
Websites and blogs do not contain unreleasable information. Commanders and other officials will be
responsible for holding personnel accountable for adhering to the tenets of the OPSEC regulation (AR 530-
1) and any other applicable policies addressing communications.

e  Personnel must add a disclaimer to unofficial personal Websites in which the individual refers to him or
herself as a Soldier, employee, or contractor of the U.S. Army to preclude readers from assuming unofficial
sites represent an Army position.

e Reasonable restrictions on free speech such as “no political commentary while in uniform” extend to
electronic communication.

e Government employees will be responsible for ensuring that information posted does not put themselves,
other employees, or their families at risk.

e All visual information — still and video imagery — provided directly to any media outlet, organization,
public Website, family, or friends, whether in hard copy or electronic form, will be subject to DoD and
Army policy.

In addition to the social-media changes in AR 360-1, discussed as unofficial Web publishing, OCPA plans to
publish social-media TTPs. (No date for publication has been given.) We expect some of the key elements of the
Army’s approach to social media to be:

459 «web 2.0 Capabilities and Social Networking Sites,” July 31, 2009.
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e The Public Affairs mission is to execute a comprehensive Public Affairs program that effectively integrates
both traditional and I1A. It will be mission-critical to dedicate full-time assets to manage a program that
includes both traditional media and I1A.

e Public Affairs will be expected to monitor what is being discussed about its sphere of influence, provide
information to these discussions, and proactively seek new audiences to engage.

e PAOs will also be responsible for conducting periodic reviews of their organization’s ITA — not less than
semi-annually.

There are several interesting aspects of the draft CIO / G-6 policy (entitled “Use of Social Media Tools in the
Army”):

e It recognizes that official government sites may be established on commercial sites. |AW Paragraph 6,
official government sites on social-media outlines may not contain political or discriminatory content; may
not endorse or appear to endorse or show favoritism to non-federal entities; must reflect U.S. government
policy; and may not appear to endorse views contrary to U.S. government policy. Organizations authorized
to establish official social-media sites must receive training on the scope and authorized uses of social-
media sites, and ensure Public Affairs, privacy, and OPSEC review of content before release or disclosure.

e This policy reiterates that Soldiers and civilians using social-media sites for unofficial purposes (i.e., they
hold personal accounts on social-media sites) may not use these sites / their accounts on official duty time.
IAW Paragraph 7, “[p]ersonal accounts should not be established with government email addresses,
employ the use of government logos, be used to conduct official business, release official agency
information, or be used for any other official communication related to the employee’s government job or
activities. Agency personnel [using] social-media technologies must comply with the [JER] and the
Standards of Ethical Conduct for Employees of the Executive Branch (see 5 CFR Part 2635). These rules
include the prohibition of release of non-public information, require appropriate disclaimers of opinions
being expressed, and restrict the use of government computers to access and manage personal sites during
official duty time.”

TRADOC social-media policy is expected to address both unofficial and official use of social media. For instance,
unofficial blogging is expected to be encouraged off the dot-mil domain as long as personnel are aware of pertinent
regulations, while official bloggers are expected to be limited to command spokespersons. Public release of
information in an official capacity via use of social media is expected to be subject to the laws, rules, and regulations
that govern the public release of information, including the clearance process.

Social media as community relations. Unofficial posting on Internet discussions is considered congruent with the
PAO core function of community relations because the postings are
interpersonal, interactive communication. Guidance on Soldiers’
participation in community relations can be found in Paragraph 8-
1b(1), AR 360-1: “Programs that involve direct contact with the
civilian community are the most effective unofficial means of
improving community relations. Commanders should encourage
military and civilian personnel and their family members to
participate as private persons in local community activities such as
educational, religious, organizational, recreational, and youth
projects.”

TRADOC PAO suggests that engagement in social media be
considered a community activity — whether the social-media venue
is educational, religious, organizational, recreational, a youth
project, or other category, it doesn’t matter. Social media can be an
effective channel of two-way communication between the Army
and the community*® if used judiciously (although not quite the traditional communication between commander and
community). If social-media engagement is successful, the community formed by the engagement could become a
grassroots “community-relations council” — but a caveat: since it would be grassroots, there is no planning and

460 paragraph 8-1c(1)(a), AR 360-1.
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organizing it IAW Paragraph 8-1d, AR 360-1. As we’ve said previously, there is risk in social-media engagement;
social-media engagement must be approached with thought and purpose, not as a bright, shiny, new toy to play with.

WEBPAGE DESIGN AND CONTENT FORMATTING
The elements of Webpage design and formatting as they affect content will be discussed in this section. The Army
requires its Webmasters to ensure that their Website pages are designed, developed, and tested for multiple
browsers, operating systems, connection speeds, and screen resolutions, based on an analysis of an organization’s
Website visitors. These requirements can affect the inclusion of
content and will affect the look and feel of a Website — part of the
Website coordinator / Web-content manager’s concern.

Links. Since links are considered content, considerations for Website
/ Webpage designers follow.

Every Webpage written for TRADOC Websites should have links to
logically previous Webpages or higher-level Webpages. For easier
navigability, we recommend that links for the site’s homepage be
placed on each interior page. For Web-based documents such as
reports that must flow in a page-by-page order, we recommend links to
the site’s homepage from at least the document’s cover page and its
table of contents, and to the document’s next and previous page from
each internal page. We recommend these logical “next” and
“previous” links because the browser back button can be confusing if,
for example, a user hyperlinks from Section 1 of a document to
Section 3 and then wants to logically go “back” in the document to
Section 2; clicking the browser’s “back” button ordinarily takes him /
her to Section 1. The bottom line is that the text links or graphical
links (buttons) should give predictable access from and to all pages.

Organization Websites that link to documents requiring downloading
should provide enough contextual information that visitors have a reasonable understanding of what to expect when
they view the material after downloading it.

Proprietary formats. Proprietary formats should be used only when the audience is known to have easy access to
software able to read the format. Since the capabilities of a publicly accessible Website’s audience are so varied,
documents using a proprietary format should be posted to the organization’s AKO access-controlled portal. If the
document must be posted to the publicly accessible Web, raw data files provide the greatest flexibility for the public
and are preferred over proprietary formats requiring specific commercial software.

Organizations must not burden the public with a format that requires use of a plug-in, applet, or other application to
interpret page content unless the following conditions are met:“*

e The page provides a text link (no icons) to the plug-in or applet.

e The organization has considered the intended use of the material by the target audience.
e The plug-in, applet, or other device is accessible to the target audience.

o The level of effort required to convert the material is minimal.

As listed in the first condition, when a Webpage requires an applet, plug-in, or other application to interpret page
content, the page should provide a text link to a plug-in or applet.*®?

Horizontal rules. Don’t abuse horizontal rules (<hr>) tags. We recommend that you use them one at a time, and
only to logically divide unrelated sections of a single page. In most cases, a simple paragraph break (<P>) is
preferable.

Navigation. Websites not required to use the TRADOC corporate template must use consistent navigation between
and within their pages. Website visitors are more likely to gather the information they’re looking for if changing

461 paragraph 8-3b(4), DA PAM 25-1-1.
462 paragraph 8-3b(4), DA PAM 25-1-1.
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navigation doesn’t confuse them. Some required navigation will be outlined in the “required content” section later
in this chapter — following are other standard navigation criteria.*®®

Common items appearing on most Webpages should be in the same location on each page and have the same
appearance and wording. A navigation item that is shared by a group of pages (such as a set of pages on a single
topic, or for a division of the organization) should also have the same location, appearance, and wording on each

page.
Navigation items of the same type should look and behave like each other. For example, if a set of pages on one

topic has subtopic links in the left navigation bar, pages on other topics should have subtopic links in the left
navigation bar that are similar.

If a set of Webpages requires specialized navigation, that navigation is applied to the largest possible local grouping
(such as a topic, an audience, or a complete organizational unit). The specialized navigation should be similar in
appearance and behavior to the overall navigation scheme.

Color. Avoid the use of white type. No matter what background you use, the text will not show up on a printed
copy of your page.

“Under construction.” The Army discourages posting of “under construction” pages on its Websites. All
Webpages are always technically under construction, but if one isn’t ready for public viewing, Webmasters should
not post it until it is final.

POLICY: CONTENT LIMITATIONS
In addition to the limitations on content discussed in Chapter 3, this section and the next one set forth other content
standards for Website coordinators / Web-content managers.

Content and services provided via Army public Websites should not be redundant or in conflict with each other.**
To avoid redundancy or conflict, organizations should follow the policy of Paragraph 8-5b, DA PAM 25-1-1.

To increase information value, Webmasters should organize content on Websites / Webpages and portals by subject
/ topic, by audience group, by geographic location, or by any combination of these factors, based on an analysis of
the visitor’s needs. Content should be the main focus for the target audience and serve as a general index to all
major options available on the Website. Homepages should minimize extraneous content to allow visitors to get to
the content they need and want most.*®> How a Website or portal should not be organized is by organization chart.

External links. Although external links and the content found at those links are not a federal QI standard,*® they
are discussed as a Web-quality standard in the DoD Web policy. Therefore TRADOC PAO recommends that
external links be considered as a TRADOC QI standard. The requirements on links are specified following and in a
later section of this Guide labeled “required links.”

The external-link standards are:

e Hyperlinks to Web resources other than official U.S. government Web resources are permitted only if the
organization’s mission requires them. Organizations must review links to content on other organizational
Websites or to portals and specialized Websites regularly to ensure links are current and accurate, and that
they have continued suitability.*®

e Organizations must establish objective and supportable criteria or guidelines for their selection and

maintenance of links to external Webpages.**®
e External links may have no product endorsements or preferential treatment.“®®

o No compensation of any kind may be accepted in exchange for a link placed on an organization’s publicly
accessible official Army Website. 4"

463 paragraph 8-3b(7), DA PAM 25-1-1.

%64 paragraph 8-5a, DA PAM 25-1-1.

%65 paragraphs 8-2c and 8-2d, DA PAM 25-1-1.

%68 paragraph 3D, Attachment, OMB memorandum M-05-04, “Policies for Federal Agency Public Websites,” Dec. 17, 2004.
“7 paragraph 7.1.1, Part 11, DoD Web policy; Paragraphs 8-1k(3) and 8-5b(6), DA PAM 25-1-1; Paragraph 5-5b(4), TR 25-1.
488 paragraph 7.1, Part |1, DoD Web policy; Paragraph 6-7c(7), AR 25-1.

489 paragraph 7.1.2, Part I, DoD Web policy; Paragraph 5-5b(4), TR 25-1.
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e External links may not require or encourage users to choose any browser-specific software.*’*

e Anexternal link uses only text or hyperlinked text to direct visitors to non-Army software download
sites;*’? there are no company graphics or logos permitted as graphical links, as this is considered
endorsement. (This includes the icons for social-media sites.) If the organization uses graphical links in
other circumstances, it must also use text links to comply with Section 508 law.

e If an organization is using frames to link to external sites, the organization will consult legal counsel
concerning trademark and copyright issues.*®

e Ifan organization links to an MWR or to another authorized site that contains commercial advertisements
or sponsorships, a disclaimer must be given IAW Paragraph 7.2, Part 11, of the DoD Web policy.** The
organization must also use the non-endorsement disclaimer if linking to a non-government Website (this
includes to contractors who produce DoD Websites) that “neither the DoD nor the organization endorses
the product or organization at the destination, nor does the DoD exercise any responsibility over the content
at the destination.”*”® The Army’s standard for the disclaimer is that it must appear on the page(s) listing
the external link or through an intermediate “exit notice” page generated by the server. The Army’s
standard applies to links for any site other than an official DoD Website.*”® See Paragraph 7.2, Part 11, of
the DoD Web policy; Paragraph 6-7c(7)c, AR 25-1; or Appendix D of this Guide for the exact external-
links disclaimer text.

e Ifalink is made to one non-DoD site, the organization must link to all similar sites if requested.*’”

¢ No .mil Website may be directly linked to or refer to Websites created or operated by a political campaign
or committee.*’®

e  When an organization’s Website provides information or services for which there is a corresponding
government-wide portal or specialized site, the organization should link to the government-wide portal